


Abstract

Robust Distributed Cooperative Spectrum Sensing

for Cognitive Radio Ad Hoc Networks

by

Aida Vosoughi

Dynamic spectrum access paradigm, enabled by cognitive radios, presents

an adaptive approach for spectrum sharing by allowing secondary users

to use licensed spectrum bands on an opportunistic non-interference ba-

sis. Cooperation among cognitive radios for spectrum sensing is deemed

essential for environments with deep shadows. However, the existing co-

operative spectrum sensing schemes for mobile ad hoc networks are high-

overhead and vulnerable to spectrum sensing data falsification attacks.

In this thesis, we propose a novel trust-aware consensus-inspired coop-

erative sensing scheme based on iterative broadcast and linear updates

that is fully distributed, low-cost and resilient to malicious behavior in

cooperative networks. Unlike the existing schemes, our method does not

require network discovery by the nodes for cooperation; therefore, it offers

significantly lower overhead with no degradation in sensing performance.

We study Insistent Spectrum Sensing Data Falsification (ISSDF) at-

tack aimed at iterative cooperative sensing schemes and show its destruc-

tive effect on the cooperation performance which accordingly results in

reduced spectrum efficiency and increased interference with the primary

users. We design a novel distributed trust management scheme that is in-



tegrated into the cooperative sensing to mitigate different types of ISSDF

attacks without the need to a centralized node. Practical scenarios are

considered where the primary and secondary users of the spectrum and the

malicious users behave dynamically. The characteristics of the proposed

trust scheme is thoroughly analyzed by theory and experiments.

We evaluate the proposed trust-aware distributed cooperative sensing

scheme by extensive Monte Carlo simulations modeling realistic scenarios

of mobile cognitive radio ad hoc networks in TV white space. We show

that the proposed scheme reduces the harm of a large set of collusive

ISSDF attackers two orders of magnitude or more in terms of false alarm

and missed-detection error rates. In addition, in a hostile environment,

integration of trust management into the distributed cooperative sensing

considerably relaxes the sensitivity requirements on the cognitive radio

devices. Furthermore, in order to evaluate the scalability, we analyze the

impact of various parameters of the cognitive radio network, the coopera-

tion scheme and the trust management scheme on the sensing performance

in the presence of malicious behavior.
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Chapter 1

Introduction

The radio frequency spectrum shortage problem is originated from the static assign-

ment of the frequency bands to the primary users (PUs or licensees) of the bands.

The non-adaptive spectrum assignment leaves a significant portion of RF spectrum

underutilized [1, 2]. Dynamic spectrum access (DSA), enabled by cognitive radios,

introduces an adaptive approach for spectrum use that facilitates more flexibility by

allowing secondary users (SUs) to use licensed spectrum bands on an opportunistic

non-interference basis [3]. As a result, DSA offers a better utilization of the spec-

trum and is essential for solving the spectrum shortage problem. As an example, the

FCC (Federal Communications Commission, the US radio communications regulator)

has opened up some of the licensed frequency bands such as white-spaces in televi-

sion frequency spectrum (regularized in IEEE 802.22 standard [4]). Cognitive radios,

that sense and dynamically share the spectrum, empower today’s smart technologies

such as cognitive Internet of Things [5] and heterogeneous networks with cognitive

Femtocells [6].

Spectrum sensing is an important step for DSA. However, when an SU senses

the spectrum, it may make a missed-detection error (i.e. may not detect the PU

transmission) due to a deep shadow and this in turn increases the risk of interference
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to the PU. In order to improve the SUs’ detection accuracy cooperative spectrum

sensing has been proposed. In this approach, a set of SUs cooperate by sharing

their sensing information with each other and collectively deciding on the presence or

absence of the PU [7]. Cooperative spectrum sensing has been shown to be effective

in relaxing the sensitivity requirements on individual secondary users and improving

the overall sensing performance [1, 3, 8]. The advantage of cooperation comes from

spatial diversity as SU nodes are spread in the network’s location area and experience

independent shadowing effects.

In a centralized cognitive radio network (e.g. IEEE 802.22 [4]), the final decision

is made by a fusion center that aggregates the sensing data from all of the SUs in

the network. Centralized cooperation has known shortcomings: The fusion center be-

comes a single point of failure and a communication bottleneck. Thus, the centralized

approach is not scalable and it suffers from degraded reliability [9,10]. In contrast, in

a decentralized network (e.g. a cognitive radio ad hoc network or CRAHN [11, 12]),

the nodes must perform a distributed cooperation. Distributed cooperative spectrum

sensing (DCSS) is preferred to a centralized scheme because a distributed scheme

is scalable, fault-tolerant and more efficient. In this thesis, we focus on distributed

(decentralized) cooperative spectrum sensing (DCSS) for Cognitive Radio Ad hoc

Networks.

The existing DCSS schemes exploit distributed average consensus algorithms that

have been previously used for applications such as sensor fusion [13] or Peer-to-Peer

systems [14]. These consensus algorithms are based on iterative diffusion and aggre-

gation of data through linear iteration-based or gossip-based schemes [15] and involve

communication with direct neighbors in the network graph. However, the existing

consensus-based DCSS schemes [16, 17] suffer from significant overhead as they re-

quire the individual nodes to have knowledge about the topology of the network.



3

For a mobile network where the topology of the network is constantly changing, the

requirement for a network discovery phase by each node for every sensing makes the

existing schemes impractical and highly inefficient.

Another known issue with the existing cooperative spectrum sensing schemes is

their vulnerability to malicious attacks. In a realistic potentially hostile environment,

malicious secondary users can broadcast falsified sensing data to their neighbors in

order to mislead them and compromise the spectrum sharing in the cognitive ra-

dio network. This attack is called Spectrum Sensing Data Falsification (SSDF) [18]

attack. An SSDF attacker aims at causing false alarm in the network by sharing

incorrect sensing data with the rest of the nodes that indicates the PU is present,

while the PU is actually inactive. The resulting false alarms make the normal nodes

back off and avoid using the free spectrum. Similarly, the attacker tries to cause

a missed-detection error by sharing malicious sensing data that indicates the PU is

absent while the PU is actually active. The resulting missed-detection errors may

cause the normal nodes to interfere with the primary users of the channel which is

obviously a violation in the dynamic spectrum access paradigm. SSDF attack and

mitigation techniques for it have been investigated in the recent literature [16,18–21];

however, the majority of the existing research is focused on resisting malicious behav-

ior in centralized cooperative spectrum sensing schemes and they are hardly studied

in the context of DCSS.

Furthermore, a more serious and less studied attack particularly aimed at consensus-

based iterative schemes is an iterative attack that we call Insistent SSDF (ISSDF). In

iterative consensus-based DCSS schemes, in all of the iterations, all of the nodes must

follow a predefined update protocol. ISSDF is a destructive attack aiming at these

iterative schemes. This attack is different from the conventional SSDF attack in that,

the ISSDF attacker not only falsifies its initial sensing data but it also broadcasts
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the falsified value in every iteration of the consensus and refrains from performing

the updates according to the protocol. Since the falsified data is repeatedly fed into

the consensus process, an ISSDF attack is significantly more destructive than the

conventional SSDF. We will show in this thesis that the ISSDF attacks compromise

the cooperation significantly and are able to make the honest (non-malicious) nodes,

diverge from the correct decisions about the PU activity. These attacks are able to

make the dynamic spectrum sharing in a CRAHN completely ineffective.

In a nutshell, in this thesis, we investigate and propose solutions for the following

two main problems with DCSS schemes: First, the problem of inefficiency and high

overhead of the existing distributed cooperation schemes that make them essentially

impractical for cooperative spectrum sensing in mobile ad hoc networks. Second, the

problem of the vulnerability of these schemes to the spectrum sensing data falsification

attacks and in particular to the insistent (iterative) attackers. In this thesis, we

propose a trust-aware consensus-inspired distributed cooperative spectrum sensing

scheme that is low-cost and resilient to ISSDF attacks.

We analyze and compare the performance and complexity of our proposed consensus-

inspired DCSS scheme against the existing schemes and show that the proposed

scheme offers significantly lower overhead with no degradation in detection perfor-

mance. We closely examine the effect of ISSDF attacks in different scenarios and

we show that there is a need for a trust management scheme to mitigate the ef-

fect of these attacks and to increase the robustness of iterative DCSS schemes in

a potentially hostile environment. We present a holistic trust management scheme

that can mitigate different types of ISSDF attacks in different scenarios and we show

the effectiveness of the proposed scheme with analysis and extensive simulations. The

contributions of this thesis have been published in [22–24] so far. Next, we summarize

the contributions of this thesis in more detail.
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1.1 Thesis contributions

The contributions of this thesis can be summarized as follows:

• We propose a low-overhead distributed scheme for cooperative spectrum sensing

in cognitive radio ad hoc networks that is inspired by a linear iterative average

consensus algorithm and uses an equal-weighting update strategy that does not

require any topology knowledge by SUs. Through extensive simulations for re-

alistic large-scale outdoor mobile networks, we show that our proposed low-cost

scheme offers the same level of performance compared to the existing more com-

plex consensus-based schemes. We analyze the performance-complexity trade-

offs on the number of consensus iterations for a typical simulated network under

different shadowing severities.

• We show the significant potential of the collusive ISSDF attackers in crippling

the iterative DCSS schemes. We propose a trust management scheme that

can be integrated with any iterative consensus-based DCSS scheme to mitigate

the ISSDF attacks. We show that our proposed trust-aware DCSS scheme is

robust even in the presence of a large set of ISSDF attackers (or non-malicious

faulty nodes) that act in harmony and simultaneously. We analyze the impact

of the malicious attacks and trust management mitigations on the sensitivity

requirements of cognitive radio devices which has direct relationship with the

system’s cost and flexibility.

• We introduce a context-aware trust management scheme that effectively mit-

igates different types of ISSDF attackers (Always-Yes, Always-No, and fabri-

cating attackers) in different scenarios where both SU network and the PU are

dynamic. We show the effectiveness of the proposed trust-aware DCSS scheme

with theoretical analysis and extensive Monte Carlo simulations in various re-
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alistic scenarios. We analyze and show the scalability of the proposed scheme

in terms of various parameters of the cognitive radio network, including the

distance between the SU network and the PU transmitter, the network density

and the severity of attacks. In addition, the effect of different parameters of the

trust scheme on the performance is analyzed in the presence of the attacks.

• Finally, we study dynamic attacks where a subset of honest nodes in the network

become malicious (or faulty) while the network is in operation. We introduce a

trust-aided outlier detection technique that when combined with the proposed

context-aware trust management scheme effectively alleviates the impact of dy-

namic ISSDF attackers.

1.2 Thesis outline

Chapter 2 gives an overview of the existing related work. In Chapter 3, we describe

the system model. In Chapter 4, we introduce a consensus-inspired DCSS scheme

based on iterative equally-weighted linear combinations and we show with simula-

tions that the proposed scheme offers significantly better complexity-performance

trade-offs compared with the existing DCSS schemes. Chapter 5 introduces the at-

tack model and presents a novel trust management scheme to mitigate the attacks; it

also presents the integration of the trust scheme with the DCSS scheme. The perfor-

mance is evaluated via simulations. Chapter 6 presents an enhanced context-aware

trust management scheme and explores the effect of dynamic PU and SU activity on

the trust. Theoretical analysis and simulation results are presented to evaluate the

performance of the proposed trust-aware DCSS scheme under various parameters and

in the presence of different types of ISSDF attackers. Chapter 7 summarizes the key

results of this thesis and points out the potential directions for future research.



Chapter 2

Background and Literature Review

Cognitive radios that are intelligent to observe, perceive and dynamically adapt to

their environments are essential for dynamic spectrum access [25, 26]. As Mitola

defines the cognition cycle, a cognitive radio must be able to observe and learn the

characteristics of its surroundings to be able to plan and decide about its future

actions [27]. In this thesis we focus on the first and very important phase in the

cognition cycle which is observation. We consider a cognitive radio that tries to

to opportunistically reuse a licensed RF spectrum band while avoiding interference

to the licensee. Therefore, the observation step includes sensing the RF spectrum

to perceive the activity of the licensees or primary users of spectrum. Based on

spectrum sensing, the cognitive radio (secondary user) can plan, prioritize, and decide

on which RF licensed channels it can use and how it should adapt its communications’

characteristics. Heterogeneous networks with Femtocells [6] and Device-to-Device

communications [28] are example applications of cognitive radios where spectrum

sensing is an essential first step.

Spectrum sensing has been considered as the most prominent capability of a cogni-

tive radio that sets the basis of dynamic spectrum access and enhances the spectrum

use efficiency [29]. Spectrum sensing can be realized through various digital signal
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processing schemes on the received signal including methods based on matched fil-

ter [29], cyclostationary feature detection [30] and energy detection [31, 32]. Among

these sensing techniques, energy detection has the advantage of low complexity and

thus low cost [31]. In this thesis, we consider energy detection as the spectrum sens-

ing scheme that secondary users apply to detect the primary user activity due to its

simplicity, efficiency, and widespread use [33].

Cooperation is a well-studied subject in the area of wireless communications, in

particular regarding cooperation between mobile users with the goal of achieving

diversity gains [34]. Cooperation among secondary users for spectrum sensing has

been shown to be essential in solving the hidden primary user problem. Cooperative

spectrum sensing offers better performance than independent non-cooperative sensing

and it also relaxes the sensitivity requirements on cognitive radios [1–3,7, 35,36].

Cooperative spectrum sensing methods can be categorized as centralized schemes

and decentralized (distributed) methods. In centralized cooperative spectrum sensing

schemes [2, 37], a single entity (a fusion center or a base-station) collects the infor-

mation from all of the cooperating nodes in the network and makes the final sensing

decision and emits that decision back to the terminals. WRAN (Wireless Regional

Area Network) architecture introduced in IEEE 802.22 standard [4] for reuse and dy-

namic sharing of TV white space [38,39] is an example where a centralized scheme is

used for cooperative spectrum sensing. There is a required silent period where each of

the secondary user nodes sense the spectrum band and report their decisions on the

primary user activity back to the secondary user base-station using a common control

channel. The secondary base-station then combines the information from all of the

secondary users and transmits the final decision back to the secondary users [40].

However, centralized cooperative schemes are clearly not scalable and since they ne-

cessitate a fusion center, they suffer from a single point of failure (attack) problem.
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Semi-centralized schemes, have also been proposed for cooperative spectrum sens-

ing. These schemes are based on hierarchical clustered network architecture where

the nodes in each cluster report their sensing decisions to the cluster-heads and the

cluster-heads report local decisions to a global fusion center [41, 42]. However, the

existence of pre-selected cluster-heads and the fusion center in the network clearly

limits the scalability and efficiency of these approaches.

2.1 Distributed cooperative spectrum sensing

Distributed (decentralized) cooperative spectrum sensing (DCSS) eliminates the need

for a fusion center or infrastructure for performing the cooperation. Therefore, unlike

the centralized approach, it scales well and does not have the disadvantage of a single

point of failure. In addition, in ad hoc networks, where there is no infrastructure,

distributed approach is essentially the only feasible solution. For example, cognitive

radio enhanced ad-hoc architecture is a candidate to empower disaster relief networks

which need to be highly flexible in order to operate seamlessly when there are emer-

gency service demands [43]. Therefore, a distributed infrastructure-less approach for

cooperative spectrum sensing is clearly preferred to a centralized scheme in the ad

hoc settings.

We categorize distributed cooperative spectrum sensing schemes into consensus-

based and non-consensus-based. In the latter, SU’s have no intention to reach a

consensus in the network. For example in a local-fusion scheme proposed by Chen

et al. [18], each SU makes its final decision solely based on a single observation of its

one-hop neighbors’ reports. The underlying strategy in this scheme is similar to the

centralized cooperative sensing (e.g. [44]) with the difference that in the distributed

version each SU becomes its own fusion center. On the other hand, in consensus-based

schemes, SU’s try to reach a consensus among the whole network. For example, this
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can be done by distributed computing of the aggregate average of nodes’ decisions

(or measurements) in the network.

Distributed consensus is a well-studied approach in many recent cooperative net-

work applications. For instance, coordinated activity among the endpoints is one of

the main objectives in Internet of Things (IoT) paradigm [45–47]. The coordinating

IoT endpoints may be on the same local network, e.g. communicating through an ad

hoc wireless network, or they may be located far from each other and communicate

via a network protocol, in order to perform a distributed collaborative task. In any

case, sharing coordination information and reaching agreement about it is necessary

for a successful cooperation [45,48].

In ad hoc networks with no infra-structure, the nodes must reach a global con-

sensus in a distributed way without a data fusion center. This kind of problem is

called distributed consensus/agreement problem where every node proposes a value

and all the nodes have to decide on a common result by talking only to each other.

An example application of distributed consensus is in road sharing by semi- and fully-

automated self-driving cars. For instance, the cars must always be in agreement about

their relative positions and the order in which they are crossing an intersection [46,49].

Reaching a consensus on role/task assignment and fair resource sharing are among

other important scenarios where consensus is a key requirement in a coordinated

distributed system [47,50].

A well-known consensus algorithm is the distributed average consensus [15] which

is used in sensor networks and control applications and is based on iterative up-

date of nodes’ values based on a weighted linear combination of the values from the

other nodes [13,51]. Another set of schemes are based on iterative gossip algorithms

where at each iteration each node randomly chooses one of its neighbors and shares

and exchanges information with it [14, 52] to update its estimate of the consensus.
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Broadcast gossip [53] leverages the broadcast nature of wireless nodes and proposes a

one-way asynchronous approach where at each clock tick one node broadcasts and all

of the nodes in its radius update their values based on a weighted average. Similarly,

flooding push-sum protocol [14] exploits the one-to-many transmission in synchronous

rounds. The group gossip framework [54] allows the nodes in the network to take full

advantage of the broadcast and superposition properties of wireless. In this frame-

work, the nodes simultaneously hear from all of their neighbors using full-duplex

communication.

Recently, average consensus algorithms including gossip-based protocols and linear

iteration-based schemes have been exploited for the DCSS applications [8, 16, 17, 22,

55, 56]. However, the existing consensus-based DCSS schemes require the individual

SUs to have some type of knowledge about the network topology. For instance, some

of these schemes require the nodes to know the maximum degree in the network

(or at least an upper bound), while others require the nodes to know the degree

of the neighbor nodes (e.g. Metropolis weighting [56]). These limitations make the

existing DCSS schemes impractical for mobile cognitive radio ad hoc networks where

the topology of the network is constantly changing. In this thesis, we propose a

consensus-inspired DCSS scheme that is practical for a dynamic network because the

SUs are completely topology-agnostic.

2.1.1 Distributed average consensus

In the following paragraphs, we describe two categories of average-consensus al-

gorithms that are used for DCSS applications.: gossip-based and weighted linear

iteration-based. In an average consensus-based DCSS scheme, the SUs aim at esti-

mating the global average of the received power by all of the SUs in the network. At

each sensing round, each SU first measures its own received power as its initial value;
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then it participates in a series of broadcast and update iterations. In each iteration,

the SUs broadcast their current values and update their average estimates based on

the received values from the neighbors. Finally, each node independently compares

its estimate of the average power with a threshold and makes its final decision about

the PU presence.

2.1.1.1 Gossip-based

The Push-Sum protocol is a gossip-based solution for the average consensus prob-

lem [14]. At each iteration c ∈ {0, 1, ..., C}, each node i ∈ {1, ..., n} maintains a

sum, si(c), and a gossip weight, wi(c). The sum and gossip weights are initialized as

follows: si(0) = received power at node i, wi(0) = 1. At the first iteration, each node

i sends the pair (si(0), wi(0)) to itself and in each of the following iterations, it sends

a fraction of its sum and gossip weight to one or more randomly chosen neighbors;

the remaining parts of the sum and the weight are sent to itself (kept at i). At each

iteration, node i updates its sum and weight as follows [14]:

si(c+ 1) =
∑
j∈Ni∪i

ŝj(c), wi(c+ 1) =
∑
j∈Ni∪i

ŵj(c) (2.1)

where ŝj(c) and ŵj(c) denote the sum fraction and the weight fraction received from

node j at iteration c, respectively. Node i’s estimate of the global average at iteration

c, is si(c)
wi(c)

. With more iterations, the estimates at all of the nodes converge to the

global average. Next, we describe two variants of the Push-Sum scheme:

• One-neighbor gossip: At each iteration c, each node i picks one of its neighbor

nodes at random and sends 1
2
si(c) and 1

2
wi(c) to it; the remaining halves are

kept at i [22].

• Flooding gossip: At each iteration c, each node i broadcasts 1
1+|Ni|si(c) and
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1
1+|Ni|wi(c) to all of its neighbors and the remaining share is kept. In order to

calculate the fractions, each node needs to know the exact number of its active

neighbors at the current sensing round, otherwise the convergence cannot be

guaranteed [14]. This is not trivial as the network is mobile and therefore

neighborhoods change frequently.

2.1.1.2 Weighted linear iteration-based

In the weighted linear iteration scheme, the nodes in the network follow a weighted

linear combination update strategy at each iteration in order to converge to a con-

sensus about the global average [13]. The value of node i at consensus iteration c

is denoted by vi(c). At each sensing round, each node i is initialized with vi(0) =

received power at node i. In order to converge to the global average, at each consen-

sus iteration c ∈ {0, 1, ..., C}, each node i updates its value with a weighted linear

combination of its own value and the received values from its neighbors [13]:

vi(c+ 1) = Wiivi(c) +
∑
j∈Ni

Wijvj(c), i = 1, ..., n, (2.2)

where Wij is the weight for vj(c) at node i for neighbor j. If j is not a neighbor

Wij = 0. Also, Wii is the self-weight of node i. If we consider the vector of the values

at all nodes at iteration c, v(c) = (v1(c), ..., vn(c)) and the n× n matrix W consisting

of all of the mutual weights, the above linear iteration can be written in vector form

as follows:

v(c+ 1) = Wv(c), c = 0, 1, ..., C (2.3)

Therefore, for any c we have v(c) = W cv(0) where v(0) is the initial value vector and

W c is the result of multiplying matrix W by itself for c times.
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The asymptotic convergence to the global average can be written as [51]:

lim
c→∞

v(c) = ((
1

n
)11T )v(0), (2.4)

where 1 is an n× 1 vector of all ones. Since we have limc→∞ v(c) = limc→∞W
cv(0),

matrix W must satisfy the following:

lim
c→∞

W c = (
1

n
)11T . (2.5)

Obviously, for the distributed linear iterations to asymptotically converge to the

global average, the graph must be connected; otherwise, the convergence can only

be reached for each isolated subgraph. Optimal and heuristic approaches have been

proposed to realize the weight matrix that satisfies the convergence condition as de-

scribed above. The optimal solution [51] is not a distributed solution and therefore

is not practical for our purpose. Two heuristic weight choices that satisfy the conver-

gence condition and therefore guarantee asymptotic convergence to the global average

are [13]:

• Metropolis: Weights are calculated based on the larger number of neighbors in

each pair of nodes:

Wij = 1
1+max{|Ni|,|Nj |} , j ∈ Ni

• Maximum-degree: Weights are calculated based on the maximum degree (num-

ber of neighbors) in the network [16]:

Wij = 1
1+max degree

, j ∈ Ni

In both of the above schemes, the self-weight is set such that the sum of weights is

1: Wii = 1−
∑

j∈Ni
Wij. Note that, in Metropolis, a node needs to know the degree

of its neighbors; on the other hand, Maximum-degree requires the nodes to be aware
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of the maximum degree (or an upper bound on degree such as the population of the

network). As a result, none of the above heuristics are practical for DCSS in an ad

hoc network.

2.2 Malicious attacks and mitigations in coopera-

tive spectrum sensing

Adversaries can exploit several vulnerabilities in cognitive radio networks and cause

severe performance loss. The main security threat is the exploit of cognitive capability

of secondary users. These threats include attacks launched by attackers that mimic

primary transmitters (Primary User Emulation (PUE) [57]) and also transmission of

incorrect spectrum sensing information [58]. PUE mitigation approaches that have

been proposed in the recent literature include the following methodologies: Loca-

tion based (distance difference test) [59], encryption/authentication schemes [60–62],

feature detection [63], radio fingerprinting [64, 65], and analytical methods for best

strategies of attacker and defender (based on game theory) [66, 67]. The malicious

behavior of exploiting the spectrum sensing cooperation by sharing incorrect infor-

mation about the channel is known as Spectrum Sensing Data Falsification (SSDF)

attack [19–21,59,68,69].

Essentially, Byzantine attacks [70], where a node or a set of colluding nodes in-

tentionally share falsified data with other nodes impose serious risk on cooperative

networks. Byzantine nodes can affect distributed consensus applications by trying

to prevent the other nodes from converging to a common result, by causing delay in

convergence, or by making the nodes converge to an incorrect common result. There-

fore, these attacks can greatly degrade the efficiency of the coordinating system (in

terms of time/spectrum/power) and in worst case they can force the system into a
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dead-lock (denial of service attack). If unattended, these types of malicious behavior

can cause serious harm to cooperative systems. Note that, these attacks cannot be

detected by conventional authentication schemes since a Byzantine attacker may pass

the authentication verification but still report incorrect data to the network. There-

fore, in such distributed consensus problems, the notion of trust between the nodes

becomes critically important.

Trust between nodes is generally formed on the basis of previous interactions

between them, e.g. a node that has misbehaved in a previous interaction will most

likely misbehave in the future and therefore must not be trusted. Trust management is

a well-known methodology for limiting the effect of malicious behavior in distributed

networks and it has been studied in the context of P2P, ad hoc, and sensor networks

[71–74] and also in the context of Internet of Things [75–79].

Considering the serious threat of Byzantine attacks in distributed consensus ap-

plications, trust management must be viewed as an important and necessary compo-

nent in these applications. Nevertheless, there are very few studies so far in the area

of trust management in the context of consensus applications and there are many

unanswered questions in this area. The most important research question is how to

integrate trust management into the existing consensus algorithms in an efficient and

scalable way. Other important open questions include: How does the integration of

trust affect the efficiency of the consensus? How effective can trust management be

in increasing robustness against different attack scenarios? In this thesis, we plan to

find answers to these questions in the context of trust-aware distributed cooperative

spectrum sensing.

In the existing trust management schemes that have been considered for use e.g.

in secure routing in ad hoc wireless networks or in wireless sensor networks, most of

the trust rules are general and based on quality of service parameters such as nodes’
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transmission delay or the number of packet retransmissions [71,76,79]. For consensus-

based distributed cooperative spectrum sensing applications, a natural way for a node

to evaluate another node is to compare the value it receives from that node with its

own value and also the data from other nodes at each iteration of consensus. If a

node broadcast values that is frequently in conflict with the cooperative decisions,

then that node may be tagged as not trustworthy by the other secondary users.

A known mitigation technique against SSDF attacks is that each node assigns

history-based trust scores to its neighbors and it weights their reports according to

the scores [80]. Chen et al. [18] propose a weighted sequential probability ratio test

with reputation scores. Nevertheless, most of the existing literature is focused on

resisting malicious behavior in centralized spectrum sensing, where a fusion center

combines the sensing data from the SU nodes, makes the final decision and emits

that decision back to the SU terminals. Therefore in these centralized schemes, the

trust or reputation evaluation [81–86], the deviation detection [19, 87] or the data

cleansing [88] are all performed in the fusion center and in a centralized manner

which is not scalable.

The decentralized cooperative sensing schemes have not been thoroughly analyzed

to reveal their sensitivity to realistic malicious users. SSDF mitigation schemes in

linear iteration based DCSS schemes are proposed which are based on excluding the

neighbor with the maximum deviation from the mean value [89–92]. However, these

schemes are not able to mitigate a large set of attackers in the network as the SSDF

attackers can masking each other. In addition these schemes do not consider ISSDF

attacks.

A diffusion strategy for DCSS is introduced by Yu et al. [10] where an iterative

adapt-then-combine algorithm is used to estimate PU signal power. At each iteration,

each node measures its received power, then pairs up with a random neighbor and
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the two nodes exchange their measurements to update their estimates. This scheme

can be highly vulnerable to SSDF since if an SU pairs up with a malicious node, it

will be affected greatly by the falsified measurement. Nevertheless, SSDF in diffusion

schemes has not been studied yet and no resiliency solution against these attacks

exists. The effect of selfish nodes and collusions on diffusion algorithms have been

investigated in [93] and [94].

In the context of iterative consensus-based DCSS schemes, Insistent SSDF (ISSDF)

attackers, that broadcast falsified data in every iteration, are much more destructive

than conventional SSDF attackers. In addition, a set of collusive ISSDF attackers

that broadcast the same falsified data in the same sensing round, can amplify the

effect of each-other. Sundaram et. al. prove that a set of conspiring malicious nodes

are able to prevent the network to converge to the correct answer [95]. The conven-

tional SSDF attacks and mitigation approaches against them have been well-studied

in the literature for the centralized schemes [18, 44, 96, 97]; however, the problem of

coping with ISSDF attacks in the consensus-based DCSS schemes is hardly explored.

Stubborn agents, who have fixed opinions and do not update their beliefs based

on other agents’ opinions are introduced in [98]. In this work, the long-run opinion

distribution is characterized in the presence of stubborn agents and is shown to only

depend on the network structure and the locations of stubborn agents. It is shown

that the initial opinion of the normal (not-stubborn) agents have essentially no impact

on the long-run opinion distribution [98]. There have been various recent studies on

the properties of the network graphs that affect the convergence rate in the presence

of stubborn agents [99,100]. The optimal placement of stubborn agents for maximum

influence and convergence rate is analyzed and it is shown that the degree centrality is

an important factor in how fast the stubborn agents can make the network converge to

their opinions (values) [98,99]. The impact of the stubborn agents on the equilibrium
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in an opinion spreading problem, modeled as a networked interaction game, is studied

in [100]. The convergence rate to the equilibrium is characterized as a function of

graph structure, location of stubborn agents and their levels of stubbornness [100].

Sundaram et. al. [95, 101] consider an attack model similar to stubborn agents,

where the attackers do not follow the iterative update protocol; instead they arbitrar-

ily update their values in each iteration. However, in their attack model, the attackers

do not change (falsify) their initial values to affect the consensus. Therefore, the at-

tack is different in nature from the ISSDF attack. It is shown that for distributed

function calculation using linear iterations, the network graph connectivity [95] and

robustness [102] are key factors in resilience to these malicious (faulty) nodes.

In conclusion, all of the above studies investigate the impact of attacks similar to

our attack model (ISSDF) and confirm the severe effect of these malicious behaviors

on the convergence in the network. Several of the existing research works propose

algorithms for optimal selection of stubborn agents or optimal placement of them

in the network to maximize their impact on the network and the convergence rate

to their values. In addition, these algorithms consider a fixed network graph. In

contrast, in our work, we consider a mobile network of SU nodes, where a random

subset of nodes are ISSDF attackers and they move randomly similar to the normal

nodes. In other words, in the current work, we do not make any assumption that

ISSDF attackers collude to move in a way to maximize their effect on the network.

This may be an interesting scenario for further research.

A proposed approach to mitigate the effect of ISSDF attackers in consensus-based

DCSS schemes is adaptive outlier detection [103,104] which is based on detecting the

nodes that broadcast values that are deviated from the the rest of the neighbors. This

approach is distributed however, it requires every node to compute a deviation thresh-

old at each consensus iteration which imposes a significant computational overhead
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on each SU. As will be described in the following sections, in our proposed scheme

the SUs update the trust scores only once the consensus iterations are completed

and therefore the computational overhead is low. Zhang et. al. propose a weighted

average consensus scheme to count for channel conditions and multi-path fading in

DCSS, however, they do not address the ISSDF attacks nor the impact of correlated

shadow fading.

In this thesis, we introduce trust scores as weights for the average consensus up-

date rule to mitigate ISSDF attacks. Liu et. al. [75] propose a trust scheme using

trust propagation and a set of pre-trusted nodes to mitigate the effect of Byzantine

adversaries in linear iterative consensus in sensor networks. However, trust propa-

gation is costly and generally there are no pre-trusted nodes in an ad hoc network.

A trust-aware consensus DCSS based on single neighbor gossip has been proposed

in [22] which can mitigate SSDF attacks; however, this work does not benefit from

the broadcast nature of wireless and it considers sharing of binary decisions only

among the nodes. In this thesis, we consider the model where the SU nodes share

raw PU power values in a broadcast model. In addition, our proposed trust man-

agement scheme does not depend on pre-trusted nodes and only requires the nodes

to perform a single local trust evaluation per sensing round for each direct neighbor.

These features make our proposed trust-aware DCSS scheme practical and low-cost

for CRAHNs.
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System Model

Our model consists of a network of n SUs that form a CRAHN in a square location

area. The PU transmitter is located outside the square location area and it is assumed

to have a relatively high transmission power when compare to the SUs. For example

the PU transmitter can be a TV station. The whole SU network is assumed to be

within the transmission range of the PU transmitter. A network of PU receivers

(e.g. TV receivers in TV whitespace scenario) also coexist with the SUs in the same

square location area. See Figure 3.1 for an illustration of the system overview. In the

described system, whenever there is a downlink transmission from the PU transmitter,

all of the SUs must detect this activity and remain silent so that they prevent any

interference with the received signal at the PU receivers. This is obviously the most

important requirement on any cognitive radio SU.

SU nodes are initially uniformly spread throughout the location area and during

the time of simulation they move randomly. In the adopted mobility model, when

an SU decides to move, it chooses a uniformly random destination within the square

location area, then it also chooses its speed towards the destination from a predefined

velocity range (a parameter of the model), uniformly at random. When the SU reaches

its destination it will stay there for a random duration chosen from a predefined pause
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Figure 3.1: System Overview

time range and at the end of that duration repeats the described steps by choosing the

next destination at random. In our system model, we assume that the PU transmitter

is fixed but we do not make any assumption about the mobility of the PU receivers,

thus they can be mobile or fixed.

The neighbor set of the SU node i, denoted by Ni, consists of all of the SUs that

are located within the communication range of SU node i. Obviously, the neighbor

sets are always changing due to the mobility of the nodes; however, we assume the

SU network topology remains unchanged during one sensing period. When node i

broadcasts a message, all of its one-hop neighbors will receive that message. Here we

assume perfect communication between the SUs via a common control channel [105].

The detection of a PU is modeled as a binary hypothesis testing problem as follows:

H0 if PU is absent and H1 if PU is present. Each SU node is equipped with a power

detector for sensing the received power from the PU. The received signal by an SU
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can be modeled as follows:

y(m) =

 w(m) H0

s(m) + w(m) H1

(3.1)

where s(m) is the signal component with power PS and w(m) is the zero-mean additive

white Gaussian noise with noise power PN . When the PU is inactive, the sensed power

at an SU will essentially be equal to the received noise power. On the other hand,

when the PU is active, the signal component power PS can be modeled as PT−PL(d),

where PT is the PU transmission power and PL(d) is the distant-dependent path

loss from the PU to the SU. Details on the path loss and fading model is given in

subsection 3.1. If the power detector takes M samples, the test statistic is given

by: Γ = 1
M

∑M
m=1 y(m)y(m)∗. Using the central limit theorem, it can be shown

that for large enough M [31] [106], the test statistic for a detector follows a normal

distribution [107]:

Γ ∼ N (PS + PN ,
2(PS + PN)2

M
) (3.2)

In a non-cooperative scenario, an SU node decides on the PU activity by com-

paring its own received power test statistic, Γ, with a detection threshold, γ. The

spectrum sensing performance is characterized by the probability of false alarm (PFA)

and missed-detection (PMD):

PFA = Pr(Γ > γ|H0) and PMD = Pr(Γ < γ|H1) (3.3)

Therefore, setting the right detection threshold is important in the performance

of a cognitive radio. Obviously, the sensitivity of a device puts a minimum bound

on the detection threshold. The IEEE 802.22 working group for spectrum sensing
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modeling recommends setting PFA = 1% or 10% for an independent SU and deriving

the detection threshold based on that [107] [108]. False alarms occur when H0 is true;

therefore, in order to derive the threshold for a desired PFA, we set PS = 0 in (3.2)

and based on (3.3) we will have:

γ = PN(1 +

√
2

M
Q−1(PFA)) (3.4)

where Q−1(.) is the inverse Gaussian Q-function.

In our cooperative spectrum sensing model, the SU nodes first sense and measure

the received power and then share their power measurements with each-other to esti-

mate the average received power. After a number of broadcast and update iterations,

each SU compares its own estimate of the average power with a threshold to make

its final binary decision about the PU presence. In a cooperative spectrum sensing

model, a subset of nodes may be malicious SSDF attackers; as we will discuss in detail

in Section 5.1 these SUs broadcast falsified sensing data to their neighbors in order

to cause false alarm or missed-detection errors and to deteriorate the performance of

spectrum sensing at the honest (non-malicious) SU nodes.

3.1 Path loss and shadow fading model

A radio propagation model (analytical or empirical), provides an average path loss

for a given transmitter-receiver distance. In our model, we apply Hata path loss

model (suburban areas variant) [109]. The IEEE 802.22 working group recommends

the Hata model for spectrum sensing modeling in wireless regional area networks

(WRAN) operating in TV whitespace.

In addition, a signal transmitted through a wireless link naturally experiences

random variations due to obstacles in the path. As a result, two receivers at two
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different locations with equal distance from a transmitter will not be affected by the

same path loss despite the fact that the average path loss is the same at both locations.

The random variation about the average path loss due to blockage of objects in the

signal path such as buildings and trees is called shadow fading.

It is safe to assume that shadow fading remains constant at a single location over

time since normally there is no significant change in the terrain such as the surround-

ing buildings or trees. However, obviously the reception of the mobile radio nodes

changes when they move in and out of shadows over time. The loss due to shadow

fading is commonly modeled by a random variable with log-normal distribution [109].

That is the shadow fading loss in dB (denoted by ψdB) is a Gaussian random variable

in dB with zero mean and a standard deviation of σψdB in dB:

ψdB ∼ N (0, σψdB) (3.5)

The log-normal shadowing loss is added to the average path loss to derive the total

dB loss at a location with distance d from the transmitter: PL(d) = PL(d)+ψdB [dB]

where PL(d) is the average path loss as a function of transmitter-receiver distance d

based on the Hata model. Therefore the total dB loss is characterized by a Gaussian

distribution with mean PL(d) and standard deviation σψdB.

It has been shown that the correlation between shadow fading at two locations

separated by distance δ can be characterized by [110] [109]:

A(δ) = σ2
ψdBe

−δ/Xc (3.6)

where Xc is the decorrelation distance and is usually on the order of the size of the

obstacles in the environment. For example for outdoor environments, the decorre-

lation distance is typically between 50 m and 100 m [109]. As it is inferred from
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Equation 3.6, closely located receivers (with smaller δ) experience highly correlated

shadowing. This is intuitive because the two receivers that are close to each-other are

likely affected by the same obstacles. Figure 3.2 shows heat-map plots of two exam-

ples of simulated correlated shadow fading with different decorrelation distances. For

our Monte Carlo simulation (as we will describe in Section 4.3), we generate random

two-dimensional correlated shadow fading maps (similar to [111]) based on the above

model.
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Figure 3.2: Correlated shadow fading examples in a square area 300 m × 300 m,
σψdB = 8dB, circle markers are SU nodes (white: normal, black: malicious)



Chapter 4

Proposed Distributed Cooperative Spectrum

Sensing for Cognitive Radio Ad Hoc Networks

In an ad hoc peer to peer network no infrastructure or fusion center exists; therefore,

cooperative spectrum sensing needs be done in a distributed way. Each SU must

be able to sense the spectrum, share its sensing information with other nodes and

come to a final decision about the PU activity according to a completely distributed

protocol and without any dependence on a center or especial entity in the network.

In this chapter we introduce our proposed DCSS scheme and we show its superiority

in terms of performance and cost in comparison with the existing DCSS schemes in

the literature.

In spectrum sensing, cooperation helps to correct those SUs that would make a

mistake on the PU presence if they decide independently. For example if an SU is in

a deep shadow, the received power from the PU at this node will be lower than the

threshold and the SU will not detect the PU (i.e. it makes a missed-detection error).

When the SUs consult with their neighbors by sharing their received PU signal power,

they exploit the diversity in the quality of reception from PU and therefore their final

decisions are more likely to be correct. However, sufficient diversity might not be
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achieved only by cooperating with direct one-hop neighbors, as they may all be in a

correlated shadow for example.

In order to exploit enough diversity in the cooperation, we propose an iterative

scheme where each SU broadcasts its value at each iteration and updates its value

based on the received values from its neighbors. Following this iterative broadcast-

and-update strategy, after several iterations, each SU will have sensing information

that comes from its extended neighborhood, that is from nodes that are several hops

away.

This extended neighborhood will more likely provide sufficient diversity for high

performance cooperation. Obviously with more iterations, SUs reach out to other

SUs that are farther away and therefore more diversity is achieved which improves

the performance; however, the cooperation overhead also increases with higher num-

ber of iterations. As a result there is a cost-performance trade-off and the number of

iterations must be kept as few as possible for the required performance. Note that,

intuitively the performance improvement with higher number of iterations will satu-

rate at some point either because all of the nodes in the network have been reached,

or only because the diversity is sufficiently high.

Our proposed DCSS scheme is inspired by average consensus algorithms based on

weighted linear iterations, however in our scheme, the SUs do not aim at reaching to

the global average. As we will discuss shortly, our proposed method offers high per-

formance with significantly lower cost in comparison with the existing DCSS schemes

that are aiming for exact global average. While the average consensus algorithms are

originally designed to asymptoticly converge to the exact global average for sufficient

number of iterations (e.g. in sensor fusion applications), we argue that in DCSS ap-

plications the nodes do not need to converge to the exact average as the estimated

average is solely used for comparison against a detection threshold. Therefore, the
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accuracy of estimation can be relaxed.

As we mentioned above, our proposed scheme is iterative, therefore, each sensing

round is comprised of several iterations. We denote the value of SU node i at iteration

c by vi(c). At each sensing round, each node i initializes its value as follows: vi(0) =

received power at node i. At each iteration c ∈ {0, 1, ..., C}, for a total of C iterations,

each node i first broadcasts its value, vi(c), and then updates its value with the average

of all of the received values from its neighbors and its own value as follows:

vi(c+ 1) =
vi(c) +

∑
j∈Ri

vj(c)

1 + |Ri|
, i = 1, ..., n, (4.1)

where Ri denotes the set of nodes from which node i received a value in this iteration.

Thus, the nodes do not need to know the number of their neighbors in advance; instead

they only listen and count the number of received messages and average them. As

it will be discussed in Section 4.1, the proposed approach offers significantly lower

overhead compared with the existing schemes which require neighbor discovery. Note

that if every neighbor broadcasts its value to node i, then Ri will be essentially

equal to Ni (the neighbor set), therefore translating the proposed scheme back to

Equation (2.2), the equal weights that node i assigns to any neighbor j and to itself

will be equal to 1
1+|Ni| and a weight of zero is assigned to the other nodes.

Unlike the existing average consensus-based DCSS schemes, this scheme does not

require the individual nodes to have any topology knowledge about the network which

is highly desirable for a feasible distributed cooperation.
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4.1 Discussion on cost-effectiveness in comparison

with the existing schemes

As described above, in our proposed equally-weighted DCSS scheme, the nodes simply

calculate the average of the received values from their neighbors in each iteration to

update their estimates. Therefore, there is no overhead associated with any sort of

network discovery. A node does not even need to know the number of its active

neighbors in the current sensing round; instead it only listens and counts the number

of received broadcast messages it receives and average them.

In contrast, all of the existing consensus-based DCSS schemes, described in Sec-

tion 2.1.1 do impose significant overhead on the nodes related to some type of network

discovery. In the flooding gossip DCSS scheme, each node needs to know the number

of its active neighbors in advance to calculate the fraction to broadcast in the current

sensing round. Note that in a mobile network the neighborhoods are changing all the

time and therefore the number of neighbors of a node is different from one sensing

round to the next. As a result using the perceived number of neighbors based on

the broadcasts received in the immediate previous sensing round introduces error in

convergence.

For example, assume, at sensing round (time), t, a few neighbors of node i move

out of the range of it (are no longer neighbors); node i calculates its broadcast fraction

based on the number of received messages in t − 1 (See Section 2.1.1.1 for details).

As a result of this error, a fraction of node i’s value is lost (leaked) because it will

not be received by those nodes who have left the neighborhood. Therefore, the lack

of knowledge of the exact number of nodes will introduce errors in the convergence.

One-neighbor gossip DCSS scheme, as described in Section 2.1.1.1, requires each

node to choose a random neighbor and make sure that half of its sum and weight
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values are received by that chosen neighbor; otherwise, if the message is broadcasted

and not received by any neighbor, the transmitted fraction will be leaked which results

in error in convergence. Therefore, a neighbor discovery phase is necessary at each

sensing round, in both of the above schemes.

Neighbor discovery in mobile ad hoc networks is a non-trivial task and an active

area of research. The determination of the direct neighboring nodes is generally done

using hello protocols where each node periodically broadcasts a hello message. Each

node considers another node as a direct one-hop neighbor only if it receives at least

one hello message from it [112] [113].

The random access discovery schemes require the nodes to be randomly in a “lis-

ten” or “transmit” mode in each time slot so that each node receives the hello message

from every neighbor at least once in a predefined time period. These algorithms gen-

erally require a large number of time slots to reliably discover all neighbors [114] [115].

In a nutshell, neighbor discovery imposes a significant time overhead in particular for

mobile networks with changing topologies.

Weighted linear iteration-based DCSS schemes that were described in Section 2.1.1.2,

also impose overhead related to network discovery at each sensing round. In the

Maximum-degree variant, the weights are calculated based on the maximum degree

(maximum neighborhood size) in the network, at each sensing round; obviously, this

scheme imposes overhead on the nodes who need to take part in a discovery phase to

determine the greatest degree. Determining the maximum degree or even an upper

bound on it is not trivial in a distributed ad hoc network where nodes only have local

views of network.

In the Metropolis variant, the weights are calculated based on the larger degree

in each pair of nodes. Therefore, the nodes must first discover their neighborhood

sizes (degrees) and then broadcast their degrees to others. As a result, similar to the
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gossip-based schemes, Metropolis requires the node to perform neighbor discovery

that needs to be updated every sensing round which imposes significant overhead. In

addition to that overhead, each node also needs to broadcast its degree to the other

nodes at each sensing round.

In conclusion, the overhead of network discovery in the existing consensus-based

DCSS schemes that needs to be performed at every sensing round makes them in-

efficient and unattractive for this application for mobile networks. These types of

algorithms are better suited for a fixed network where the network discovery is per-

formed only once initially and therefore its overhead is negligible in that scenario.

Our proposed equally-weighted DCSS scheme is considerably more efficient than

the existing schemes because it does not require the neighbor discovery (or maximum-

degree discovery) phase and it completely eliminates the overhead associated with

them. In addition, as we will show in the following sections, the performance of

the proposed DCSS scheme is very close or in some cases slightly better than the

existing DCSS schemes based on the average consensus algorithms. The reason is

that the nodes can sufficiently exploit the diversity in time and space by only simple

averaging. Thus, there is no need to undergo the neighbor discovery and to suffer

from the overhead associated with it which is required only if the goal is to converge

to the exact global average which is not the case in DCSS application.

4.2 Performance analysis

The corresponding weight matrix of the proposed equally-weighted DCSS scheme

does not necessarily satisfy the condition for asymptotic convergence to the exact

global average as described in Equation (2.5); however, we show with Monte Carlo

experiments, that this scheme results in an approximate convergence with a small

error offset and it converges faster compared to the Metropolis and maximum-degree
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Figure 4.1: Weight convergence in different schemes

heuristics (See Figure 4.1). In addition, we will show in the next sections that the

small convergence error does not degrade the performance of DCSS. This is because

in the DCSS applications, an exact convergence is not necessary; instead, a practical

solution is desired where the nodes estimate the average power within only a few

iterations to quickly arrive at binary decisions about the PU presence.

Since for asymptotic convergence weights must satisfy Equation (2.5), we define

the n × n weight error matrix Υ as a metric to evaluate the convergence for any

number of iterations, c:

Υ = W c − (
1

n
)11T (4.2)

We evaluate the convergence of W c in different schemes through Monte Carlo

simulations. In each Monte Carlo run, we consider a different random network topol-

ogy which corresponds to a different weight matrix W for each of the schemes. For

each of these different weight matrices, we derive Υ and then compute the mean of

the square of its elements: 1
n2

∑n
i=1

∑n
j=1 Υ2

ij. Then we average that over the many
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random network topologies in the Monte Carlo simulations. Figure 4.1 compares the

convergence of the three different schemes in terms of weight error convergence. All

of the random topologies include a graph of 50 nodes in a 300 m × 300 m area. All

of the three schemes almost converge within around 6 iterations.

As expected, for the proposed equally-weighted scheme, there is an associated

error offset in the convergence; however, the weight errors drop faster than the other

two schemes. As a result, the convergence errors of the equally-weighted scheme are

smaller in the first few iterations. This faster convergence of weights in the equally-

weighted scheme directly translates to a faster convergence of nodes’ values towards

the global average. Note that fast convergence in a few iterations is vital for a practical

DCSS scheme whereas higher number of iterations might not be affordable anyway.

In the next section, we present our performance results in terms of PU detection error

rates which confirm that our proposed equal-weighting scheme performs as well as

other more complex schemes. In addition, as discussed above, it is the most practical

choice for DCSS due to its simplicity.

4.3 Monte Carlo simulation results

We study a cognitive radio ad hoc network with 50 SU mobile nodes spread and

moving in a square 300 m× 300 m operating in a TV whitespace channel of 6 MHz

bandwidth with 615 MHz center frequency. The nodes move in the square location

area according to a random way point mobility model [116] [117]. SU network is at a

15 km distance from the PU transmitter (TV station). We assume a 54 dBm transmit

power for PU transmitter. Using the Hata path loss model, the nominal loss only due

to distance is about 138 dB. In addition to path loss, we consider log-normal shadow

fading with dB spread of 4, 8, 12 dB. The value of noise power is set to -95.22 dBm

which is based on the bandwidth of 6 MHz, the total system noise figure of 11 dB
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Table 4.1: Simulation parameters for DCSS schemes evaluations

Path Loss and Shadow Fading Random Way Point Mobility Model

PU Distance from CRAHN 15 km CRAHN Area 300 m×300 m
PU Antenna Height 30 m Min Velocity 1 m/s
SU Antenna Height 1 m Max Velocity 2 m/s
Center Frequency 615 MHz Min Pause 60 s
Log-normal Shadowing
Standard Deviation

{4, 8, 12} dB Max Pause 120 s

Decorrelation Distance (Xc) {25, 50, 75, 100} m
Transmit Power (Pt) 54 dBm

Noise and Threshold Monte Carlo Simulation

Noise Figure 11 dB # SU Nodes 50
Channel Bandwidth 6 MHz SU Node Range 80 m
Noise Power -95.22 dBm Simulation Time 8000 s
Threshold Range [-96 , -82] dBm Sense Interval 2 s

and the thermal noise floor of -174 dBm/Hz. The noise power is derived as follows:

PN = −174 + 10 log(Bandwidth) + Noise Figure.

We analyze the performance of different schemes in different scenarios through

Monte Carlo simulations, where at each run, the network is randomly initialized.

PFA and PMD of the network are derived as the average fraction of the honest nodes

in the network that make a false alarm and missed-detection error in a sensing round,

respectively.

We have designed and implemented a parametrized and configurable simulation

platform in object-oriented C++ that enables the Monte Carlo simulation of different

cooperative spectrum sensing schemes in a wide variety of scenarios. We make use

of this simulation platform for performance evaluations throughout this thesis. The

simulation parameters listed in Table 4.1, will be used for the experiments presented

in the rest of the thesis. Wherever we perform experiments with modified parameters,

we state that in the description of that experiment.

In this section, we evaluate and compare the performance of the distributed con-

sensus schemes that were described earlier using complementary Receiver Operating



37

P
FA

10-6 10-4 10-2 100

P
M

D

10-6

10-5

10-4

10-3

10-2

10-1

Non-Cooperative
One-Neighbor gossip
Flooding gossip
Max degree
Metropolis
Equally-weighted
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Characteristics (ROC) [118] curves plotting missed-detection rate versus false alarm

rate for various values of detection threshold. We have picked a wide range of detec-

tion thresholds ranging from −96 dBm to −82 dBm that result in very high to very

low missed-detection and false alarm error rates. Figure 4.2 shows ROC curves for all

of the schemes that were described in the previous sections, for 8 consensus iterations.

The results show that the proposed equally-weighted linear scheme performs as well

as the other more complex consensus schemes.

As discussed before, the estimated average of received power at each SU node is

used merely for a binary decision about the PU activity; therefore, the accuracy of

the average is of less significance. Our simulation results show that for the DCSS

application, the weight error does not degrade the performance for our target number

of iterations which must be small (e.g. 8 iterations). In addition, as discussed before,

the equally-weighted linear scheme is also the simplest scheme among all as no infor-

mation about the network topology and neighborhoods is needed. As a result, the
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proposed equally-weighted scheme is the least costly and the most practical choice

among all of these schemes. We will further analyze this scheme in the rest of the

thesis.
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Figure 4.3: The proposed equally-weighted DCSS scheme in the presence of correlated
shadow fading with different dB-spreads. Detection threshold = -90 dBm.

4.3.1 Performance-complexity trade-offs on the number of

iterations

Cooperative spectrum sensing is deployed to overcome the correlated shadow fading

by exploiting the spatial diversity among the cooperating nodes with the hope that
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different nodes at various locations experience different shadow severity. Therefore,

the nodes that enjoy a better reception can help the other nodes who may suffer

from a deep shadow. As discussed in Chapter 3, the decorrelation distance associated

with an environment determines the size of the shadows (see Figure 3.2 for example).

When decorrelation distance is large (shadows are large), in order to better exploit the

existing spatial diversity, nodes must cooperate within larger areas (i.e. with nodes

that are multiple hops away.) For example, if SUs consult with their direct neighbors

only (i.e. only 1 iteration), the cooperation will be ineffective. The reason is that the

neighboring nodes are under the effect of the same shadow and their sensing data is

highly correlated. As a result, a “local averaging” scheme is not effective particularly

for scenarios with large decorrelation distances.

On the other hand, the communication and computational overhead of the consensus-

based DCSS schemes is directly related to the number of consensus iterations. If C

denotes the number of iterations, the communication overhead of consensus for each

node will be C packets per sensing round. In addition, if we denote the average num-

ber of neighbors of a node at any given time by B, the computational overhead is of

the order of O(C×B). Therefore, in order to keep the consensus overhead affordable

for DCSS application, the number of iterations must be as small as possible. In a

nutshell, there is an important complexity-performance trade-off in determining the

optimal number of iterations.

Figure 4.3 compares the missed-detection rates of the equally-weighted scheme

with only 1 consensus iteration versus the same scheme with 4 and 8 iterations. On

the horizontal axis the decorrelation distance is increased from 25 m up to 100 m.

For large decorrelation distances, in particular, a local cooperation (# Iterations =

1) is not sufficient; higher number of iterations is required to better use the spatial

diversity. The gap is even more significant for the case of higher dB spread as seen
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in Figure 4.3(c) with σψdB = 12 dB. Figure 4.4 shows ROC plots for our proposed

equally-weighted consensus-based DCSS scheme with 1, 4, and 8 iterations. With only

1 consensus iteration, each node receives information solely from direct neighbors. 4

iterations is significantly better than 1 iteration, however the performance resulting

from 8 iterations is very close to 4 iterations. For the rest of the thesis we fix the

number of consensus iterations to 4.
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Figure 4.4: ROC for Equally-weighted DCSS with different number of consensus
iterations, σψdB = 8 dB, Xc = 50 m



Chapter 5

Trust Management to Mitigate Attacks on

Cooperative Spectrum Sensing

In human societies, individuals constantly try to determine the level of trust they

can place in their peers. For example, individuals are interested in knowing how

much they should rely on what they hear from a friend, a colleague, a neighbor, or a

stranger. People observe their interactions with their peers and make judgments about

their trustworthiness; these judgments may naturally impact their future interactions

with their peers. Trust management in cooperative networks is inspired by and is

indeed very similar to the trust management concept in human societies. When a

network of nodes cooperate to perform a task (e.g. calculating a function), a set

of nodes may behave maliciously in different ways; using trust management normal

nodes in the network can assess the level of other nodes’ trustworthiness and therefore

they can detect Byzantine attackers and prevent them from negatively impacting the

cooperation.

In this section, we describe and analyze our proposed trust management scheme

that can be effectively integrated into our proposed iteration-based DCSS scheme.
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5.1 Attack model: Insistent Spectrum Sensing Data

Falsification

In iterative average consensus-based DCSS schemes, in all of the iterations, all of

the nodes must follow a predefined update strategy. We study a destructive type

of Spectrum Sensing Data Falsification (SSDF) attack [18] aiming at these iterative

schemes. This attack is different from the conventional SSDF attack in that, here the

attacker not only falsifies its initial sensed value, it also disregards the received values

from the other nodes and it never updates its estimate. Thus the attacker broadcasts

the same falsified data in every iteration of the consensus. We call this attack Insistent

SSDF or ISSDF. Since the falsified data is repeatedly fed into the consensus process,

an ISSDF attack is significantly more destructive than the conventional SSDF. We

will show that ISSDF attacks make the honest (non-malicious) nodes, diverge from

the correct average.

The existing SSDF mitigation schemes are mainly adapted for the non-iterative

or centralized cooperative spectrum sensing schemes [19–21, 68]. While the negative

effect of SSDF attacks on PU detection performance is well-known, the effect of ISSDF

attack in the context of iteration-based distributed cooperative sensing schemes is

hardly studied. ISSDF attackers can be much more destructive than conventional

SSDF attackers who only falsify their sensed value and then follow the iteration-

based cooperation protocol. For example consider a single sensing round where the

PU is absent: The ISSDF attackers send high values in all of the iterations (e.g. 4

iterations.) As a result, the final average estimates of all of the honest nodes in the

network will be greatly increased as the malicious values poison the whole network

iteration after iteration. In contrast, conventional SSDF attackers send high values in

the first iteration and then follow the protocol in the next 3 iterations which means
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these attackers update their values based on averages from their honest neighbors.

As a result, SSDF attackers are not as effective as ISSDF attackers. Therefore, if the

number of SSDF attackers is sufficiently small, the malicious effect may be neutralized

by the honest nodes in the network by only using simple cooperation, even without

trust management. In contrast, even a very small set of ISSDF attackers can have

much larger impact which makes trust management a necessity.

Our proposed trust management technique that will be introduced in the next

sections is designed to mitigate both SSDF and ISSDF attacks, however, since the

effect of ISSDF attack is much more severe, we focus on this worst case scenario.

We would like to emphasize the more destructive effect of ISSDF to motivate the

absolute need for trust management in the distributed cooperative spectrum sensing

schemes. ISSDF is a new attack model which was previously overlooked as it is not

relevant in non-iteration-based DCSS schemes and therefore in this thesis we shed

light on the importance of this new attack model in iteration-based schemes. In the

following paragraphs we describe three different types of ISSDF attack models which

are similar to the three main attack models studied in the context of SSDF:

• Always-Yes ISSDF attack

An Always-Yes ISSDF attacker always tries to mislead the honest nodes to de-

cide that the PU is present so that the misguided nodes back-off and leave the

channel. Regardless of the PU activity at any sensing round, the attacker re-

peatedly broadcasts a high constant in all of the cooperation iterations so that

the honest nodes’ estimate of the global average is raised above the detection

threshold: vAttacker(c) = D, c = 1, .., C, where D is a positive high constant.

One potential motivation behind this attack is selfishness: By increasing the

false alarms in the network, the attacker aims at eliminating some of its com-

petitors for using the free channel. This attack can also be applied to cause
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denial of service and to leave the CRAHN completely inoperable as the honest

nodes may not find any opportunity to use the free channel.

• Always-No ISSDF attack

An Always-No ISSDF attacker always tries to deceive the honest nodes into

interfering with the PU by causing missed-detections in the network. Regard-

less of the attacker’s perception of the PU presence at any sensing round, it

constantly broadcasts a value of zero in all of the cooperation iterations with

the goal of dropping the honest nodes’ estimates of global average below the

detection threshold: vAttacker(c) = 0, c = 1, .., C. As a result, the Always-No

attacker can seriously disrupt the spectrum sharing as it directly conflicts with

the fundamental requirement of non-interference in a cognitive radio network.

• Fabricating ISSDF attack

Here the attacker broadcasts a high constant value, when the PU is absent and

a low constant value when the PU is present in all of the cooperation iterations.

Therefore, in this attack model, the attacker falsifies its sensing data as follows

in both presence and absence of the PU:

1) If PU is present, a fabricating ISSDF attacker constantly broadcasts a value

of zero in all cooperation iterations: vAttacker(c) = 0, c = 1, .., C.

2) If PU is absent, a fabricating ISSDF attacker repeatedly broadcasts a high

constant in all of the cooperation iterations: vAttacker(c) = D, c = 1, .., C,

where D is a positive high constant.

As described above, the Always-Yes and Always-No attackers can be viewed as

selective attackers compared with the fabricating attackers. The Always-Yes

and Always-No attackers only aim at causing false alarm and missed-detection,

respectively and not both of them. These attacks might be performed by simple
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attackers who do not sense the spectrum, instead they only broadcast constant

high or low values regardless of the PU activity. Also, these behaviors can be

originated from faulty stuck-at high or low SU nodes. Moreover, these attacks

might be intentionally independent of the PU activity so that the attacker

appears to be correct in a subset of the sensing rounds in order to confuse the

other nodes about their behavior. In any case, the Always-Yes and Always-No

attackers appear to be simpler than the fabricating attackers because of their

constant behavior. However, as we will show later, if the PU actively transitions

between the absent and present states, the dynamics makes the Always-Yes and

Always-No attackers harder to detect. A fabricating attacker is always malicious

while the Always-Yes and Always-No attackers are sometimes not malicious;

therefore, it is more confusing for the normal nodes to detect them.

In all of the above attack models, we assume when there are more than one

ISSDF attacker in the network, they are collusive; that is they coordinate to

broadcast either low or high values to strengthen the effect of each-other and not

to neutralize each other. This forms the worst case scenario because otherwise,

if the attackers do not coordinate (e.g. some attackers perform Always-Yes

attack and some other nodes conduct Always-No attack) then the overall effect

of the attack becomes weaker.

In our simulations in this thesis, for the sake of simplicity we assume that the

ISSDF attackers broadcast the same high constant or low constant values in all

of the iterations of the cooperation in a sensing round. This attacker may seem

trivial to detect. However, a real-world ISSDF attacker may add a small random

noise to the value that it broadcasts to prevent detection only based on being

constant during all time. Furthermore, predominantly-Yes or predominantly-

No attackers may exist who choose to broadcast a correct value at some random
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times, while sending malicious data (either high or low, respectively) in all other

sensing rounds. Therefore, ISSDF attack is not easy to detect only based on

the constant behavior. More complex ISSDF attacks are of course interesting

topic for future research.

Figure 5.1 shows the effect of a collusive set of 10 ISSDF attackers (out of 50

nodes in total, that is 20% malicious) on our proposed equally-weighted DCSS

for two example scenarios where PU is present or absent. In both examples,

the values of the the 40 honest nodes during cooperation iterations of a single

sensing round is shown in box plots. Note that the left-most box of each sub-

figure corresponds to the initial values of all of the honest nodes, therefore

the starting point of both scenarios (honest and under attack) is the same.

The true average of the initial values of the honest nodes is shown with a

horizontal line for reference. While, in an honest network, the values of the

nodes converge to the true average (with a small error offset, as explained

before), Figure 5.1(a) shows that the ISSDF fabricating attackers make the

honest nodes’ values diverge from the correct average and cause their values to

approach zero, potentially causing missed-detection. On the other hand, when

the PU is absent (Figure 5.1(b)), the attackers raise the estimated averages of

all of the honest nodes significantly higher than the true average, potentially

causing false alarms. Note that the effect of ISSDF attackers is amplified with

each iteration as the attackers keep broadcasting incorrect values and their

falsified data is diffused further throughout the network.
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Figure 5.1: Examples showing the impact of collusive fabricating ISSDF attacks in
causing divergence from the correct average in one sensing round. The values of the
honest nodes are shown with box plots. Blue boxes: nodes in honest network; Red
boxes: 20% of nodes are ISSDF malicious. The horizontal solid line shows the correct
global average.

5.1.1 Discussion on the asymmetry in the false alarm and

missed-detection causing attacks

We consider the distributed cooperative spectrum sensing model where SUs broadcast

their raw initial sensing measurements to cooperate with each other and then continue

to communicate their estimate of average received power in the form of a power value

and not a binary decision. In this model, there is an inherent asymmetry in the effect

of Always-Yes and Always-No attacks. As described above, an Always-No attacker

broadcasts the smallest possible power number which is 0 W. Note that broadcasting

a negative value is not reasonable as the receiver can immediately detect that as a

malicious value.

On the other hand, an Always-Yes attacker broadcasts a high power value. The

honest SUs may set a maximum on the acceptable values from their neighbors and

tag the higher values as malicious, but as this maximum bound cannot be determined

tightly it should be set such that it does not filter out the correct non-malicious high
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received power values.

In our experiments presented in this chapter we assume that the fabricating at-

tackers broadcast a fixed high constant when PU is absent. The high constant is

set to half of the average received power from the PU transmitter (when active). In

the experiments presented in Chapter 6, we assume that the Always-Yes attackers

(or the fabricating attackers, when PU is absent) broadcast a high constant value

of two times the detection threshold in order to cause false alarms. Obviously, an

attacker can choose to broadcast the largest number that fits in its broadcast message

to maximize its impact and cause more false alarms in the network. Nevertheless,

we observed in our experiments that the normal nodes can safely discard any value

above two times their detection threshold without losing detection performance. As

a result, we set the malicious high value to two times the detection threshold in this

thesis.

What we described above in terms of the malicious high or low values is not

the only source of asymmetry in the attacks. The other asymmetry comes from the

significant difference between the variance in the received power depending on the PU

presence: 1) When PU is absent, the honest nodes only sense noise, the variance in the

noise power is generally small. If a subset of ISSDF attackers broadcast high values

in every iteration of the cooperation protocol, they can have a great impact which is

very hard to be neutralized by those low noise values from the honest nodes. 2) In

contrast, when PU is present, the variance in the received power from the PU is much

greater (due to the dB spread in log-normal shadow fading discussed in Chapter 3);

therefore, ISSDF attackers that broadcast low values are easier to be neutralized by

the high received power values at the honest nodes. For this reason, the impact of

Always-Yes attack (or fabricating attack when PU is absent) in causing false alarms

is more significant than the impact of Always-No attack (or fabricating attack when
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PU is present) in causing missed-detections. This asymmetry becomes apparent in

our simulation results that we will present and discuss in the future sections. In order

to resolve this asymmetry, the honest nodes can discard every received power above

a predefined maximum such as twice the threshold as mentioned above.

5.1.2 Attack scenarios

We consider the following attack scenarios in this thesis:

1) We consider a network where a predefined percentage of the nodes are malicious.

We assume that all of the malicious attackers are of the same type (one of the following

three: fabricating, Always-No, or Always-Yes) and the attackers are colluding, which

means they strengthen the effect of each other by broadcasting either high or low

values at the same time. In this scenario the honest nodes remain honest for the

entire time of simulations and the malicious nodes also remain malicious of the same

type.

2) In a second scenario, we consider a network where initially a predefined per-

centage of the nodes are malicious, but during the time of simulation, a subset of the

honest nodes turn malicious while the network is in operation. We call these attacks

dynamic attacks.

The first scenario captures constant-behaving malicious behavior. Nevertheless,

as we will discuss in detail in Chapter 6, in a PU dynamic scenario (where PU

dynamically transitions between absent and present states), Always-Yes and Always-

No attackers are partially correct during the time; therefore, they are harder to detect

since they appear more random in the viewpoint of a normal node.

In contrast, in the above-mentioned second scenario, the attackers behave differ-

ently during the time. This scenario is similar to probabilistic or random attacks [119],

where the attackers do not behave maliciously all the time. In general, random at-
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tackers may have less impact than constantly malicious nodes but they may be also

harder to detect. There are several research works that use game theory principles

to investigate the best attacker strategies (where, when and how often to attack)

to maximize the attack gain [120, 121]. If an attacker is aware of the cooperation

and defense scheme of the normal nodes, it may be able to adapt its attack strategy

to maximize its destructiveness and minimize the likelihood of being caught by the

defense scheme [104,121].

As we will show later when we describe our proposed trust management scheme,

following the proposed trust scheme, the honest nodes only increase the trust of an

unknown node based on positive observations. In addition, the proposed scheme is

conservative: it considers the behavior of each node separately in the PU absent

and present context and takes the worst case for trust evaluation. These features

of the proposed scheme enables the honest nodes to assign trust scores to the other

nodes that are proportional to their worst behavior. Therefore, even if the nodes act

randomly and adapt their behavior to only behave maliciously part of the time, their

trust scores will be correctly decreased. Moreover, we propose a trust-aided outlier

detection in section 5.3 as another layer of defense that can further reduce the effect

of dynamic or random attackers.

5.2 Proposed trust management scheme and inte-

gration into DCSS

The secondary user network is modeled with a graph of nodes with edges representing

one-hop links between the nodes. Each node in the graph maintains a trust score for

each of its neighbors. The trust scores are calculated based on a node’s observations

from the behavior of each of its neighbors in their previous interactions. Nodes update
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the trust scores after each interaction. A common methodology for calculating the

trustworthiness score is based on Beta Reputation System [122] where each node

keeps track of positive and negative interactions it observes from other nodes and

the final trust score is computed based on the ratio between the number of positive

and negative observations [18] [44]. An important question is how a node evaluates

the trustworthiness of other nodes based on its limited knowledge (view) from the

network. In this section, we describe our proposed distributed trust management

scheme.

Our trust management works based on trust scores that the nodes assign to each

other based on their previous interactions. The trust score that node i assigns to node

j at time step (sensing round) t is a value in the interval [0, 1] and is denoted by θij(t).

This score can be interpreted as the estimated probability of j being honest from the

viewpoint of node i. In order to make the DCSS schemes resilient to data falsifying

attacks, each node must be aware of the level of trustworthiness of its neighbors before

relying on the received values from them. Using trust management, the nodes do not

simply accept neighbors’ reports; instead they gradually determine the level of trust

of their neighbors through interaction observations.

To incorporate the trust management into the linear iterations of a weighted

DCSS scheme, the trust scores can be used as secondary weights associated with

reports received from different neighbors in the linear combinations in Equation (2.2)

as follows:

vi(c+ 1) = Wiivi(c) +
∑
j∈Ni

θij(t)Wijvj(c), i = 1, ..., n, (5.1)

where Wii = 1−
∑

j∈Ni
θij(t)Wij.

Similarly, we incorporate the trust management into the linear iterations of our

proposed equally-weighted DCSS scheme by using the trust scores as weights as-



52

sociated with reports received from different neighbors in the linear combinations in

Equation (4.1). Thus, we incorporate the trust scores into our proposed DCSS scheme

as follows:

vi(c+ 1) = θii(t)vi(c) +

∑
j∈Ri

θij(t)vj(c)

1 + |Ri|
, i = 1, ..., n (5.2)

where Ri denotes the set of nodes from which node i received a value in this iteration

and θii(t) = 1−
∑

j∈Ri
θij(t)

1+|Ri| . The integration of trust scores as weights into our proposed

equally-weighted linear iteration-based consensus scheme, makes the weighting biased

so that the values from more trustworthy neighbors are more effective than the others.

Moreover, our proposed trust system does not introduce any communication overhead.

Denoting the number of consensus iterations by C and average number of neighbors

by B, the computational overhead of incorporating the trust scores is on the order

of O(C ×B). This overhead is reasonably low for realistic scenarios with a bounded

number of consensus iterations (e.g. 4 iterations) and typical neighborhood sizes (e.g.

8 to 10 neighbors).

Our proposed trust score assignment is based on the Beta Reputation System [122],

where each node i makes binary observations (tagged as positive or negative) from

other node j and these observations are recorded in an observation vector denoted

by Oij. The observations vector is of limited size and therefore a node discards the

oldest observations made from each peer when the corresponding observation vector

is full to store the replace the newest observations.

At sensing round, t, when node i compares its final estimate of the average received

power, yi(t), with the detection threshold and makes a final binary decision about

the presence of the PU, it also verifies whether the initial values received from its

neighbors are consistent with this decision. The following observation is made by
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Algorithm 1: Observations for proposed trust scheme.
Sensing round t: Node i observes peer node j:

1 if ((yi(t) < γ)AND(gij(t) < γ))OR((yi(t) > γ)AND(gij(t) > γ)) then
// i and j Agree

2 oij(t) = 1; // Positive Observation

3 else // i and j Disagree

4 oij(t) = 0; // Negative Observation

5 end
6 Add oij(t) to Oij; // Add to Unified Vector

node i from each of its neighbors j:

oij(t) =



1 if (gij(t) < γ) AND (yi(t) < γ)

OR (gij(t) > γ) AND (yi(t) > γ)

0 Otherwise

(5.3)

where gij(t) denotes the initial value that node i received from neighbor j in the

first consensus iteration of sensing round t and yi(t) is node i’s final estimate in this

round. Therefore, node i makes observations from its neighbors only after it makes

its final decision in the current sensing round. It is noteworthy that as SU nodes do

not know the “ground truth” about the activity of the PU, the best strategy for them

is to rely on their own final decisions when evaluating neighbors’ trustworthiness.

If the broadcasted value from j is in agreement with i’s final decision, the binary

observation is 1 (tagged as a positive observation) and otherwise it is 0 (tagged as

a negative observation). In the ISSDF attack model, attacker behaves consistently

throughout all of the iterations of one sensing round, thus, in order to detect the

attacker, it is sufficient to observe the received values in the first iteration of the

consensus only. Therefore, as shown in Algorithm 1, if i and j agree a ’1’ is added to

the observation vector Oij and in case of a disagree a ’0’ is added to the vector. The
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Figure 5.2: Flow chart of the trust management scheme. Node i updates the trust
score assigned to node j, denoted by θij

trust score is then calculated based on the ratio of the number of positive observations

made from j to the total number of observations (length of observation vector) as

follows:

θij(t) =
H(Oij)

|Oij|
(5.4)

where H(.) denotes the Hamming weight of the binary vector Oij and |Oij| is the

length of it. Note that, at each sensing round, the trust scores are updated only when

the final decisions are made (after the final consensus iteration) and not in between

the consensus iterations.

The flow chart in Figure 5.2 depicts the the trust scheme where node i updates

the trust score assigned to node j.

5.2.1 Proposed trust initialization strategy

An interesting and important observation in the design of a trust management system

is the significance of the knowledge of the “ground truth” in the system. In the context

of spectrum sensing for example, consider if after each sensing round, when the SU

nodes make their final decisions, they have access to the actual activity information

of the PU in that past sensing round. This information or the “ground truth” about
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PU activity, if known, can make the trust management easy. This is because each

node can compare the sensing reports that it has received from its neighbors with the

ground truth to exactly determine which of those neighbors have been correct in the

past sensing round. This makes the trust management almost trivial, as the nodes

would have complete information about the activity of the PU which is a perfect

comparison point to determine the level of trust they can assign to each of their

neighbors.

However, it is well-known that the dynamic spectrum access model requires the

system designers not to make assumptions about changing the PU in anyway, which

means that the SU nodes cannot expect to receive any real-time feedback information

from the PU about their actual activity. The absence of “ground truth” forms the

main challenge in the design of a trust management scheme for distributed cooperative

spectrum sensing.

Intuitively, as mentioned before, each node’s best strategy is to rely on its own

best estimate of the PU activity as a point of comparison, which is its final decision

after cooperation with its trustworthy neighbors. However the main question to be

answered is how the trust scores of neighbors are initialized at the very first sensing

rounds when the nodes have no prior knowledge about their neighbors. Next, we

describe two different trust initialization strategies:

5.2.1.1 Optimistic strategy: Trust-then-verify

Following this strategy, a node i initially assigns a trust score of θinit = 1 to a node j

with whom it had not any interactions before. Then, in their subsequent interactions,

node i might gradually decrease the trust in j if it makes negative observations from

it. If all of the observations are positive, the trust score may stay high. Let us now

analyze the risk that this strategy imposes:
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Adopting this strategy, an honest node fully trusts every malicious neighbor at the

beginning. This means it is possible that the malicious neighbors in the neighborhood

mislead the honest node and cause it to make an incorrect final decision. The honest

node then uses this incorrect decision as a comparison reference point to update trust

scores of its neighbors which means it assigns incorrect trust scores: the trust score of

those malicious nodes will be kept high since their maliciously incorrect initial report

is consistent with the incorrect final decision of the honest node; on the other hand,

the trust scores of the honest neighbors will be decreased as they disagree with the

final decision of the honest node. As a result, in the next round the malicious nodes

will have more impact in decision making than the honest nodes which will again

lead to more incorrect trust updates and this artifact continues to affect the following

decision makings and trust assignments.

Therefore it is clear this trust initialization strategy imposes the risk of leading the

trust system to a completely wrong direction depending on the number and influence

of the malicious nodes.

5.2.1.2 Proposed cautious strategy

We propose a cautious trust initialization strategy, where a node i initially assigns a

small trust score (small θinit) to any node j with whom it had not sufficient number of

interactions in the past. Then, in the following interactions, node i might gradually

increase the trust level of j after enough positive observations are made from it. If

most of the subsequent observations from j are negative, then its trust score will

remain low.

In our proposed trust scheme, each node must perform a minimum number of

observations (Omin) from a neighbor before it replaces the initial score, θinit, with

the trust based on its observations. We will show by simulations, that the proposed
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cautious trust initialization strategy with θinit = 0 (zero trust initialization) is superior

to more optimistic strategies with θinit > 0. This is particularly important when a

large percentage of the network is malicious. In our experiments we try the following

trust initializations: θinit = 0 and θinit = 0.5 and we will show that a significant

performance improvement can be achieved by zero trust initialization compared to

initialization to score of 0.5.

In this strategy, a node builds up a sufficient record of observations from a new

neighbor before considering the neighbor’s sensing reports in its decisions. For zero

trust initialization, since an honest node does not trust any node initially, this strat-

egy necessitates an initial warm-up period during which the nodes only trust their

own sensing values, and therefore their final decisions are mostly based on their inde-

pendent measurements. At the same time, in this warm-up period, the nodes continue

to observe their peers to record the minimum number of observations from them and

to update their trust scores. The independent final decisions of the honest nodes are

used as reference points of comparison to update the trust scores of the neighbors

that are initially zero. When the nodes make enough number of observations from

each-other, they start to taking into account the reports from peers which are then

weighted based on the trust scores that are calculated during the warm-up phase.

As described in the previous sections, there are two types of errors that a non-

malicious SU makes: False alarm error happens as a result of high received noise when

PU is not active. Missed-detection errors, on the other hand, occur when SUs receive

the PU signal affected by significant shadow fading which decreases the received signal

power below the detection threshold. Since non-malicious nodes make these honest

mistakes, instantaneous comparison might lead to incorrect trust updates; however,

a node experiences different shadowing and noise levels during time and as it moves

from one location to another, therefore, for a long enough observation window, the
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final decisions of an honest node will be likely reliable and this window of observations

rather than an instantaneous observation can be relied upon to update the trust scores

of the stranger nodes.

In order for this strategy to perform well, the nodes need the warm-up phase in

order to move in the location area to exploit the shadow fading diversity in space and

also in order to use the noise diversity in time. Obviously, in a network, depending on

the movements of the nodes, a node may become neighbors with some of the nodes

more often and therefore may have more interactions with those and as a result a

node will start trusting some of the nodes sooner than some other nodes.

This trust initialization and warm-up strategy is superior to the previous opti-

mistic strategy because here a node is more cautious and it gradually makes a circle

of trust for itself by interacting with and observing neighbors. When node i encoun-

ters with node j which is still a stranger (i.e. the number of observations that i

made from j is still below the minimum observation vector size, Omin), i can leverage

the consultation of those already-trusted nodes to make its final decision about PU

activity and to better evaluate the observations from j.

5.2.2 Discussion on the observation vector length

As described above, since non-malicious nodes make honest missed-detection and

false alarm errors, instantaneous comparisons might lead to incorrect trust updates.

Therefore, the nodes must make several observations from each other and store those

observations in vectors and rely on the average scores based on all of the observations

in those vectors.

Since the nodes experiences different shadowing and noise levels during time and

as they move from one location to another, for a long enough observation vector, the

average trust scores are more reliable. The shadowing characteristic (decorrelation
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distance or size of the shadows) and also the mobility characteristics (how fast the

nodes move) determine the minimum length of the observation vectors. For example,

if the shadows in the area are too large or if the nodes move very slowly, a longer

observation vector may be needed for better trust evaluations between the nodes so

that the effect of shadowing can be filtered out.

On the other hand, shorter observation vectors may be preferred for scenarios

where the honest nodes are likely to turn malicious while the network is in operation

(dynamic attacks.) In these scenarios, a shorter observation vector is beneficial as

the trust score of a new attacker can be decreased faster. In other words, the length

of the observation vector directly affects the response time to a change in nodes’

behavior. In conclusion, the best length for the observation vector of the trust scheme

must be determined considering the above trade-offs and the characteristics of the

system. As we will describe in the simulation results, for the realistic scenarios that

we consider in this thesis (with the defined characteristics in the simulation setup) 8

to 10 observations are sufficient and we did not observe improvement by increasing

the vector length further.

5.2.3 Discussion on the impact of honest/honest trust

The goal of integrating a trust management scheme into the cooperation is to detect

and exclude the malicious nodes. However, obviously, the nodes assign trust scores to

all of their peers including other non-malicious nodes. Let us consider the impact of

honest nodes assigning trust scores to the other honest nodes. Obviously, honest nodes

can be unreliable when making decisions; when the non-malicious nodes make honest

mistakes, they may incorrectly decrease the trust scores of the other non-malicious

nodes. This occurs when the two honest nodes do not agree in their spectrum sensing

measurements in a sensing round. One of them is correct and the other one has
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made an honest mistake (e.g. due to being in a shadow at the time of sensing). The

disagreement between the honest nodes is of course transient

In this scenario, both of the nodes will decrease the trust score assigned to the

other node. Decreasing the score of a non-malicious node that is highly unreliable

and reports incorrect data to its neighbors is desired. Such a scenario occurs if

there are a subset of honest nodes in the network that experience higher noise or are

located in deep shadows and moving very slowly or not moving at all. However, in a

mobile network, where on average all of the nodes experience the same level of noise

and shadowing (i.e. all of the nodes follow the same mobility model), the average

missed-detection and false alarm error rates are the same for all of the peer nodes and

therefore, for each node, it is the best strategy to consult with all of its non-malicious

peers. For example, an honest node may be in a shadow for a while and therefore

its trust score may be decreased, therefore, when it moves out of shadow, its low

trust score prevents it from being effective in the cooperation and this may result in

performance degradation in comparison with when the honest node is fully trusted

by the other honest nodes. Of course, the trust score of this honest node is increased

during the next observations from the other nodes, once it is out of shadow; however,

obviously, the trust increases with an inevitable delay and the transient effect of the

distrust of the honest node impacts the resulting performance negatively.

In conclusion, assigning any trust score lower than one to a non-malicious peer

only degrades the probability of making the correct final decision on average. The

transient distrust of the honest nodes by the other honest nodes has a negative effect

on the performance; however, this is inevitable and as we will show in our experi-

ments, this negative effect of trust management is dominated by its positive impact

in detecting and excluding the malicious nodes. Obviously, in an honest network sce-

nario (where all of the nodes are honest), the negative effect of transient distrust of
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honest nodes results in performance degradation when compared with the case where

trust is disabled. However, this is essentially the cost of trust management to prevent

the risk of potential attacks and to mitigate the malicious behavior in a cooperative

spectrum sensing.

5.3 Trust-aided outlier detection to mitigate dy-

namic ISSDF attacks

In this section, we consider a more complex attack scenario where the nodes show

dynamic behavior in that a subset of the honest nodes become malicious at some

point after the start time. The main complication of this dynamic behavior is that a

node which has been honest and therefore has gained high trust by the other honest

nodes, suddenly starts to broadcast malicious falsified data in order to cause errors.

This type of attack is harder to mitigate because the new ISSDF nodes abuse their

initial high trust score to have a high impact on the final decisions of the honest

nodes. In other words, the new attackers may be able to influence and change the

final decision of the honest nodes in their neighborhoods to the incorrect decision;

this results in the honest node’s final decision to be in agreement with the attackers’

reports which in turn makes the honest nodes continue to trust the new attacker. We

introduce trust-aided outlier detection as another layer of defense to our proposed

trust management scheme. At the first consensus iteration c = 0, of each sensing

round when each node i receives a set of values from its neighbors, it simply weights

the received values according to the corresponding trust scores as follows:

ωj = θij(t)vj(0), i = 1, ..., n, j ∈ Ri (5.5)
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where Ri denotes the set of nodes from which node i received a value. Then node i

tags the neighbor with the largest ωj among all of its neighbors as the “high outlier”:

j∗, and does not consider the value received from j∗ in any of the updates within the

current sensing round. The trust score update is performed without any change as

before. Unlike the existing high-overhead outlier detection schemes where the nodes

need to compute a deviation threshold at each iteration [103], our scheme does not

require additional computations by the nodes at each iteration and is only based

on comparison among the received values. When combined with our proposed trust

management, this technique can effectively neutralize the dynamic attackers.

When PU is absent, at sensing round t, honest node i may have several malicious

neighbors that broadcast high values to cause false alarm. Assume node i has already

recognized its malicious neighbors and has assigned low trust scores to them. At this

time, one of node i’s normal neighbors who has high trust score starts to broadcast

maliciously high values. All of the malicious neighbors (the existing ones and the

new one) broadcast high values, but since the values are weighted by trust scores,

our outlier detection scheme identifies the new attacker (which has high trust score).

Therefore, by adopting the proposed trust-aided high outlier detection strategy, the

honest nodes mitigate the effect of dynamic attack scenarios where honest nodes turn

malicious to broadcast falsified high values.

Note that it is unlikely that while the network is in operation, several neighbors of

a node become malicious at the same time in a non-collusive scenario and therefore

our proposed scheme is able to detect the outliers and effectively exclude them. The

study of collusive dynamic attacks is an interesting subject for future research. In

the case of dynamic malicious nodes causing missed-detection by broadcasting low

values, trust weighting for low outlier detection is not beneficial as in the high outlier

detection case; therefore, we propose that the nodes exclude the minimum received
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value (without weighting by trust scores).

5.4 Monte Carlo simulation results

Figure 5.3 shows the ROC curves for the scenario where 20% of the nodes are fab-

ricating ISSDF with and without trust enabled. The simulation setup is the same

as the setup described in Table 4.1. We have fixed the log-normal shadow fading

dB-spread as σψdB = 8 dB and the decorrelation distance as Xc = 50 m. In addition,

in these simulations, we have set Omin = 10 and θinit = 0 and we have excluded the

initial warm-up sensing rounds in the reported results.

The ROC curve for an honest network (no attackers) is also shown for comparison.

For a fixed false alarm rate, enabling trust management improves the missed-detection

rate by as much as two orders of magnitude. From right to left of the plots, the

detection threshold is increased. As a result intuitively, the false alarm rate is reduced

and the missed-detection rate is increased. As it is clear from the figure, our proposed

trust scheme improves both PMD and PFA significantly.

We analyze various levels of attack severity and the trust improvements in those

scenarios in Figure 5.4. Our proposed trust-aware scheme outperforms the schemes

that are not trust-enabled in all of the scenarios including the case where the majority

of the SUs are malicious (See the ROC curve corresponding to 60% ISSDF).

5.4.1 Attack severity

The ROC curves are perfect tools for determining the system requirements for a

desired operating region in terms of missed-detection and false alarm rates. We

have shown two examples of desired operating regions overlaid on top of the plots in

Figure 5.4. The operating region 2 corresponds to both missed-detection and false
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Figure 5.3: ISSDF attack and mitigation with trust management for our proposed
trust-aware DCSS scheme

alarm rates smaller than 10−2 and the more relaxed region 1 corresponds to the rates

smaller than 10−1. Figure 5.5 shows the detection threshold subranges out of the

range [-96 dBm, -82 dBm] that satisfy the corresponding error rate requirements of

the operating regions 1 and 2 shown in Figure 5.4 for different malicious scenarios

and also for the honest case.

As can be seen from Figure 5.5, without trust management, for most of the scenar-

ios, the desired error rates cannot be realized. In contrast, when our proposed trust

system is enabled, all of the scenarios except for 60% ISSDF can satisfy the require-

ments for both regions 1 and 2 for some threshold subrange. Furthermore, the trust

management increases the dynamic range of the detection thresholds that support the

target performance; therefore, a wider range of radio devices with diverse sensitivity

thresholds can be supported while maintaining the desired performance. As a result,

using the proposed trust scheme enables us to relax the sensitivity requirements on
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and without trust management, Solid lines: w/o trust, Dashed lines: w/ trust

the cognitive radio devices and potentially reduce the cost. The presented results

confirm the significance of integration of the proposed trust system into cooperative

spectrum sensing.

5.4.2 Dynamic attacks

We analyze the performance of our proposed trust scheme with trust-aided outlier

detection in mitigating dynamic attackers. We assume, at the beginning of each

Monte Carlo simulation, 10% of the nodes are malicious and during the time of the

simulation another 10% of the nodes become malicious. Therefore, at the end of a

Monte Carlo simulation, in total 20% of the nodes are malicious. Figure 5.6 shows

the results of mitigating the attackers with the proposed trust scheme. Comparing

the resulting ROC curve for the proposed scheme in Figure 5.6 with the results in

Figure 5.3 (corresponding to the static attack scenario) shows a small performance
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10−2, regardless of the threshold.

Figure 5.5: Range of detection thresholds to realize the two desired operating regions
shown in Figure 5.4 under different scenarios.

degradation which is expected as the dynamic attacks are harder to mitigate. Nev-

ertheless, the results show that the proposed trust scheme with trust-aided outlier

detection is effective in mitigating dynamic attackers who become malicious when

the network is in operation. The performance improvement compared to the without

trust scenario is significant.

In conclusion, in this chapter we introduced a fully-distributed and light-weight

trust management scheme that enables the SU nodes in a cooperative network to

evaluate their peers to detect ISSDF attackers and exclude them in their updates.

As a result, the SU nodes can safely cooperate to detect the PU activity and the

likelihood of making false alarm and missed-detection errors is decreased. We showed

by extensive Monte Carlo simulations that this scheme is effective in mitigating both
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Figure 5.6: Dynamic ISSDF attack and mitigation with trust management

static and dynamic attackers and is able to alleviate large number of attackers as

well.



Chapter 6

Context-aware Trust Management to Mitigate

Attacks in Dynamic Settings

In a realistic cognitive radio network the primary user of the spectrum band is ob-

viously becoming active and inactive dynamically over time. In this chapter we

consider the dynamic settings in realistic scenarios. We will show with analysis and

experiments that trust management must be context-aware in order to effectively

mitigate different malicious behavior (Always-Yes, Always-No, fabricating, etc.) in

the dynamic scenarios. We propose a context-aware trust management that performs

better than the context-oblivious scheme introduced in the previous chapter. In the

trust scheme proposed in Chapter 5, all of the observations are recorded in a sin-

gle observation vector, regardless of the context in which the observations are made

(for this reason we call that scheme context-oblivious). In contrast, as we will de-

scribe in detail in this chapter, our proposed context-aware trust management scheme

separates the observations based on context.
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6.1 Proposed context-aware trust management

In the context-oblivious trust scheme, as discussed in Chapter 5, each node maintains

a single observation vector per each peer. That is each node imaintains an observation

vector, Oij, for each peer j. We propose that the nodes must differentiate between

the observations they record from their peers based on their own final decisions in

each sensing round. Therefore, in our proposed trust management scheme, each node

i maintains two observation vectors per each peer, j: 1) “Absent observation vector”,

OA
ij, for the context when node i’s final decision is “PU Absent” and also “Present

observation vector”, OP
ij , for the context when node i’s final decision is “PU Present”.

Thus we call our proposed trust management scheme, context-aware.

If in a sensing round, node i’s final decision is “PU Absent” then the observation

from node j is recorded in OA
ij and if node i’s final decision is “PU Present” then the

observation from node j is recorded in OP
ij . As we will describe later, node i calculates

trust score, θij based on the observations from both of the observation vectors. Ob-

viously the observations vectors are of limited size and therefore a node discards the

oldest observations made from each peer when the corresponding observation vector

is full to store the newest observations.

Algorithm 2 describes our proposed context-aware observations for context-aware

trust management. Each observation that i makes from j is recorded in either “Absent

observation vector”, OA
ij, or “Present observation vector”, OP

ij , depending on node i’s

final decision.

The intuition behind why we need context-aware observations can be explained

by an example: Assume that node i is non-malicious and is sufficiently reliable in

detecting the PU using the cooperation. Also assume node j is a malicious Always-

Yes attacker who broadcasts high values all the time (even when the PU is present).

When the PU is actually present (a PU-Present cycle), node i’s final estimate is
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Algorithm 2: Proposed context-aware observation for trust management.
Sensing round t: Node i observes peer node j:

1 if (yi(t) < γ) then // Decision of i: PU Absent

2 if (gij(t) < γ) then // i and j Agree

3 oij(t) = 1; // Positive Observation

4 else // i and j Disagree

5 oij(t) = 0; // Negative Observation

6 end
7 Add oij(t) to OA

ij; // Add to Absent Vector

8 else if (yi(t) > γ) then // Decision of i: PU Present

9 if (gij(t) > γ) then // i and j Agree

10 oij(t) = 1; // Positive Observation

11 else // i and j Disagree

12 oij(t) = 0; // Negative Observation

13 end
14 Add oij(t) to OP

ij ; // Add to Present Vector

15 end

most likely above the detection threshold (deciding PU present); now since malicious

Always-Yes node j also broadcasts high values, i and j accidentally agree and therefore

node i’s observation from j is positive. As a result, for a PU activity duty cycle of 0.5

for example, i and j essentially agree half of the time on average. A context-oblivious

trust scheme records all of the observations in one vector, therefore, θij will approach

0.5. Therefore, node j is not eliminated and will have its intended negative effect of

causing false alarms when PU is absent. If the duty cycle of PU is higher, the average

trust score of Always-Yes nodes also increase proportionally. Note that, similarly, for

mitigating Always-No attacks, the context-oblivious observation is ineffective.

In contrast, with our proposed observation recording technique, the observations

that are made when node i’s final decision is “PU Present” is separated from the

observations that are made when node i’s final decision is “PU Absent”: in the above

example, all of the observations in vector OP
ij are positive (since i and j agree in this

context) and all of the observations in vector OA
ij are negative (since i and j disagree

in this context). In this case, node i perceives that node j seems to be honest in
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one context and appears to be malicious (due to disagreements) in another context.

Therefore, by exploiting the context-aware observations, node i can correctly detect

the malicious behavior of j and can exclude it from the cooperation.

In conclusion, separating the observations based on the context is necessary to

detect the malicious behavior that is intended for a subset of scenarios (e.g. Always-

Yes intended for PU absent) and therefore may not be incorrect behavior all the time

(e.g. Always-Yes is correct when PU is present.) This inconsistency in malicious

behavior may be unintentional or intentional from the viewpoint of the attacker, but

in any case, the trust scheme must be robust against it.

Up to now we described how the observation recording works in our proposed trust

scheme; next, we discuss how a trust score is calculated based on these observations.

At sensing round (time) t, node i calculates two trust scores for node j, similar to

the context-oblivious score calculation, based on each of the two observation vectors

OA
ij and OP

ij as follows:

θAij(t) =
H(OA

ij)

|OijA|

θPij(t) =
H(OP

ij)

|OP
ij |

(6.1)

Now the important question is how does node i decide which one of the two above

scores it should use for node j when a value is received from j. Of course, if at

round t, node i knows whether the PU is active or absent, the best strategy will be to

use the corresponding trust score, θAij(t) or θPij(t), respectively. However, obviously, a

node does not have that information about the PU activity before the cooperation is

complete in that round: the whole purpose of trust-aware cooperation is to find out

if the PU is present or not. As a result, the nodes need to take a strategy to choose

which score to use.
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We propose the conservative approach where the nodes pick the lowest of the two

scores for weighting as follows:

θij(t) = min(θAij(t), θ
P
ij(t)) (6.2)

The flow chart in Figure 6.1 depicts the procedure of the proposed trust scheme

where node i updates the trust score assigned to node j.

Following the proposed strategy, the honest nodes take no risk and as a result,

malicious nodes are always detected and excluded. The conservative score assignment

strategy is advantageous because a node that is malicious in one context and not

malicious in another context is always assigned a low score corresponding to the

context in which it is malicious. As a result, a malicious node will have minimum effect

on the honest nodes when it performs its malicious behavior. As our simulation results

confirm, the proposed context-aware trust scheme with conservative score assignment

is more stable than context-oblivious trust scheme in all of the experimented scenarios.

Similar to the context-oblivious trust, at each sensing round, the context-aware

trust scores are updated only when the final decisions are made (after the final con-

sensus iteration) and not in between the consensus iterations. The above proprieties

of our proposed trust management scheme help the honest nodes to detect malicious

ISSDF nodes and exclude them from their iterative updates. As we will show in

the performance results, trust management considerably reduces the influence of the

attackers.
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Figure 6.1: Flow chart of the proposed context-aware trust management scheme.
Node i updates the trust score assigned to node j, denoted by θij
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6.2 Theoretical analysis of context-aware versus

context-oblivious trust

In this section, the agreement probability between the honest nodes and also between

the honest and malicious nodes is analyzed and compared in the context-oblivious

and context-aware trust schemes.

6.2.1 Context-oblivious trust management

As described before, a trust score that a node k1 assigns to another node k2 is a

measure of the probability of node k2 being honest in the view of k1. Node k1 contin-

uously makes observations from k2 and stores them in its observation vector Ok1,k2 .

The trust score θk1,k2 is calculated based on the fraction of total stored observations

that are positive. The probability that node k1 makes a positive observation from

another honest node k2 in the context-oblivious trust management is equal to the

probability of these two nodes agreeing on the presence or absence of the PU. More

exactly, when node k1 makes its final decision based on cooperation, it compares this

final binary decision with the initial received value from k2, if these two were con-

sistent, then k1 marks this observation as positive and adds it to its corresponding

observation vector, Ok1,k2 . If the two nodes do not agree a negative observation is

added to the observation vector.

Since as explained before, a positive observation is essentially an agreement be-

tween two nodes, the trust score, θk1k2 , basically approximates the agreement proba-

bility and is a quantization of the probability of agreement in the most recent interac-

tions (as the old observations are discarded due to the limited size of the observation

vector). In this section, we analyze the agreement probability between two nodes in

different scenarios.
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The event of a node k1 making an observation of another node k2 may occur in

two conditions: 1) while PU is absent (when hypothesis H0 is true), 2) in PU presence

(when hypothesis H1 is true). Therefore the probability of k1 agreeing with k2 can

be written as follows:

Pr(agreek1,k2) = Pr(agreek1,k2|H0)Pr(H0) + Pr(agreek1,k2|H1)Pr(H1) (6.3)

As it is clear from Equation (6.3), if the length of the observation vector is short

relative to the PU activity period, then depending on whether PU is active (H1 is

true) or inactive (H0 is true), one of the two components in Equation (6.3) becomes

dominant. For example, when PU stays inactive for a while, all or most of the

observations in the observation vector may be from this recent PU-Absent cycle and

therefore the agreement between the two nodes (and consequently the trust scores)

are affected almost only by the probability component corresponding to H0. If the

observation vector is much longer than the period of the PU activity, then on average

both probability components corresponding to H0 and H1 will have similar effect in

the trust score.

In the following paragraphs, we analyze the probability that an honest node h1

agrees with another node which may be honest, fabricating, Always-Yes or Always-

No attacker. The trust scores that honest nodes assign to their peers are essentially

measured approximation of the agreement probabilities.

6.2.1.1 Honest/honest agreement

We start with the probability of an honest node h1 being in agreement with its honest

peer h2:

Pr(agreeh1,h2) = Pr(agreeh1,h2|H0)Pr(H0) + Pr(agreeh1,h2|H1)Pr(H1) (6.4)
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Honest nodes h1 and h2 will agree either when they are both correct or when they

both make a mistake; therefore, we will have:

Pr(agreeh1,h2|Hi) = Pr((h1 is correct ∧ h2 is correct)

∨ (h1 in error ∧ h2 in error)|Hi), i ∈ {0, 1}
(6.5)

In the case of H0, honest nodes make false alarm errors; therefore, for H0 we have:

Pr(agreeh1,h2|H0) = Pr(Fh1)Pr(Fh2 |Fh1) + Pr(Fh1)Pr(Fh2 |Fh1) (6.6)

Here, Fh1 is the event when the final decision of node h1 after cooperation is a false

alarm and Fh2 is the event when the initial reported sensing value from node h2 is

indicating a false alarm (above threshold while H0). Note that the same notation is

used for simplicity here and this convention will be kept throughout this chapter for

both false alarm and missed-detection events. An observing node always compares

its final decision with the initial report from the node that is being observed.

When H1 is true, the honest nodes make missed-detection errors; therefore, for

H1 we have:

Pr(agreeh1,h2|H1) = Pr(Mh1)Pr(Mh2 |Mh1) + Pr(Mh1)Pr(Mh2 |Mh1) (6.7)

Here, Mh1 is the event when the final decision of node h1 after cooperation is a missed-

detection and Mh2 is the event when the initial reported sensing value from node h2

is indicating a missed-detection (below threshold while H1).

By replacing Equations (6.6) and (6.7) into Equation (6.4), we derive the agree-
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ment rate between two honest nodes:

Pr(agreeh1,h2) =(Pr(Fh1)Pr(Fh2|Fh1) + Pr(Fh1)Pr(Fh2|Fh1))Pr(H0)

+ (Pr(Mh1)Pr(Mh2|Mh1) + Pr(Mh1)Pr(Mh2|Mh1))Pr(H1)

(6.8)

The trust score that an honest node h1 assigns to another honest node h2 approximates

the agreement probability. As it is clear from Equation (6.8), if the length of this

single observation vector is short relative to the PU activity period, then depending

on whether H1 or H0 is true, one of the two components in Equation (6.8) becomes

dominant. For example, when PU is absent, the agreement between the two nodes

are affected almost only by the false-alarm rates. Oppositely, when PU is active, the

trust score will be affected by missed-detection rate of the nodes. If the observation

vector is much longer than the period of the PU, then both components will affect

the trust score similarly.

6.2.1.2 Honest/fabricating agreement

A fabricating node always reports the opposite of the truth about the PU activity.

Therefore, when an honest node h1 makes an observation from a fabricating node

f1, there are two conditions in which the two nodes agree: 1) if H0, then f1’s report

indicates the PU is present and therefore, h1 agrees with it only if it makes a false-

alarm error, 2) if H1, then f1’s report indicates the PU is absent, thus, h1 agrees with

it only if it makes a missed-detection error. Equation (6.9) shows the agreement rate.

Pr(agreeh1,f1) = Pr(agreeh1,f1 |H0)Pr(H0) + Pr(agreeh1,f1 |H1)Pr(H1)

= Pr(Fh1)Pr(H0) + Pr(Mh1)Pr(H1)

(6.9)

Of course in the ideal conditions where the cooperative decisions of the honest
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nodes have very low false alarm and missed-detection rates, the agreement rate with

the fabricating attacker will be very small as well, thus the assigned trust scores will

be small. However, when honest nodes make honest mistakes either in the presence or

absence of the PU, in both cases they incorrectly agree with the fabricating attacker

and as a result their associated trust scores are increased.

Similar to the honest/honest case, here also if the length of the observation vector

is small relative to the PU period, then the trust score will be dominantly affected

by one of the two components of the probability. For example if PU is inactive for a

while, most of the observations in the observation vector Oh1f1 are made in H0 and the

probability of agreement is essentially close to Pr(Fh1). Now when the PU becomes

active, the trust scores start to be affected by the new observations which are now

being made in H1 and therefore, the agreement probability approaches to Pr(Mh1)

and stays like that as long as the PU is active. As a result, at each PU activity

transition (PU absent to present or vice versa), initially, the trust scores from the last

cycle which are affected by associated error type to that cycle, will be used and they

are gradually adapted to the context of the current cycle.

Adapting the context-oblivious strategy, if either missed-detection or false alarm

rate of the honest nodes is high, the trust score of fabricating attackers will be in-

creased. As we will discuss and show in our simulation results in the next sections,

this incorrect increase in trust score of fabricating attackers due to honest mistakes

of honest nodes has a destructive effect on the PU detection performance. In con-

trast, as we will show later, the proposed context-aware trust scheme alleviates this

problem by considering separate contexts of observations and taking the worst case

(the minimum agreement among the two contexts.)
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6.2.1.3 Honest/Always-Yes agreement

An Always-Yes attacker always broadcasts reports that indicate the presence of the

PU. Therefore, an honest node h1 agrees with an Always-Yes malicious node, y1, in

the following cases: 1) if H0 is true, node h1 agrees with the malicious node only if

it makes a false alarm error, 2) in case H1 is true, node h1 agrees with the malicious

node if it does not make any missed-detection error and actually decides that PU is

present. Equation (6.10) derives the agreement probability in this case:

Pr(agreeh1,y1) = Pr(agreeh1,y1|H0)Pr(H0) + Pr(agreeh1,y1 |H1)Pr(H1)

= Pr(Fh1)Pr(H0) + Pr(Mh1)Pr(H1)

(6.10)

Obviously, when H1 is true, an Always-Yes attacker’s report is indeed correct. There-

fore, adopting this context-oblivious trust management scheme, an honest node will

incorrectly increase the trust score of an Always-Yes attacker even when the honest

node has low error rate (in this case when the honest node does not make missed-

detection errors). As we will discuss in more detail later, this shortcoming of the

context-oblivious trust management is significant and results in the inability of the

trust scheme to mitigate Always-Yes attacks.

6.2.1.4 Honest/Always-No agreement

An Always-No attacker always broadcasts reports that indicate the absence of the

PU. Therefore, an honest node h1 agrees with an Always-No malicious node, n1, in

the following cases: 1) if H0 is true, node h1 agrees with the malicious node only if

it does not make a false alarm error, 2) in case H1 is true, node h1 agrees with the

malicious node if it does make a missed-detection error. Equation (6.11) derives the
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agreement probability in this case:

Pr(agreeh1,n1) = Pr(agreeh1,n1|H0)Pr(H0) + Pr(agreeh1,n1|H1)Pr(H1)

= Pr(Fh1)Pr(H0) + Pr(Mh1)Pr(H1)

(6.11)

In this case, when H0 is true, an Always-No attacker’s report is accidentally

correct. Therefore, using this context-oblivious trust management scheme, an honest

node will incorrectly increase the trust score of an Always-No attacker even when the

honest node has low error rate (in this case when the honest node does not make

false alarm errors). We will show in the future discussions that the above-mentioned

disadvantage of the context-oblivious trust scheme makes it vulnerable to Always-No

attacks.

6.2.2 The proposed context-aware trust management scheme

As described in Section 6.1, the proposed context-ware trust scheme separates the

observations from each node to two contexts, PU absent and PU present. For both

“Absent observations” and “Present observations”, the event of a node k1 making an

observation of another node k2 may occur in two conditions: 1) when hypothesis H0

is true, 2) when hypothesis H1 is true. Since there is no ground truth, the context

is set by a node’s cooperative decision as its best estimate of the truth about the

PU activity; therefore, “Absent observations” are not necessarily made while H0 is

true; it is possible that node k1’s final decision is “PU Absent” while in fact H1 is

true. Similarly, “Present observations” are not necessarily made while H1 is true; it

is possible that node k1’s final decision is “PU Present” while in fact H0 is true.

In this section, we analyze the agreement probability in both “Absent observations

vector” and “Present observations vector” to understand the trust scores correspond-

ing to each of these vectors.
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When a node k1 makes a cooperative final decision to set the context for its

observations, the following four events can occur:

• BA
0 : While H0 is true, the final decision of the node is PU absent (the context

is set to absent), Pr(BA
0 ) = Pr(H0)Pr(Fk1)

• BP
0 : While H0 is true, the final decision of the node is PU present (the context

is set to present), Pr(BP
0 ) = Pr(H0)Pr(Fk1)

• BA
1 : While H1 is true, the final decision of the node is PU absent (the context

is set to absent), Pr(BA
1 ) = Pr(H1)Pr(Mk1)

• BP
1 : While H1 is true, the final decision of the node is PU present (the context

is set to present), Pr(BP
1 ) = Pr(H1)Pr(Mk1)

Obviously, BP
0 occurs when the node makes a false alarm error and BA

1 occurs

when the node makes a missed-detection error. In the other two events, the node is

not in error.

We denote the event where the context is set to absent by BA, which is the union

of the events BA
0 and BA

1 . We can write the probability of BA as follows:

Pr(BA) = Pr(BA
0 ) + Pr(BA

1 )

= Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)

(6.12)

Similarly, we denote the event where the context is set to present by BP , which is the

union of the events BP
0 and BP

1 . We can write the probability of BP as follows:

Pr(BP ) = Pr(BP
0 ) + Pr(BP

1 )

= Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)

(6.13)
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For a node k1, we can derive the following conditional probabilities:

Pr(BA
0 |BA) =

Pr(H0)Pr(Fk1)

Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)
(6.14)

Pr(BA
1 |BA) =

Pr(H1)Pr(Mk1)

Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)
(6.15)

Pr(BP
0 |BP ) =

Pr(H0)Pr(Fk1)

Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)
(6.16)

Pr(BP
1 |BP ) =

Pr(H1)Pr(Mk1)

Pr(H0)Pr(Fk1) + Pr(H1)Pr(Mk1)
(6.17)

We denote the probability of node k1 agreeing with node k2 in the “Absent con-

text” and “Present context” by Pr(agreeAk1,k2) and Pr(agreePk1,k2), respectively. These

probabilities are written in Equations (6.18) and (6.19) respectively.

Pr(agreeAk1,k2) =

Pr(agreek1,k2|BA) =

Pr(agreek1,k2|BA
0 )Pr(BA

0 |BA) + Pr(agreek1,k2|BA
1 )Pr(BA

1 |BA)

(6.18)

Pr(agreePk1,k2) =

Pr(agreek1,k2|BP ) =

Pr(agreek1,k2|BP
0 )Pr(BP

0 |BP ) + Pr(agreek1,k2|BP
1 )Pr(BP

1 |BP )

(6.19)

6.2.2.1 Honest/honest agreement

We derive the probability of honest/honest agreement in the absent and present

contexts as follows:
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• Absent context:

When an honest node h1 makes an observation from honest node h2 while h1’s

final decision is “PU Absent”, the observation is recorded in the “Absent ob-

servation vector”, OA
h1h2

. The agreement probability in this case can be written

as follows:

Pr(agreeAh1,h2) =

Pr(agreeh1,h2|BA) =

Pr(agreeh1,h2|BA
0 )Pr(BA

0 |BA) + Pr(agreeh1,h2|BA
1 )Pr(BA

1 |BA)

(6.20)

Now, the conditional probability of agreement in the “Absent context” depend-

ing on if the observation is made while H0 or H1 is derived as follows:

Pr(agreeh1,h2|BA
0 ) = Pr(Fh2 |Fh1)

Pr(agreeh1,h2|BA
1 ) = Pr(Mh2|Mh1)

(6.21)

From Equations (6.14), (6.15) and by replacing Equation (6.21) into Equation

(6.20) we derive the overall probability of agreement in the “Absent context”:

Pr(agreeAh1,h2) =
Pr(H0)Pr(Fh1)Pr(Fh2 |Fh1) + Pr(H1)Pr(Mh1)Pr(Mh2|Mh1)

Pr(H0)Pr(Fh1) + Pr(H1)Pr(Mh1)
(6.22)

• Present context:

When an honest node h1 makes an observation from honest node h2 while h1’s

final decision is “PU Present”, the observation is recorded in the “Present ob-

servation vector”, OP
h1h2

. The agreement probability in this case can be written
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as follows:

Pr(agreePh1,h2) =

Pr(agreeh1,h2|BP ) =

Pr(agreeh1,h2|BP
0 )Pr(BP

0 |BP ) + Pr(agreeh1,h2 |BP
1 )Pr(BP

1 |BP )

(6.23)

The conditional probability of agreement in the “Present context” depending

on if the observation is made while H0 or H1 is derived as follows:

Pr(agreeh1,h2|BP
0 ) = Pr(Fh2 |Fh1)

Pr(agreeh1,h2|BP
1 ) = Pr(Mh2 |Mh1)

(6.24)

From Equations (6.16), (6.17) and by replacing Equation (6.24) into Equation

(6.23) we derive the overall probability of agreement in the “Present context”:

Pr(agreePh1,h2) =
Pr(H0)Pr(Fh1)Pr(Fh2 |Fh1) + Pr(H1)Pr(Mh1)Pr(Mh2|Mh1)

Pr(H0)Pr(Fh1) + Pr(H1)Pr(Mh1)
(6.25)

As explained before, adopting the context-aware trust management, the trust

score θh1,h2 is the minimum of the scores that are derived based on the two

observation vectors, OA
h1,h2

and OP
h1,h2

.

6.2.2.2 Honest/fabricating agreement

• Absent context:

When honest node h1’s final decision is “PU Absent”, it records its observation

from a fabricating node f1 in the “Absent observation vector”, OA
h1,f1

. Again,

the “Absent observation” can be made either in H0 or H1, therefore we can

write the probability of agreement as the sum of two components conditioned
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on the events BA
0 and BA

1 :

Pr(agreeAh1,f1) =

Pr(agreeh1,f1|BA) =

Pr(agreeh1,f1|BA
0 )Pr(BA

0 |BA) + Pr(agreeh1,f1|BA
1 )Pr(BA

1 |BA)

(6.26)

The probability of events, BA
0 and BA

1 are derived as described before in Equa-

tions (6.14) and (6.15). When node h1 makes the “Absent observation” from

fabricating node f1, while H0 is true, the two nodes definitely disagree since the

fabricating node’s report is opposite of the truth which is “PU Present” in this

case. On the other hand, when the “Absent observation” is made while H1 is

true, the two nodes definitely agree, as the fabricating node’s report indicates

“PU Absent” in this case. Therefore we have the following:

Pr(agreeh1,f1|BA
0 ) = 0

Pr(agreeh1,f1|BA
1 ) = 1

(6.27)

As a result the probability of agreement in “Absent context” is equal to the

probability that the “Absent observation” is made while PU is present which

means h1 must make a missed-detection error:

Pr(agreeAh1,f1) = Pr(BA
1 |BA)

=
Pr(H1)Pr(Mh1)

Pr(H0)Pr(Fh1) + Pr(H1)Pr(Mh1)

(6.28)

• Present context:

When honest node h1’s final decision is “PU Present”, it records its observa-

tion from a fabricating node f1 in the “Present observation vector”, OP
h1,f1

.

Intuitively, the “Present observation” can be made either in H0 or H1, there-
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fore we can write the probability of agreement as the sum of two components

conditioned on the events BP
0 and BP

1 :

Pr(agreePh1,f1) =

Pr(agreeh1,f1|BP ) =

Pr(agreeh1,f1|BP
0 )Pr(BP

0 |BP ) + Pr(agreeh1,f1|BP
1 )Pr(BP

1 |BP )

(6.29)

The probability of the two events, BP
0 and BP

1 are derived as described before

in Equations (6.16) and (6.17). When node h1 makes the “Present observation”

from fabricating node f1, while H0 is true, the two nodes definitely agree since

the fabricating node report is opposite of the truth which is “PU Present” in

this case. On the other hand, when the “Present observation” is made while

H1 is true, the two nodes definitely disagree, as the fabricating node’s report

indicates “PU Absent” in this case. Therefore we have the following:

Pr(agreeh1,f1|BP
0 ) = 1

Pr(agreeh1,f1|BP
1 ) = 0

(6.30)

As a result, the probability of agreement in the “Present context” is equal to the

probability that the “Present observation” is made while PU is absent which

means h1 must make a false-alarm error:

Pr(agreePh1,f1) = Pr(BP
0 |BP )

=
Pr(H0)Pr(Fh1)

Pr(H0)Pr(Fh1) + Pr(H1)Pr(Mh1)

(6.31)

The trust score that node h1 assigns to fabricating node f1 is then calculated

based on the minimum of the scores derived from the two observation vectors

as described above.
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6.2.2.3 Honest/Always-Yes agreement

An Always-Yes attacker, y1, always reports “PU Present” to an honest node h1.

Therefore, whenever h1’s final decision is “PU Absent”, the observation from y1 is

definitely a conflict (probability of agreement is zero) and is recorded in the “Absent

observation vector”. Oppositely, whenever h1’s final decision is “PU Present”, the

observation from y1 is definitely an agreement (probability of agreement is one) and is

recorded in the “Present observation vector”. As a result, adopting the context-aware

trust management, an honest node always assigns a zero trust score to an Always-Yes

node, which means the honest node can successfully exclude the attacker::

Pr(agreeAh1,y1) = 0

Pr(agreePh1,y1) = 1

min(Pr(agreeAh1,y1), P r(agree
P
h1,y1

)) = 0

(6.32)

6.2.2.4 Honest/Always-No agreement

An Always-No attacker, n1, always reports “PU Absent” to an honest node h1. There-

fore, whenever h1’s final decision is “PU Absent”, the observation from y1 is definitely

an agreement (probability of agreement is one) and is recorded in the “Absent obser-

vation vector”. Oppositely, whenever h1’s final decision is “PU Present”, the observa-

tion from y1 is definitely a conflict (probability of agreement is zero) and is recorded in

the “Present observation vector”. As a result, adopting the proposed context-aware

trust management, an honest node always assigns a zero trust score to an Always-No
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node, which means the honest node can successfully exclude an Always-No attacker:

Pr(agreeAh1,n1
) = 1

Pr(agreePh1,n1
) = 0

min(Pr(agreeAh1,n1
), P r(agreePh1,n1

)) = 0

(6.33)

6.3 Monte Carlo simulation results

In this section, we present the results of our Monte Carlo simulations to evaluate the

performance of our proposed context-aware trust management scheme in mitigating

the effect of different types of attackers that were introduced in Section 5.1. Table 6.1

describes our simulation setup. We use the same simulation setup introduced in

Section 4.3 with the exception of the network size which is 25 SU nodes and the

location area size which is 213 m by 213 m. The network density is maintained to be

the same as the setup in Chapters 4 and 5. The dB-spread of the log-normal shadow

fading and the decorrelation distance are set to 8 dB and 50 m, respectively. We

assume that the PU’s period of activity is 800 seconds with a 50% duty cycle, which

means the PU is active for 400 seconds and inactive for 400 seconds periodically.

Since each SU senses the spectrum every 2 seconds, it performs 200 sensing rounds

when PU is present and 200 sensing rounds when PU is absent.

In this set of experiments, we have set the length of the trust observation vectors

to 8, therefore the length of the observation vector is small in comparison with the

period of the PU activity. We experimented with greater observation vector lengths

(16 and 32), however, no considerable performance improvement was observed. As

explained before, the minimum required length for the observation vector is deter-

mined by the mobility and shadow fading characteristics of the system. According to
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Table 6.1: Simulation parameters for evaluating trust-aware DCSS

Path Loss and Shadow Fading Random Way Point Mobility Model

PU Distance from CRAHN 15 km CRAHN Area 213 m×213 m
PU Antenna Height 30 m Min Velocity 1 m/s
SU Antenna Height 1 m Max Velocity 2 m/s
Center Frequency 615 MHz Min Pause 60 s
Log-normal Shadowing
Standard Deviation

8 dB Max Pause 120 s

Decorrelation Distance (Xc) 50 m
Transmit Power (Pt) 54 dBm

Noise and Threshold Monte Carlo Simulation

Noise Figure 11 dB # SU Nodes 25
Channel Bandwidth 6 MHz SU Node Range 80 m
Noise Power -95.22 dBm Simulation Time 8000 s
Threshold Range [-96 , -80] dBm Sense Interval 2 s

our experimental results, the length of 8 is sufficient for our system setup and thus

we have fixed Omin = 8 in our experiments that are presented in this chapter. In

addition, for this fixed observation vector length, we experimented with smaller PU

activity period of 80 s and 8 s and no noticeable difference has been observed in the

performance of our proposed context-aware trust scheme.

In addition, for the Monte Carlo simulations presented in this chapter we use the

zero trust initialization (θinit = 0) strategy, proposed in Section 5.2.1.2. Later in this

chapter we present the results of an experiment where we compare the performance

of different strategies and show that the zero trust initialization strategy is superior

to the optimistic trust initialization strategy, in particular for the scenarios with a

large percentage of attackers in the network.

6.3.1 Mitigating Always-Yes attack

Figures 6.2 and 6.3 show the comparison results for the scenario where 20% of the

nodes in the SU network conduct Always-Yes attacks. We compare the trust-aware

DCSS schemes against the without trust DCSS scheme (where malicious nodes ex-
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Figure 6.2: Error rate analysis: 20% Always-Yes ISSDF attack and mitigation with
the proposed context-aware trust management integrated with the proposed DCSS
scheme
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Figure 6.3: ROC performance analysis: 20% Always-Yes ISSDF attack and mitigation
with the proposed context-aware trust management integrated with the proposed
DCSS scheme

ist in the network but every node is completely trusted). In addition, the perfor-

mance results of the DCSS scheme in an honest scenario (where all of the nodes

are non-malicious) and also the results of the non-cooperative scenario are shown for

comparison. The noise power of -95.22 dBm is shown as a vertical dashed line in

Figure 6.2.

As can be seen from Figure 6.2(a), in terms of false alarm error rate, the context-

aware trust strategy performs significantly better than the context-oblivious trust

strategy. The context-oblivious scheme performs almost as poorly as the without

trust case and even worse than the non-cooperative scheme. This is because as

described in Equation (6.10), in the context-oblivious trust strategy, the trust scores

of the Always-Yes nodes are increased, in particular when the PU is present, since in

this cycle the malicious Always-Yes nodes are in agreement with the honest nodes.
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When the PU becomes inactive, the honest nodes decrease the trust scores they

assign to these attackers as they no longer are in agreement with the honest nodes;

however before the context-oblivious trust scores are corrected, they highly affect the

decisions of the honest nodes in the PU-Absent cycle, deteriorating the performance

in terms of false alarm significantly. On the other hand, as explained in Section 6.2.2

and specifically in Equation (6.32), our proposed context-aware trust scheme always

assigns score of zero to Always-Yes attackers and therefore its false alarm performance

is very close to the honest case.

Figure 6.2(b) compares the performance of different schemes and scenarios in

terms of missed-detection rate. As described in section 5.1, Always-Yes attackers

broadcast high values regardless of the PU presence. Thus, they perform the attack

even when the PU is actually present. The malicious behavior of Always-Yes attacker

is therefore advantageous when the PU is present since the nodes in shadows might

be corrected by cooperating with the Always-Yes nodes and the missed-detection

rate may be decreased. Comparing the curve corresponding to the ‘under attack but

without trust’ case with that of the honest case confirms that the latter is counter-

intuitively worse than the former, in particular for higher thresholds where the detec-

tion performance is worse in general. We call this a positive side-effect of Always-Yes

malicious behavior.

We also expect that detecting and excluding the malicious nodes (by using trust

management) has the counter-intuitive effect of increasing the missed-detection er-

rors. Thus, we expect that the resulting error rate of the without trust scenario is

lower than that of the scenarios with trust management enabled. In addition, since

the context-oblivious trust strategy is not as effective as the context-aware scheme

in mitigating Always-Yes attackers, it results in lower missed-detection rate. Our

simulation results for missed-detection rate shown in Figure 6.2(b) confirm these ex-
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pectations. Nevertheless, the trust evaluation and detection of Always-Yes attackers

must not be ignored solely based on their potential benefit when PU is present, as

their risk in the PU-Absent cycle cannot be ignored. As we will show next, overall

the best strategy is to detect and exclude the attackers using the context-aware trust

scheme to minimize their impact on the network.

ROC curves enable us to fairly evaluate our proposed context-aware trust scheme

and to compare it with the other cases as we need both of the missed-detection and

false alarm errors to be as small as possible at the same time for a given threshold.

ROC curves in Figure 6.3 show missed-detection and false alarm error rates for a range

of detection thresholds in different scenarios in the presence of Always-Yes attackers.

It is clear from the ROC plots that the proposed context-aware trust strategy is

significantly better than the without trust and the non-cooperative scenarios. As a

result, in the presence of Always-Yes attackers, although the missed-detection rate

is higher in the proposed context-aware trust, but overall because of the significant

improvement in false alarm, it is superior to the other cases and the closest to the

honest case.

In addition, our results show that, the context-oblivious trust can perform even

worse than the without trust case as in terms of false alarm, the without trust and the

context-oblivious trust both perform similarly weak and in terms of missed-detection,

the without trust actually performs better (See Figures 6.2(a) and 6.2(b)). This is

an important result, which reveals the significance of context awareness in the trust

strategy.

Figure 6.4 depicts the agreement probability (between two typical honest nodes

or between an honest node and an Always-Yes attacker) based on the analysis in

Sections 6.2.1 and 6.2.2 and using average false alarm and missed-detection rates that

are measured from the Monte Carlo simulations under 20% Always-Yes attackers.
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Figure 6.4: Agreement probability under 20% Always-Yes ISSDF attack. (Vertical
dashed lines show the noise power.)



95

Figure 6.4(a) shows how the context-oblivious trust incorrectly assigns high trust

scores to the Always-Yes attackers. In the cycles when PU is present, the honest

nodes agree with the Always-Yes nodes. In addition, for low detection thresholds,

where the false alarm rate of the honest nodes is high, the honest nodes agree with

the Always-Yes attackers even in PU-Absent cycles. The agreement with Always-Yes

attackers decreases as the threshold increases and false alarm rate decreases.

Honest/honest agreement in the context-oblivious trust scheme is high for very

low thresholds where false alarm rate is high (everybody is likely to make false alarm

mistakes.) As the threshold increases and the false alarm rate decreases, the agree-

ment rate is also decreased (as the nodes make mistakes more randomly) and reaches

a minimum. After that, since the false alarm is approaching to small values, hon-

est nodes start to agree more and the agreement rate reaches a maximum. Then

as missed-detection starts to grow, again the honest/honest agreement decreases(See

Equation (6.8)). The high trust score of the Always-Yes attackers in the context-

oblivious scheme results in significantly worse performance in terms of false alarm.

On the other hand, as seen from Figure 6.4(b), with our proposed context-aware

trust management, the honest nodes assign trust of zero to malicious Always-Yes

attackers and therefore can effectively mitigate those. In terms of honest/honest trust,

as described in Section 6.2.2.1, in our proposed context-aware scheme, the trust is

based on the minimum of the “Absent observations agreement” (see Equation (6.22))

and the “Present observations agreement” (see Equation (6.25)).

The agreement rate in the “Absent observations” increases as the threshold in-

creases and the false alarm approaches to zero. Oppositely, the agreement rate in the

“Present observations” first decreases as the false alarm rate decreases and reaches a

minimum. This is about the threshold where the final decisions of the honest nodes

are incorrect about half of the time and also the false alarm rate of the independent
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nodes (initial values from the honest nodes) is also about half. Therefore, the level

of randomness and inconsistency between decisions of the honest nodes is at maxi-

mum which results in a minimum in the agreement rate. Above this threshold, as

the false alarm rate is descending, the rate of agreement between the honest nodes

increases; however as the missed-detection rate grows also at higher thresholds, the

honest nodes begin to disagree with each other again and the agreement rate de-

creases again for higher thresholds. The final honest/honest trust is derived from the

minimum of Pr(agreeAh1,h2) and Pr(agreePh1,h2) which is shown with a green curve in

Figure 6.4(b).

Since the context-aware trust scheme successfully mitigates the Always-Yes nodes

by assigning zero trust to them, the false alarm rate sharply drops for the detection

thresholds above the average noise power (vertical black dashed line at -95.22 dBm.)

As expected and explained above, for a fixed detection threshold, the missed-detection

rate of the context-oblivious is lower than context-aware scheme. However, as dis-

cussed above, overall, the context-aware trust is superior.

Figure 6.5 shows the progress over time of the average of the trust scores that

honest nodes in the network assign to one typical Always-Yes node. For this simu-

lation we have fixed the detection threshold to -93 dBm, a middle threshold where

the average missed-detection and false alarm rates for the honest nodes is not at ex-

treme high rates. The simulation spans 4000 sensing rounds (8000 s) and during this

time the nodes are mobile. The results shown in this figure are from one example

simulation run (and not a Monte Carlo simulation.) The PU activity period is 800 s

and the duty cycle is 50%. As expected and seen in the plot, in the context-oblivious

trust scheme, the honest nodes increase the trust of the Always-Yes attacker when-

ever PU is active, which results in oscillation of trust score of the Always-Yes attacker

to high values when PU is present. This is the reason the context-oblivious trust is
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Figure 6.5: Average trust score of the honest nodes assigned to a typical Always-Yes
ISSDF attacker. Detection threshold = -93 dBm

not effective in mitigating Always-Yes attackers. In contrast, the proposed conserva-

tive context-aware trust which assigns the minimum of the absent trust and present

trust, successfully decreases the trust of the Always-Yes attacker from the initial trust

score (here set to 0.5) to zero and keeps it low and therefore effectively excludes the

malicious node.

In conclusion, in the presence of Always-Yes attackers, our proposed context-

aware trust management can successfully detect and exclude the attackers and as

the presented ROC curve reveals, it offers sufficiently low missed-detection and false

alarm rates at the same time.

6.3.2 Mitigating Always-No attack

Figures 6.6 and 6.7 show the comparison results for the scenario where 20% of the

nodes conduct Always-No attacks.
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Figure 6.6: Error rate analysis: 20% Always-No ISSDF attack and mitigation with
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scheme
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As can be seen from Figure 6.6(b), in terms of missed-detection error rate, the

context-aware trust strategy performs better than the context-oblivious trust strategy.

Always-No attackers broadcast falsified low sensing values to others in order to cause

missed-detections and they perform the attack regardless of the PU actual activity.

Adopting a context-oblivious trust management, as explained in Section 6.2.1, the

honest nodes will mistakenly increase the trust scores of the Always-No attackers in

the PU-Absent cycle (See Equation (6.11).) As a result, using the context-oblivious

trust management scheme, these attackers will not be detected correctly and when

PU becomes active again, the trusted attackers can cause missed-detections. On

the other hand, our proposed context-aware trust strategy will not get confused by

the fact that Always-No attackers are correct in the PU-Absent cycles, because the

observations are separated depending on the context. As described in Equation (6.33),
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in our proposed trust scheme, the honest nodes assign a score of zero to Always-No

attackers.

Figure 6.6(b) confirms that the adoption of the proposed context-aware trust

results in better performance in terms of missed-detection rate compared with the

context-oblivious trust management scheme. The performance gap is obvious in the

low threshold region, starting at around two orders of magnitude improvement in

missed-detection. As the threshold increases, the performance gap between context-

oblivious and context-aware trust schemes shrinks. This is because as the missed-

detection rate of the normal honest nodes increases at higher thresholds, the honest

nodes assign smaller trust scores to each other, and this artifact is indeed more serious

in the more cautious proposed context-aware trust scheme. The distrust between the

honest node is disadvantageous. In addition for higher thresholds, the Always-No

attackers are not as effective. Therefore, overall the context-aware trust is not better

than the context-oblivious for higher thresholds.

Figure 6.6(a) compares the false alarm rate of different schemes. Similar to the

case of the Always-Yes attack, here Always-No attackers have a counter-intuitive

positive side effect on the false alarm rate, meaning that since they broadcast low

values even when PU is absent, they will reduce the chance of false alarms in the

network. Therefore, as seen in Figure 6.6(a), the without trust case performs the

best, even better than the honest case. Also context-oblivious is slightly better than

context-aware trust as expected. Figure 6.7 compares the ROC curves of different

scenarios in the presence of 20% Always-No attackers. It is clearly seen from the

figure that the proposed context-aware trust management is significantly better than

the without trust and the non-cooperative cases.

Figure 6.8 depicts the agreement probability based on the analysis in Sections 6.2.1

and 6.2.2 and using average false alarm and missed-detection rates that are mea-
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Figure 6.8: Agreement probability under 20% Always-No ISSDF attack. (Vertical
dashed lines show the noise power.)
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sured from Monte Carlo simulations under 20% Always-No attackers. This analysis

of agreement rates helps us to better understand the effect of honest/attacker and

honest/honest trust on the resulting performance.

Figure 6.8(a) shows how the context-oblivious trust incorrectly assigns high trust

scores to the Always-No attackers as the agreement probability is high in all of the

PU-Absent cycles. Note that for very low thresholds, where false alarm is too high,

the trust score is low but as the threshold increases and the false alarm rate drops,

in a PU-Absent cycle, the Always-No attackers are consistent with the honest nodes

and as the duty cycle of PU is 0.5 their trust score approaches to 0.5. When the

threshold is too high and the missed-detection rate starts to increase, the trust of the

Always-No attackers increases even more because now the agreement between the

honest nodes and the attackers also occurs in the PU-Present cycles. On the other

hand, as seen from Figure 6.8(b), with our proposed context-aware trust management,

the honest nodes assign trust of zero to malicious Always-No attackers and therefore

can effectively mitigate those.

In terms of honest/honest trust, as described in Section 6.2.2.1, in our proposed

context-aware trust scheme, the trust is based on the minimum of the agreement rates

in the “Absent observations” (see Equation (6.22)) and the “Present observations”

(see Equation (6.25)). Figure 6.8(b) is very similar to Figure 6.4(b) as expected

since all of the malicious attackers are detected and excluded in both cases. The

same explanation for honest/honest trust holds here. When the false alarm rate is

very small and missed-detection is increasing for higher thresholds, the honest/honest

trust scores are dominated by high missed-detections in the “Present observations”

and therefore the honest/honest trust scores are decreased. In case of the context-

oblivious trust scheme the honest/honest trust scores are not affected as much since

the false alarm rate is very low at these higher detection thresholds (See Equation
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Figure 6.9: Average trust score of the honest nodes assigned to a typical Always-No
ISSDF attacker. Detection threshold = -93 dBm

(6.8).) As a result, at higher thresholds, because of the honest/honest distrust in

the context-aware trust scheme, its improvement is neutralized to some extent as we

showed in Figure 6.6(b).

Honest/honest agreement in the context-oblivious trust management (Figure 6.8(a))

oscillates a couple of times as the threshold increases: the minimum at low threshold

is due to the false alarm rate decreasing to about half (where the honest nodes make

mistakes more randomly) and the peak for higher threshold is due to the decrease of

the false alarm rate to zero. The Honest/honest agreement decreases afterwards due

to the increase in missed-detection rates in higher thresholds.

Figure 6.9 shows the progress over time of the average of the trust scores that

honest nodes in the network assign to one typical Always-No node. For this simula-

tion, similar to the one presented in Figure 6.5, we have fixed the detection threshold

to -93 dBm, a middle threshold where the average missed-detection and false alarm
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errors for the honest nodes is not at very high rates. The simulation spans 4000

sensing rounds (8000 s) and during this time the nodes are mobile. The results are

for one example simulation run. The PU activity period is 800 s and the duty cycle

is 50%. As expected, the context-oblivious trust increases the trust of the Always-

No attacker in PU-Absent cycles, which results in oscillation of the trust score of

the Always-No attacker to high values. This is the reason why the context-oblivious

trust is not effective in mitigating the Always-No attacks. In contrast, the proposed

conservative context-aware trust which assigns the minimum of the absent trust and

present trust, successfully decreases the trust of the Always-No attacker from the

initial trust score (here set to 0.5) to zero and keeps it low and therefore effectively

excludes the Always-No attacker.

6.3.3 Mitigating fabricating attack

Figures 6.10 and 6.11 show the performance analysis results of the proposed context-

aware trust scheme where 20% of the nodes are fabricating attackers. Figure 6.10

shows that the proposed context-aware trust scheme is superior to the context-

oblivious trust in terms of both false alarm and missed-detection. In addition, the

ROC curves in Figure 6.11 clearly show that the context-aware trust effectively mit-

igates the attack and performs significantly better than the without trust and the

non-cooperative scenarios.

Figures 6.12(a) and 6.12(b) depict the honest/honest and honest/attacker agree-

ment probabilities based on the analysis in Sections 6.2.1 and 6.2.2 and using the

average false alarm and missed-detection rates that are measured from Monte Carlo

simulations under 20% fabricating attackers.

Fabricating attackers always broadcast a fabricated value that is the opposite of

the true sensing measurement. Therefore, if an honest node does not make false alarm
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Figure 6.10: Error rate analysis: 20% Fabricating ISSDF attack and mitigation with
the proposed context-aware trust management integrated with the proposed DCSS
scheme
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Figure 6.11: ROC performance analysis: 20% Fabricating ISSDF attack and mitiga-
tion with the proposed context-aware trust management integrated with the proposed
DCSS scheme

or missed-detection mistakes, then in both of the PU-Present and PU-Absent cycles,

the node will be in conflict with a fabricating attacker. However, if the honest nodes

do make erroneous final decisions, then adopting the context-oblivious trust scheme,

they incorrectly increase the trust of the fabricating attackers (See Equation (6.9 in

Section 6.2.1.) The honest/fabricating agreement in the context-oblivious scheme

shown in Figure 6.12(a) confirms this fact: It is clear that for both high false alarm

rate (for low thresholds on the left) and high missed-detection rate (for high thresholds

on the right), the honest/fabricating agreement is increased. As a result the context-

oblivious trust scheme cannot mitigate the impact of the fabricating attackers in these

cases as the results shown in Figure 6.10 also confirm.

On the other hand, the proposed context-aware trust scheme, as shown in Fig-

ure 6.12(b), picks the minimum of the trust scores associated with “Absent observa-
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Figure 6.12: Agreement probability under 20% Fabricating ISSDF attack. (Vertical
dashed lines show the noise power.)
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tions” and “Present observations” to filter out the mistakenly high honest/fabricating

agreements at the two extremes of the threshold range. As a result, a small trust

score, close to zero is assigned to the fabricating attacker. The honest nodes may

be unreliable either because they are likely to make missed-detection errors (high

thresholds) or false alarm errors (low thresholds) but normally not both at the same

time. Therefore, by adopting the context-aware trust strategy, the honest nodes will

be able to detect the malicious behavior and to update the score of the fabricating

attackers correctly. Our proposed context-aware trust management scheme is more

cautious, by separating the observations in PU-Present and PU-Absent contexts and

picking the minimum of the two scores (See Equations (6.28) and (6.31).)

Figure 6.12(a) shows that the honest/fabricating agreement in the context-oblivious

scheme is about half when the false alarm rate is high (recall the duty cycle of PU is

0.5 here). Therefore, at the end of the PU-Absent cycle the attackers are consider-

ably trusted. Note that the trust is even higher for longer PU-Absent cycles where

essentially all of the observations in the observation vector are made in this cycle

and the H0 component in Equation (6.9) becomes the dominant component. In the

next cycle where PU becomes active, the trusted fabricating attackers highly affect

the performance and increase the missed-detection errors. In a nutshell, adopting the

context-oblivious strategy, for a given detection threshold where the false-alarm rate

of the normal nodes is high in PU-Absent cycle (and the missed-detection is low), the

missed-detection rate in the next PU-Present cycle will be affected and increased.

A similar phenomenon occurs in a transition from a PU-Present cycle to a PU-

Absent cycle. If the missed-detection rate of the honest nodes is high in a PU-

Present cycle, using the context-oblivious trust scheme, the trust of the fabricating

attackers is increased. Figure 6.12(a) shows that for higher thresholds where the

missed-detection rate is high, the honest/fabricating trust increases. Transitioning
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to the next PU-Absent cycle, these highly trusted fabricating attackers now cause

an increase in the false alarm rate. In the middle thresholds, where both of the

false alarm and missed-detection rates of the honest nodes are low, the honest/honest

trust of the context-oblivious scheme is higher than that of the context-aware scheme

(because the context-aware scheme is more conservative in trust assignment). As a

result, in those middle thresholds, the context-oblivious trust scheme performs slightly

better than the context-aware scheme in terms of missed-detection rate as shown in

Figure 6.10(b).

Next, we explain the features in the context-oblivious curves in Figure 6.10 us-

ing the honest/honest agreement analysis presented in Figure 6.12(a). Looking at

Figure 6.10(a), at low detection thresholds, the false alarm rate of the honest nodes

is close to one and the missed-detection is close to zero (that is almost all of them

make false alarm mistakes and do not make missed-detection errors). Thus the honest

nodes are very likely to be in agreement with each other (See Equation (6.8).) As

the threshold increases, the false alarm rate decreases and this is where the honest

nodes start to disagree with each other and assign low trust scores to each other.

Since these trust scores are used in the PU-Present cycles, the distrust between the

honest nodes causes the missed-detection rate to increase (note that at these thresh-

olds honest/fabricating trust is high as described above). When the false-alarm rate

approaches half, the honest nodes disagree with each other the most and assign the

lowest trust scores to each other. This marks the local minimum in honest/honest

agreement probability in Figure 6.12(a) and the peak in the missed-detection curve

of context-oblivious scheme in Figure 6.10(b) at around -94 dBm.

Moving to higher thresholds, since the false alarm is decreasing, the honest nodes

once again start to agree more in the PU-Absent cycle and therefore they assign

higher trust scores to each other which results in lower missed-detection rate in PU-
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Present cycles (note that at these thresholds honest/fabricating trust is also decreas-

ing). This counter-intuitive decreasing trend in missed-detection rate continues to the

point where the increase in missed-detection due to the increase in threshold simply

dominates the decreasing trend due to increasing trust between the honest nodes.

Therefore, the overall trend now becomes increasing which is an intuitive trend. At

higher thresholds where the missed-detection of the honest nodes is higher, the hon-

est/honest agreement decreases again and the honest nodes assign lower trust scores

to each other and assign higher trust scores to the fabricating attackers which results

in an increase in the false alarm rate as shown in Figure 6.12(a).

In conclusion, as we showed by the presented simulation results, the proposed

context-aware trust score is essential in the case of fabricating attack as well.

6.3.4 Improvement of detection threshold dynamic range with

trust

Figure 6.13 compares the ranges of detection thresholds that satisfy different operat-

ing regions in terms of missed-detection and false alarm rates for different scenarios.

Under 20% fabricating attack, the context-aware trust helps to maintain the dynamic

range of detection thresholds to approach to the honest case. In contrast, without

trust management, the 20% fabricating attack affects the network significantly; as a

result, even the most relaxed operating region of 10−1 error rate cannot be achieved,

regardless of the detection threshold. The presented results confirm the significance

of integration of the proposed trust scheme into the cooperative spectrum sensing.

6.3.5 Comparing different trust initialization strategies

In Figure 6.14, we show the results of an experiment where we compare the perfor-

mance for a 40% Always-Yes attack scenario with different trust initialization strate-
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Detection Threshold (dBm)
-96 -94 -92 -90 -88 -86 -84 -82

PMD, PFA<10-1

PMD, PFA<10-2

PMD, PFA<10-3

(a) Honest network

Detection Threshold (dBm)
-96 -94 -92 -90 -88 -86 -84 -82

PMD, PFA<10-1

PMD, PFA<10-2

PMD, PFA<10-3

(b) Under 20% fabricating attack: With context-aware trust

Detection Threshold (dBm)
-96 -94 -92 -90 -88 -86 -84 -82

PMD, PFA<10-1

PMD, PFA<10-2

PMD, PFA<10-3

None of the operating
regions is realizable w/o trust

(c) Under 20% fabricating attack: Without trust

Figure 6.13: Range of detection thresholds to realize desired operating regions in
terms of PMD and PFA
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w/ context-aware trust, init. to 0
w/ context-aware trust, init. to 0.5

Figure 6.14: False alarm performance analysis: 40% Always-Yes ISSDF attack and
mitigation with the proposed context-aware trust management with different trust
initialization strategies

gies. We observe that in particular for severe attacks like this scenario, the cautious

zero trust initialization strategy is significantly superior to the trust-then-verify strat-

egy that was discussed in Section 5.2.1. We have used the zero trust initialization for

all of the experiments in this chapter.
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Figure 6.15: ROC performance analysis: Variable percentage of Always-Yes ISSDF
attackers and mitigation with the proposed context-aware trust management inte-
grated with the proposed DCSS scheme, dashed: w/o trust, solid: w/ trust

6.3.6 Attack severity

We analyze various levels of attack severity and evaluate the improvements by our

proposed context-aware trust management scheme in those scenarios. Figure 6.15

shows the ROC results for an Always-Yes attack scenario where we vary the per-

centage of the attackers in the network from 10% up to 60% of the network. Our

proposed trust-aware scheme outperforms the schemes that are not trust-enabled in

all of the scenarios including the case where the majority of the SUs are malicious

(See the ROC curve corresponding to 60% ISSDF).
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6.3.7 Dynamic attacks

In this section, we analyze the performance results of the scenario where the nodes

show dynamic behavior in that a subset of the honest nodes become malicious at

some time after the start of the simulation. We assume at the beginning of each

Monte Carlo simulation that 10% of the nodes are malicious, and during the time of

the simulation another 10% of the nodes become malicious as well. Therefore, at the

end of a Monte Carlo simulation run, in total 20% of the nodes are malicious.

Figure 6.16 shows the average false alarm and missed-detection rates of the hon-

est nodes in the network under this dynamic attack scenario. There is a significant

improvement in comparison with the without trust case. The non-cooperative and

the honest scenarios are also shown for comparison. Comparing Figure 6.16 with the

previously shown Figure 6.10 for the static attack scenario reveals that as expected

the dynamic attackers are harder to mitigate and therefore there is a performance

loss in comparison with the static attack scenario. In particular, note that for very

high thresholds, where the honest nodes have high missed-detection rate and the hon-

est/honest agreement (trust) degrades, the dynamic attackers can be more effective

and as a result they can increase the false alarm rate in that high threshold region.

Nevertheless, this region is not of interest due to the high missed-detection rate.

In conclusion, with the proposed context-aware trust management scheme combined

with the trust-weighted outlier detection, there is a range of detection thresholds

where both missed-detection and false alarm rates are sufficiently small (in the 10−3

range) while this is not possible with out trust management.
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(a) Probability of false alarm
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Under attack, w/o trust
Under attack, w/ context-oblivious trust

(b) Probability of missed-detection

Figure 6.16: Error rate analysis: Dynamic fabricating ISSDF attack and mitigation
with the proposed context-aware trust management integrated with the proposed
DCSS scheme
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6.3.8 Scalability analysis

In the experiments presented in this subsection, we analyze the scalability of the

proposed DCSS scheme with integrated context-aware trust management in terms of

network density and also in terms of the distance of the SU network from the PU

transmitter. Figure 6.17 shows the scalability analysis results for variable density for

a fixed detection threshold of -94 dBm. We consider a 20% fabricating attack and

analyze the scalability in different scenarios. Here the size of the location area is fixed

(the same as the area size in the previous experiments in this chapter as described in

Table 6.1), but the number of SU nodes is varied from only 5 nodes up to 50 nodes.

Therefore, we consider a variety of scenarios from a sparse SU network to a dense SU

network.

For a higher SU network density, there are more nodes in the neighborhoods and in

general there is more diversity in the network that can be exploited by cooperation. As

a result, both PMD and PFA is improved when the density of the network is increased.

However, when the density is increased, attackers also have a better opportunity to

propagate their falsified values in the network and therefore they can increase their

impact. This is apparent in Figure 6.17(a), where the false alarm rate is greater for

higher network density when trust is not enabled. In contrast, the context-aware trust

management limits the impact of the fabricating attackers and therefore, increasing

the density of the nodes has significant benefit as the diversity is increased.

Figure 6.17(b) shows that in the PU-Present cycles where the fabricating attackers

broadcast low values to cause missed-detection, even without trust, increasing the

density of the network improves the missed-detection performance. Similar to the

PU-Absent case, the attackers can propagate their falsified values (low values in this

case) better in a denser network; however, the results imply that in the PU-Present

cycles, the advantage of having higher diversity in the network, is stronger than its
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disadvantage. As a result, the missed-detection rate decreases as density increases

even when trust in not enabled. In terms of both false-alarm and missed-detection,

our proposed trust-aware DCSS scheme scales well with the network density and can

effectively mitigate the attacks.

In Figure 6.18, we analyze how our trust-aware DCSS scheme scales with the dis-

tance between the SU network and the PU transmitter for a fixed detection threshold

of -94 dBm. Keeping a fixed noise level for all scenarios, increasing the PU distance

means a decrease in the average received signal to noise ratio by the SU nodes. As a

result, we expect to achieve a higher missed-detection rate for greater distances for a

fixed detection threshold. This can be seen in the results shown in Figure 6.18. Note

that the false alarm rate does not change with a variable distance from PU since the

false alarm errors only occur when the PU is absent and the noise level is also fixed

here. Thus, here we only analyze the effect of distance on the missed-detection rate.

The figure also shows that the proposed trust management scheme scales well with

the distance to PU and regardless of the distance, it successfully mitigates the attack.
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(a) Probability of false alarm
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(b) Probability of missed-detection

Figure 6.17: Performance analysis for variable SU network density. Attack: 20%
fabricating attackers. Detection threshold = -94 dBm
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Figure 6.18: Probability of missed-detection for variable distance to the PU trans-
mitter. Attack: 20% fabricating attackers. Detection threshold = -94 dBm

6.3.9 Mitigating primary user emulation attack

As mentioned in Chapter 2, primary user emulation (PUE) [57] is another impor-

tant attack that has been considered for spectrum sensing. This attack is different

in nature from the spectrum sensing data falsification attack (SSDF). In this at-

tack, an adversary (that can be an outsider or insider) tries to mimic the primary

user to increase false alarms. For example, in a silent period when all of the SU

nodes must remain silent and only sense the channel, the PUE attacker may transmit

with similar characteristic of the PU to pretend the PU is present. The mitigation ap-

proaches that have been proposed in the recent literature to alleviate the PUE attacks

include the following methodologies: Location based (distance difference test) [59],

encryption/authentication schemes [60–62], feature detection [63], radio fingerprint-

ing [64,65].

The problem of mitigating PUE attacks is orthogonal to the SSDF attack mitiga-
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tion; nevertheless, it is interesting to see how our proposed trust-aware DCSS scheme

behaves in the presence of a PUE attacker. We anticipated that a trust-aware co-

operation scheme must be helpful in mitigating a PUE attack since by exploiting

the spatial diversity, the nodes may be able to compensate for the PUE malicious

behavior.

In order to investigate this scenario, we designed an experiment where we added a

stationary PUE attacker located in the middle of the square location area where the

SU network resides. Figure 6.19 depicts a PUE attack. We assume a fixed range for

the PUE attacker but consider a variable transmit power for it. We run Monte Carlo

simulations to analyze the average false alarm rate of the SU nodes in the presence

of the PUE attacker when the actual PU transmitter in inactive. As it is clear from

Figure 6.20 with the proposed trust management the false alarm rate can be reduced

considerably. Therefore, although specific defense schemes must be implemented to

mitigate the PUE attacks (as they are different in nature from the SSDF attacks),

our results show that for a cooperative spectrum sensing, trust management is helpful

in alleviating the PUE attacks. The proposed trust management scheme essentially

helps to prevent the propagation of the incorrect information about the PU presence

in the network.
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Figure 6.19: Primary User Emulation (PUE) attack. PUE attacker transmits to
mimic the PU.
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Figure 6.20: SU network under PUE attack and mitigation with proposed trust-aware
DCSS scheme. Detection threshold = -90 dBm



Chapter 7

Conclusions and Future Work

7.1 Conclusions

In this thesis, we present a novel trust-aware consensus-inspired scheme for distributed

cooperative spectrum sensing that is low-overhead and robust against malicious Insis-

tent Spectrum Sensing Data Falsification (ISSDF) attackers or non-malicious faulty

nodes. The proposed equally-weighted linear iteration-based scheme is a low-cost

method for mobile ad hoc networks because it does not require the nodes to have any

topology knowledge.

Following the proposed low-overhead cooperation scheme, the secondary users at

each iteration solely listen and count the number of received messages from the other

nodes (in their radius) and average the values to update their estimate of the received

power from the primary user. The existing consensus-based DCSS schemes, on the

other hand, require the nodes to run a network/neighbor discovery phase at each

sensing round before they can update their values according to the received values

from the other nodes. The elimination of the network/neighbor discovery phase in our

proposed DCSS scheme significantly reduces the complexity and therefore makes this

method more cost-efficient. With extensive Monte Carlo simulations, we show that,
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despite its simplicity, the proposed scheme is as effective as the other more complex

consensus-based methods in terms of performance enhancement through cooperation.

We propose a distributed context-aware trust management scheme to enable the

secondary users in a cognitive radio ad hoc network to effectively mitigate ISSDF

attackers (or faulty non-malicious nodes) in dynamic and realistic scenarios. Our

proposed trust scheme ensures a safe cooperation between the secondary users in the

presence of malicious (faulty) behavior.

The distributed trust scheme equips each node in the network with the capability

of tracking the observations from its neighbors in sliding observation vectors. Each

node maintains two sliding observation vectors for each of the other nodes that it

has interacted with: One vector corresponding to the PU absent context and one for

the PU present context. As a result, the observations made in different contexts are

separated and as we show they work more effectively towards a correct trust score

evaluation. In particular each node takes a conservative approach and assigns the

lowest of the two trust scores associated with the two observation vectors. This tech-

nique guarantees the detection and exclusion of the malicious nodes in the network.

As a results even large sets of the attackers can be mitigated through the proposed

trust management.

Theoretical analysis on the agreement probability between the nodes (which de-

termines the trust scores) is presented. Furthermore, we evaluate our proposed trust

management scheme in the presence of different types of ISSDF attackers, includ-

ing Always-Yes, Always-No and fabricating attackers, through extensive Monte Carlo

simulations. In addition, various severity levels are considered. The performance

results are shown to significantly improve the resilience of the DCSS scheme to ma-

licious behavior in the network where the primary transmitter dynamically becomes

active and inactive. We show the scalability of the proposed scheme by varying the
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distance between the SU network and the PU and also by varying the density of the

network (the number of SU nodes in a fixed location area size.)

Moreover, we study dynamic attacks where a subset of honest nodes in the network

become malicious (or faulty) while the network is in operation. The main complication

of this dynamic behavior is that a node which has been honest and therefore has

gained high trust by the other honest nodes, suddenly starts to broadcast malicious

falsified data in order to cause errors. This type of attack is harder to mitigate because

the new ISSDF nodes abuse their initial high trust score to have a high impact on

the final decisions of the honest nodes. We introduce trust-aided outlier detection

as another layer of defense to our proposed trust management scheme. Our scheme

is low-overhead as it is only based on comparison among the received values that

are weighted by their current trust scores. When combined with our proposed trust

management, this technique can effectively neutralize the dynamic attackers.

We show that integration of our trust management with the proposed equally-

weighted consensus-based scheme improves the performance in terms of missed-detection

and false alarm error rates by two orders of magnitude and higher. Furthermore, we

show that adopting the proposed trust scheme increases the dynamic range of the sup-

ported sensitivity thresholds of the cognitive radio devices and therefore can reduce

the cost and enhance the flexibility of the cooperative system.

7.1.1 Applications and market

While in this work, we focused on TV whitespace scenario as an example application

for dynamic spectrum use, the proposed trust-aware cooperative sensing enables other

spectrum reuse application scenarios including cellular networks and other wireless

services such as smart grid communications [123] and it is anticipated to have a key

role in the Internet of Things paradigm.
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Licensed spectrum reuse and sharing in mobile broadband is an increasingly im-

portant and promising tool in enabling efficient spectrum use. In such a scenario, a

mobile network operator can share spectrum from another type of primary user such

as military or broadcast auxiliary services [124]. In addition, deployment of small cells

is considered as an effective approach to satisfy the growing demand of broadband

mobile traffic. A robust cooperative spectrum sensing scheme enables the secondary

users in a small cell to detect the activity and avoid interfering with the primary users

in macro cells. As a result temporally or spatially unoccupied spectrum is reused by

small cells [125].

Another example of spectrum sharing in cellular networks includes the scenario

where a single operator with several radio access networks dynamically distributes

and shares its frequency bands between its access networks [126]. Moreover, different

mobile network operators may agree on a spectrum sharing protocol where they can

reuse the licensed spectrum of each other when needed based on either an opportunis-

tic non-interference basis (similar to the paradigm considered in this thesis) or on the

basis of priorities and pricing strategies. As a result of flexible spectrum sharing, the

network operators will be able to offer better throughputs to their customers and as

a result make higher revenues. Of course in addition to technical challenges, making

policies in terms of pricing and guaranteeing predictable quality of service levels to

all customers are non-technical challenges that need to be solved.

The main difference between TV whitespace scenario considered in this thesis and

the cellular scenario is that in the former the PU receivers (TV receivers) are passive

and therefore their locations are unknown to the secondary users. As a result, the

secondary users have to remain silent as soon as there is a downlink transmission

from the PU transmitter (in this case TV station). Note that a secondary user might

be in a location where no TV receiver can hear it but since this information is not
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available, the secondary user must always be cautious and avoid using the channel in

such a scenario.

In contrast, in cellular networks scenarios, where the communication is bidirec-

tional, it is possible for secondary users to determine whether or not there are PU

transceivers in their vicinity that can get interference. Therefore, the secondary

network can use the fact that not all users would be interfering with the primary

transceivers. At each point of time, there can be zones where communication oppor-

tunities are available. In this case, local cooperation among smaller neighborhoods

can be sufficient to identify the free zones. A cellular scenario is of course different in

other characteristics such as power profile, path loss, and fading (depending on the

environments) which in turn can affect the required number of cooperative iterations

and detection threshold settings.

7.2 Future work

The ideas presented in this thesis, have applications beyond the studied problems in

this work. The explored methodology in this thesis enables new research directions

including the following anticipated lines of works:

• The proposed trust-aware distributed cooperation scheme in this thesis pro-

vides a general framework for any distributed detection application with binary

outcome. In this work, we studied the problem of spectrum sensing where

the binary decision is about the PU activity( presence or absence.) Other dis-

tributed applications where a set of endpoints in the network cooperate to make

a binary decision can use the same platform that is proposed and implemented

in this thesis. A wide variety of applications can take advantage of the proposed

methodology, including sensor networks, IoT networks, P2P distributed systems
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among others. Obviously, for each application a set of new application-specific

parameters will be introduced in the system model. For example the unreli-

ability of the normal nodes in the spectrum sensing application is originated

from high noise or deep shadows. In other applications, different unreliability

sources may exist; however, the same approach in making observations based

on comparison of final cooperative decisions and reports from the other nodes

can be exploited.

• Our proposed trust-aware DCSS scheme enables a cognitive radio ad hoc net-

work to correctly detect spectrum holes in a distributed way. The next step for

the cognitive radios, after a successful cooperative spectrum sensing is to actu-

ally share and use the spectrum. In order to share and use the spectrum, the

nodes participate in medium access and routing protocols. Adversarial behavior

in these protocols from malicious or selfish nodes has been conventionally miti-

gated with trust management techniques. An interesting research direction is to

study the use of trustworthiness scores of the secondary users that is derived in

the spectrum sensing phase as a basis for the trust evaluations in the spectrum

use phase. The detected malicious users can be punished in the spectrum shar-

ing phase for example by getting less chance or no chance to use the spectrum.

This will provide a way to offer incentive for the nodes to behave well in the

spectrum sensing. The trust in the spectrum sharing phase can also be used

as a basis in the spectrum sensing phase. We anticipate that the outcome of

malicious behavior detection enabled by our proposed trust management will

be beneficial for enhancing the overall spectrum usage efficiency and fairness.

A valuable research direction will include the exploration of a single trust man-

agement scheme that combines the evaluations from both sensing and sharing

phases in a cognitive radio ad hoc network.
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• In order to avoid any interference with the primary user of a spectrum band, the

secondary users are required to perform real-time spectrum sensing in a high

time resolution. As a result, large amounts of sensing data is being produced

by cognitive radio devices. Our proposed trust-aware DCSS scheme enables

the secondary users to reliably detect the activity of the primary user. There-

fore, the acquired reliable sensing data is anticipated to have useful information

about the patterns in the PU activity over time and frequency. This is essen-

tially a data analysis problem where the outcome can be exploited as a prior

information about the PU activity, which can be augmented to the real-time

sensing capability of the secondary users. The continuous data analysis can

be done in a centralized manner where it is frequently updated to stay cur-

rent. The resulting methodology can replace the currently used geo-location

database paradigm. The existing spectrum availability geo-location database

approach is not scalable since the databases are not updated automatically;

thus, the databases can be easily outdated which result in spectrum usage inef-

ficiency. The continuous data analysis approach is anticipated to be beneficial

in increasing the efficiency and cost of detecting the spectrum holes.
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