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ABSTRACT
Distributed control protocols routinely have to operate obliv-
ious of dynamic network information for scalability or com-
plexity reasons. However, more informed protocols are likely
to make more intelligent decisions. We argue that proto-
cols can leverage dynamic congestion information without
suffering the mentioned penalties. In this paper we show
that routers can readily exchange congestion information in
a purely passive fashion using congestion markings from ex-
isting traffic. As a result, each router can locally infer a con-
gestion map of the network. Moreover, the maps are con-
tinuously updated with near real-time information. Our so-
lution for building the congestion maps leverages standard-
ized and widely used congestion management protocols and
does not require changes to end hosts. We find that 90% of
the time, the inference accuracy is usually within 10% even
for environments with multiple congestion points and sud-
den changes in the traffic pattern.

1. INTRODUCTION
Distributed control protocols have to routinely make deci-

sions without the help of dynamic network information. In
many cases this is due to scalability concerns, the burden
of introducing additional complexity or the need to maintain
backward compatibility. However, having more informed
network protocols can lead to more intelligent decisions. Our
novel proposition is that dynamic congestion information
can be gathered without the mentioned drawbacks. Leverag-
ing dynamic congestion information needs to consider chal-
lenges such as the potential for oscillations or instability
which are inherent in using dynamic data. However, this
behavior is application dependent. In this paper we focus on
efficiently and accurately distributing dynamic router level
congestion information in the network and using it for infer-
ring network-wide congestion information.

The existence of congestion is an important indicator of
the health of a network. Congestion indicates a severe degra-
dation of the service level provided by the network and even
a possible danger to the stability of the basic routing func-
tionality [21]. Several distributed router level algorithms can
benefit from dynamic congestion information. For exam-
ple, IP fast-reroute algorithms [16, 15, 22] can leverage con-

gestion information when computing and choosing backup
paths or if they monitor the effect of their routing decision.
Automated verification mechanisms that use multiple van-
tage points to verify the correct functioning of routers [19,
13, 24] can use congestion information to reason whether
packet loss was caused by congestion or by errors in protocol
implementations. Distributed traffic engineering algorithms
[12] can leverage congestion information to balance the load
in the network.

Any solution designed to provide dynamic congestion in-
formation to distributed router level algorithms must satisfy
a number of important requirements. First, solutions must
scale with respect to both the network size and the conges-
tion information update rate. Second, solutions must be ro-
bust to various network conditions. For example, the pres-
ence of multiple congested routers should have little impact.
Third, solutions should be accurate. Today, accurate results
can be obtained if congestion information is periodically re-
trieved from routers, using a network management protocol.
Unfortunately, these methods are neither scalable nor robust.
They are not scalable for large network sizes or high update
rates because these scenarios significantly increase the over-
head the solutions add to the network. These methods are not
robust because during congestion periods messages can get
lost or suffer from multiple timeouts. The lack of a scalable
and robust method for distributing dynamic congestion in-
formation to routers is an important shortcoming that could
reduce the effectiveness and the adoption likelihood of use-
ful network level algorithms. The absence of such a method
often forces researchers to make unrealistic assumptions that
completely ignore the effects of congestion. For example,
IP fast re-route algorithms are not currently concerned with
congestion [16, 22] even though it is well known that their
decisions affect and are affected by the congestion in the net-
work [22].

In this paper we show that a network-wide congestion
map can be inferred with no network traffic overhead, min-
imal infrastructure changes and little demand on routers by
leveraging congestion marking from existing traffic. The key
insight in obtaining a network-wide congestion map is com-
bining several standardized and widely used protocols. First,
explicit congestion notification (ECN) and active queue man-
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agement (AQM) algorithms allow the inference of aggre-
gate, path level congestion severity information. We use
marking probability as a measure of congestion severity. Sub-
sequently, routing information can be used to break down the
path level information to obtain detailed, link level conges-
tion location and marking probability. In practice, several
factors can cause measurement inaccuracies. We construct
an analytical model that quantifies the effect of the most im-
portant factor, the method receivers used to echo congestion
markings back to sources. Based on the analytical model,
we derive two solutions for obtaining congestion estimates.

Our solutions are scalable. Extra traffic is never added into
the network and the demand on the routers is low. Moreover,
we show that good results can be obtained even for update
intervals of only a few seconds. The reason is the reliance on
existing traffic which allows the maps to be continuously up-
dated with near real-time information. The solutions are ro-
bust. We test our solutions with simulations on network en-
vironments with several congestion points and sudden vari-
ations in the traffic pattern. We are able to show that even in
these scenarios our solutions can infer congestion multiple
hops away with good accuracy: 90% of the time the infer-
ence accuracy is usually within 10%. We also show that our
solutions are resilient to other factors such as packet lossand
variable transmission delays. Also, our solutions can be in-
crementally deployed and do not require changes to either
current protocols or to the end-hosts.

The rest of the paper is organized as follows.§2 describes
our assumptions and an overview of the solution.§3 presents
the process of inferring aggregate path level congestion esti-
mates.§4 discusses the construction of the congestion maps
and their properties. In§5 we evaluate the accuracy of our
approach. We discuss additional issues in§6 and present re-
lated work in§7. We finally conclude in§8.

2. OVERVIEW

2.1 Prerequisites
In this paper we focus on a single autonomous system

(AS) since most decisions made by operators or routers are
confined to this environment. We presume that routers use
an AQM algorithm [10, 4, 8] and that explicit congestion
marking is employed by using ECN [20]. AQM algorithms
are widely deployed in routers, while ECN is the standard for
congestion marking in IP networks. We consider that routers
have the ability to compute the paths between any source and
destination pair in the network. This is usually the case with
link-state protocols. Link-state routing protocols are often
used today [18]. We consider that TCP receivers separately
acknowledge every data packet received. We defer the dis-
cussion of this assumption to Section 3.2.4. Our solution
uses only traffic local to the AS since inter-domain traffic
can contain congestion markings from other networks.

2.2 Background
An AQM enabled router can be augmented with the ability

to mark data packets instead of dropping them. Specifically,
the AQM algorithm [10, 4, 8] at a router computes a conges-
tion measure for the router’s outgoing links. This measure
varies from one algorithm to another. It can be as simple as a
function of the size of the router queue (e.g. RED [10]) or a
more complex expression based on incoming traffic rate and
available bandwidth (e.g. REM [4]). The router then marks
each outgoing data packet probabilistically, as a functionof
the congestion measure of the link they are sent on.

ECN [20] is the protocol that enables congestion marking.
It makes use of four bits in the packet headers: the ECN-
Echo (ECE) and Congestion Window Reduced (CWR) bits
in the TCP header and the ECT (ECN-Capable Transport)
and the CE (Congestion Experienced) bits in the IP header.
ECN capable packets have the ECT bit set. These packets
can be marked by congested routers by setting the CE bit.
When a TCP destination receives a packet with the CE bit
set it sets the ECE bit in the subsequent ACK and continues
to do so for all following ACKs until it receives a data packet
with the CWR bit set. The CWR bit is set by a TCP source
to signal a reduction in the size of the congestion window.
This can happen as a result of receiving an ACK with the
ECE bit set or for other reasons.

2.3 Definitions
We use the terms data path or forward path to refer to the

path taken by data packets and ACK path or reverse path to
refer to the path taken by ACK packets. We call a packet
with the ECE bit set amarked ACK packetand a packet with
the CE bit set amarked data packet. As explained, a TCP
receiver can mark multiple ACK packets as a result of receiv-
ing one marked data packet. Consequently, the sequence and
percentage of data packet markings can be modified when
the TCP receiver echoes the markings to the ACK packets.
We refer to this process as thealterationcaused by the TCP
receiver. While a TCP connection is typically bidirectional,
the ECN markings on the two halves of the connection are
independent because each TCP source can potentially send
data on different paths with different congestion severities.
Throughout this paper we also consider a TCP connection
as being composed of two standalone halves.

2.4 Overview of the Solution
Our solution allows a router to locally infer the congestion

severity of other routers in the network. In this paper we use
the marking probability as the representation of congestion
severity. A router that has calculated a link level marking
probability could obtain the corresponding AQM congestion
measure. However, that congestion measure is specific to a
particular AQM and its configuration whereas the marking
probability is a representation of congestion severity com-
mon to several AQM algorithms.

In our solution, routers first analyze the packet markings
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in the data and the ACK packets that they receive. The
analysis of data packet markings leverages the percentage
of marked data packets. The analysis of ACK markings
is based on the average size of the sequences of unmarked
ACKs. The data packet markings reveal the congestion en-
countered by the data packet on the path taken until the mo-
ment it is analyzed. The markings in the ACK packets re-
veal the congestion encountered by the corresponding data
packets on the entire forward path. From markings that re-
veal congestion about the same network path a router can
infer the aggregate marking probability on that path. Af-
ter computing path level marking probabilities, a router can
leverage hop level path descriptions derived from link-state
routing information. Link state routing information is reli-
ably disseminated into the network and is sufficient to allow
each router to compute the exact path that a packet takes
from a source to a destination. With both path level aggre-
gate marking probabilities and a hop level description of the
paths, aggregate marking probabilities for paths that are in-
creasingly shorter can be derived. Thus, link level marking
probabilities can also be computed with this approach. A
congestion map is composed of the union of all the marking
probabilities inferred by a router.

3. INFERRING PATH LEVEL CONGESTION
In this section we describe the first step towards obtain-

ing a congestion map of the network: the inference of path
level marking probabilities. Routers can obtain path level
marking probabilities from the analysis of packets describ-
ing congestion on a network path. Both the markings in the
data and the ACK packets are useful for inference. However,
the analysis of these two types of markings poses different
challenges. The data packet markings are exactly the mark-
ings set by routers. The challenge consists in designing a
method of aggregating the markings such that accurate and
unbiased estimates are obtained. The markings in the ACK
packets are not the markings set by the routers. They are the
result of the echoing performed by the TCP receiver. The
challenge is to design a method for inferring congestion es-
timates despite the alteration caused by the echoing protocol.
We start by tackling the more manageable problem of using
data packets for inference.

3.1 Inference Using Data Packets
To take advantage of the congestion markings in data pack-

ets a router needs to first choose an interval of time over
which a congestion estimate is computed. The length of this
interval can vary depending on the final use of the estimate.
We call this interval over which a marking probabilityesti-
mateis measured anestimation interval. We refer to it as the
EI. Only one estimate is computed for an EI and it represents
the average marking probability for a path for the whole in-
terval. Obtaining the estimates is not as straightforward as
computing the percentage of marked data packets received
during the EI. This is inadequate because packets are not

necessarily received uniformly. Brief periods with plentyor
no packets received are always possible. One cause for these
variations is the burstiness inherent in the use of TCP. There-
fore, the percentage of marked data packets received during
an EI is biased towards periods where bursts of data packets
are received. This bias is more pronounced as the length of
the EI increases. However, we desire the estimate to convey
an unbiased view of the marking probability. Ideally, a uni-
form sampling of the marking probability during an EI needs
to be performed. For this purpose we introduce a parameter
called thesampling interval. For brevity we call it theSI. All
markings received during an SI are aggregated to form one
sample. Figure 1 shows the relationship between the EI and
the SI. An SI is a subdivision of an EI. The use of the SI can
limit the bias described because every estimate is computed
by averaging over a number of periodic samples equal to the
ratio between the EI and the SI. The value of the SI should
be chosen based on the bandwidth in the network. A larger
SI may be required for a low bandwidth network in order to
obtain a number of packet markings comparable to a high
bandwidth network.

Figure 1: Sampling and estimation intervals

Figure 2: The use of marking history

The SI can, however, artificially separate a group of data
packet markings that describe the congestion on a path at the
same moment. To ensure that the meaning of the markings
is preserved, a data structure called themarking historyis
used. Each router maintains a marking history for each path
it measures the marking probability on. The marking his-
tory is a sliding bit vector that consists of the last markings
encountered in the data packets traversing the same network
path. Figure 2 shows a graphical representation of the use of
the marking history during an SI. Three data packets mark-
ings are received by a router. With every incoming packet,
the marking history is shifted one position to the right and
the marking from a new packet is added to the tail. After
each addition, the percentage of the bits set to 1 is computed.
These percentages are finally all averaged to obtain the sam-
ple. In a favorable case, when sufficient samples are received
every SI, using the marking history or directly computing the
percentage of marked data packets are expected to perform
similarly. When none or very few markings are received dur-
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ing an SI, the sample may not be inferred accurately. How-
ever, the router does know that not enough markings were
received. It can therefore signal that the inferred estimate
needs to be considered with caution.

3.2 Inference Using ACK Packets
In this section, we first demonstrate that simply using the

percentage of marked ACKs is inadequate. We then propose
two solutions: a basic solution applicable to environments
with low or moderate congestion and an improved solution
that can also be applied to severely congested environments.
We continue to use the concepts of estimation interval (EI)
and sampling interval (SI). The difference between ACK and
data packet analysis consists in the method used to compute
the sample. Because the markings in the ACK packets are
an altered version of the markings in the corresponding data
packets, a method is needed to account for the alteration.
Recall that the alteration consists in multiple ACK packets
potentially being marked by the TCP receiver as a result of
just one marked data packet.

Reference solution: To understand and evaluate any loss
in accuracy when dealing with the alteration, we propose
to compare against a reference solution that does not suffer
from alteration. This reference solution deals with the alter-
ation by removing its cause. It replaces the ECN echoing
algorithm with an alternative echoing scheme in which TCP
receivers mark an ACK if and only if the corresponding data
packet was marked. As a result, the inference method for
data packet analysis can now be extended to ACKs.

While the reference solution solves the alteration problem
recall that our goal is an approach backward compatible with
the ECN protocol and the end hosts. A natural attempt is
to leverage the percentage of marked ACKs similarly to the
data packet analysis. We next demonstrate that such a solu-
tion is not adequate using a theoretical model that quantifies
the effect of the alteration on the inference accuracy. We sup-
port our theoretical findings with experimental results. Our
solutions for ACK packet inference will become clear from
the understanding of the theoretical model.

3.2.1 The Percentage of Marked ACKs is Insufficient

Using the percentage of marked ACKs may result in an
overestimate of the marking probability. We next character-
ize the severity of this overestimation. The severity depends
on the congestion window of the flows and the real marking
probability. The larger the window, the greater the number of
ACKs marked due to a data packet being marked and thus,
the bigger the overestimate. However, the bigger the real
marking probability, the lower the overestimate since more
data packets are already marked. The focus of our theoret-
ical model is to compute a function that maps the inferred
marking probability to the window size and the real marking
probability when using the percentage of marked ACKs.

To start, letw be the window size (e.g.w packets are sent
every RTT), letp be the real marking probability andI be

the inferred marking probability. For illustration purposes
suppose thatw andp are fixed and that a large number of
packets are used for inference. Since we assumew to be
fixed, for each flow there will always bew consecutively
marked ACKs. These groups of marked ACKs are separated
by zero or more unmarked ACKs. ComputingI as the ratio
of marked ACKs will result in the formula:

I =
w

w + q
(1)

whereq is the average size of the groups of unmarked ACKs
present between groups of marked ACKs. For computingq
we use the following equation:

q =

∞∑

n=0

n ∗ (1 − p)n ∗ p =
1− p

p
(2)

This equation uses the probability of groups ofn unmarked
ACKs to appear in the flow, for any positive value ofn. A
simple substitution in (1) yields the final formula that char-
acterizes the overestimation:

I =
w

w + 1−p
p

(3)

We design an experiment to test the validity of the theoret-
ical model. We modify the TCP sources in the ns-2 simula-
tor to use a constant window size. For illustration purposes
we use a network consisting of one link. For each differ-
ent experiment we vary the real marking probability on the
link by changing the number of TCP flows started. For each
single experiment the marking probability is relatively sta-
ble because the constant window size sources are randomly
started. For computing the samples we use the method de-
scribed in Section 3.1. We set SI to 0.2s and EI to 30s.
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Figure 3: Inferred marking probability vs. real marking
probability and window size

Figure 3 plots the inference results of both the theoretical
(TH) and experimental (EXP) methods. The experimental
results support our theoretical findings. Note the severityof
the overestimation. For a window of 8 packets and a real
marking probability of 0.15 the inferred marking probability
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overestimates by a factor of 4. Therefore, using the percent-
age of marked ACK packets is not a satisfactory solution.

3.2.2 The Basic Solution

Using equations from the theoretical model, we develop
the basic solution for inference using ACK markings. (2)
provides a way to compute the real marking probabilityp.
Recall thatq is the average size of the groups of unmarked
ACKs. Note, however, that the equation includes the proba-
bilities for groups of unmarked ACKs of any size, including
size zero. Such groups appear when the CWR packet that
signals the TCP receiver to stop setting the ECE bit is also
marked. The basic solution does not use the groups of size
zero. Letqbasic be the average size of all groups of unmarked
ACKs larger than zero. Removing the groups of size zero re-
duces the fraction of the groups useful to the basic solution
to 1−p but does not change the number of unmarked ACKs.
Therefore, as (4) shows,qbasic simply becomes the inverse
of p. We useU to denote the number of unmarked ACKs and
G>0 andG≥0 to denote the number of groups of unmarked
ACKs larger than zero or including size zero. Ifqbasic or U
is 0 there is not enough information to compute a sample.
Routers can choose to fall back to using the previous sample
or consider the marking probability to be zero.

qbasic =
U

G>0

=
U

(G≥0)(1− p)
=

q

1− p
=

1

p
(4)

To leverage (4), routers monitor a number of flows during
an EI. The process is depicted in Figure 4. The groups of
unmarked ACKs and their sizes are counted. Finally,qbasic
can be computed andp can be trivially derived. Note that the
state required for the computation is small and comprised
only of simple counters. Moreover, we later show that only
a small number of flows need to be monitored.

Figure 4: The computation of a sample

Each EI is treated separately. Therefore, the set of mon-
itored flows from different EIs may not bear resemblance.
Flows are used for inference starting with the SI following
the SI where they are first encountered. To ensure that there
are flows usable in the first SI of an EI, routers first have a
training period at the beginning of each new EI. During this
period flows are monitored as in a regular SI, however, this
period does not count towards computing of the estimate.

Groups of unmarked ACKs can span multiple SIs. They
are counted in the SI where they end. Incomplete groups of
unmarked ACKs may be encountered at the start or end of
an EI. Such groups begin or end in a different EI. Since each
EI is treated separately, the correct size of incomplete groups
cannot be correctly measured and this can skew the results.
Thus, incomplete groups are not considered for inference.

The probability for a group of unmarked ACKs to be of
any size greater than zero is1 − p. Therefore, in scenarios
wherep is not close to 1, the basic solution can be applied
because a large number of groups can be available.

3.2.3 The Improved Solution

In environments prone to high levels of congestion the
number of groups of unmarked ACKs of size greater than
zero may not be enough to provide statistical significance. In
such scenarios a more accurate solution is desired. If groups
of size zero can also be accounted for, the inference can
make use of a significantly larger number of groups. This
is because groups of size zero appear with probabilityp and
therefore become predominant whenp is large.

Nevertheless, counting groups of size zero is not trivial.
A group of size zero can only be identified by tracking the
CWR packets and identifying their correspondingACKs. Con-
sequently, only routers that have access to both the data and
the ACK path of a flow can use this improvement. This how-
ever, does not require routing to be symmetric. If the first-
hop and last-hop router for a flow are unique, as is usually
the case, those routers will always be able to analyze both
data and ACK packets, irrespective of the degree of asym-
metry of the entire end-to-end path.

In our improved solution, a router remembers the sequence
numbers of the last byte of the CWR packets it observes in
the monitored flows. In the common case, only one CWR
packet per RTT is expected for a given flow and it can be
discarded after it is matched to the corresponding ACK. The
ACK corresponding to a CWR packet can be identified by its
sequence number which is the first value larger than the re-
membered value. If both the ACK corresponding to a CWR
packet and the previous ACK are marked, this signals the
presence of a group of unmarked ACKs of size zero. To en-
sure that every ACK packet can be checked against its cor-
responding data packet, for each flow, the sequence number
of the first detected data packet is stored and only the ACKs
with a greater sequence number are considered.

In a network with asymmetric routing, our improved so-
lution trades the number of routers that can use the method
for an improvement in accuracy. This improvement, makes
it suitable for a larger number of congestion environments
than the basic solution.

3.2.4 Effects of Delayed ACK

So far we considered a TCP receiver separately acknowl-
edges every packet. The delayed ACK algorithm [6] allows
a TCP receiver to briefly delay the acknowledgment of a re-
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ceived data packet so that up to two data packets can be ac-
knowledged at once. The congestion marking echoed in the
ACK packet becomes the logical disjunction of the mark-
ings in the two data packets [20]. This process alters the
number and sizes of the sequences of unmarked ACKs com-
pared to a TCP that does not use delayed ACK. We next per-
form a numerical analysis on the effect of delayed ACK on
our improved solution. We consider a very large number of
data packet markings set with some marking probability. An
ACK marking is created for every two data packets accord-
ing to the delayed ACK algorithm. Because many markings
are used, the improved solution can correctly infer the mark-
ing probability. This allows us to quantify theadditional
inaccuracy caused by using delayed ACK. The results are
shown in Figure 5. Note that even though the delayed ACKs
cause an overestimation in the inference, the severity of the
inferred marking probabilities for both cases is comparable.
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Figure 5: Numerical analysis on effect of delayed ACK

4. CONSTRUCTING THE CONGESTION MAP
In this section, we describe the building blocks used for

computing a detailed congestion map of the network and
then discuss the extent of the map’s coverage. We also present
potential challenges in computing the congestion map. Re-
call that the congestion map is composed of all marking
probabilities inferred by a router.

4.1 Building Blocks
The first building block is the set of path level marking

probabilities that a router can infer. These marking prob-
abilities can then be further broken down using the second
building block; a set of equations that directly result from
leveraging link state routing information.

For the sake of clarity, in this discussion we use the sim-
plifying assumption that the marking probability on a link is
constant. However, in practice this assumption is not neces-
sary. We use the sample network in Figure 6 to support our
explanations. Bidirectional links connect the routers. Rout-
ing is shortest-path and each link is labeled with its weight.
Unless otherwise stated, the route throughR5 is not used.
We useSij to denote the entire path that takes traffic from
some routerRi to some routerRj andPij to denote the es-
timate of the marking probability overSij . If Ri andRj are
neighbors,Pij = Lij , whereLij is the link level estimate.

The first building block is the set of path level marking
probabilities that a router can infer only from the analysis

of packet markings. The extent of this set depends on the
positioning of the router with respect to the traffic it mon-
itors, which traffic is monitored, and whether the basic or
improved solution is used. We characterize this extent by
discussing all possible scenarios that are useful in practice.
Each scenario is explicitly labeled with which solution it is
applicable to and which traffic is monitored.

Scenario 1 - Only data markings:A routerRi that ob-
serves only the data packets from the traffic sent by some
sourceRs can inferPsi. In other words,Ri will be able to
infer the marking probability on all the paths that carry data
traffic to it. In Figure 6, ifR0 andR1 send TCP traffic toR4,
then,R2 will be able to inferP02 andP12 = L12.

Scenario 2 - Only ACK markings - Using the basic solu-
tion: A routerRi that observes only the ACK packets from
the traffic between a receiverRd and a sourceRs can infer
Psd. In other words,Ri can infer the marking probability
over the entire forward path fromRs to Rd. In Figure 6,
consider thatR0 sends traffic toR4 usingR1 as a next hop
but the reverse ACK traffic goes throughR5. In this case,
from the analysis of the ACK packets,R5 infersP04.

Scenario 3 - ACK and data markings - Using the basic or
improved solution:A routerRi that observes both the ACK
and data packets sent between some senderRs and some
receiverRd can infer bothPsi andPsd. Psi can be computed
as described in the first scenario.Psd can be computed by the
basic solution as in the second scenario and by the improved
solution by matching the information from both ACK and
data packets. In our example suppose there is traffic from
R0 toR4 and it is taking the route throughR1. R1 can infer
P01 by analyzing the data packets andP04 with the help of
the ACK packets.

R0 R1 R2

R3

R5 R6

R4

1 1

1

1

1

112

Figure 6: A sample network

All scenarios described above regularly appear in practice.
Let Fwdsd andRevsd be the set of routers on the forward
path and the reverse path for traffic generated byRs for Rd.
If Ri ∈ Fwdsd

⋂
Revsd then Scenario 3 applies. If routing

is asymmetric, then, a router can possibly find itself on either
a data path or an ACK path for which it is neither source nor
destination. IfRi ∈ Fwdsd \Revsd Scenario 1 applies. If
Ri ∈ Revsd \ Fwdsd Scenario 2 applies.

The second building blockfor computing a detailed con-
gestion map of the network is the method used for breaking
down the inferred aggregate path level marking probabili-
ties. Link-state routing information plays a vital role in this
process. Using link-state information, a router can compute
the set of links that are part of the paths for which the mark-
ing probability has been inferred. This knowledge can help
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to further break down marking probabilities to describe in-
creasingly shorter portions of a path. We can formally rep-
resent these ideas as follows.

A routerRi can compute the link or path level estimate
Pjk if it knowsPtj andPtk (t = i usually, but not necessar-
ily), andStj is a strict subset ofStk:

Ptj + (1 − Ptj)Pjk = Ptk → Pjk =
Ptk − Ptj

1− Ptj

(5)

A similar equation can be derived ifPjt andPkt are known,
andSkt is a strict subset ofSjt:

Pjk =
Pjt − Pkt

1− Pkt

(6)

To exemplify the use of the formulas, consider the third
scenario described, wherePsi andPsd are inferred. Using
(5) a router can computePid. For example, fromP01 and
P04 a router can deriveP14. In other words, in the third
scenario,Ri can now obtain the marking probability on both
the paths carrying traffic to it and away from it.

In (5) we considered that ifStj is a strict subset ofStk then
Ptj ≤ Ptk. However, this inequality may not always hold in
practice. For example, ifSjk is uncongested then the values
of Ptj andPtk should be equal. In practice, small differences
will appear. Possible reasons are routers choosing different
flows to monitor or considering the same markings as part
of different SIs. In all these cases, if the quantityPtk −
Ptj is negative then zero should be used instead. The same
argument applies to (6).

4.2 Extent of Congestion Map Coverage
All-to-all traffic pattern: When traffic is flowing between

every pair of routers in the network (all-to-all traffic pattern)
a routerRi’s congestion map contains estimates for all links
that carry data traffic to and away fromRi. SinceRi is the
first hop for a number of flows, it will receive both the data
and ACK packets from them. Therefore, it can use Scenario
3 to compute an estimate for the paths to all other routers
in the network. (5) and (6) can then be used to calculate the
link level estimates. The all-to-all traffic pattern is verycom-
mon today. For example, a large number of networks deploy
routers to aggregate traffic from entire cities, and there is
usually traffic flowing between any two cities.

The limit of the coverage: A congestion map may not
always contain all link level marking probabilities. One case
is when markings from a link never reach a router that per-
forms the inference. For example, the link (R3, R4) never
carries packets from flows that reachR0, since it is not on the
shortest path fromR0 to any other router. Therefore,R0 will
not be able to inferP34 = L34. To analyze what percent-
age of the link-level marking probabilities can be inferred
in practice, we analyze the following real network topolo-
gies: Internet2, TEIN2 (Trans-Eurasia Network), iLight (In-
diana’s Optical Network), GEANT (European research net-
work), SUNET (Sweden) and NLR (National LambdaRail).

We find that if an all-to-all traffic pattern exists, on aver-
age, the congestion map of a router from NLR, Internet2
and GEANT contains around 60% of the link level mark-
ing probabilities. However, since the remaining links cannot
carry traffic to the inferring routers under the current rout-
ing protocol configuration, they will likely be less useful to
those routers. If the links begin to carry traffic, their con-
gestion level can be quickly inferred. Moreover, the maps
of the routers from TEIN2, iLight and SUNET contain on
average 91%, 94% and 95% of the link level probabilities.
In these cases, a hybrid approach that also leverages polling
can fill the missing link level marking probabilities because
the percentage of links that require polling is very small.

A second case where maps may not contain all link level
marking probabilities concerns traffic patterns that are not
all-to-all. In these cases some path level marking probabili-
ties cannot be completely broken down into link level prob-
abilities. This can happen, for example, when one of the
routers on some path is not the first hop for any traffic that
reachesRi. In our example, supposeR0 only sends traffic
toR5 andR4. It only uses the path throughR5 because link
(R1, R2) failed. While the link (R6, R4) does carry traffic
to and fromR0, R0 will only be able to inferP54 and not
P64. This is becauseR0 does not receive any packets that
haveR6 as a first hop. Nevertheless, the path level marking
probabilities also provide useful information to applications.

4.3 Path Level Visibility
One challenge in computing a congestion map of a net-

work is the limit to the amount of information that the packet
markings can encode. For example, consider the case when
a routerRi computesPij , the aggregate marking probabil-
ity to Rj . Let Pij be very close to 1 and suppose pack-
ets to the subsequent hopRj+1 take the same route toRj .
Because most packets are already marked atRj it is diffi-
cult to encode additional congestion information for the link
(Rj , Rj+1). We call this ”limited visibility”. In the extreme
case, whenPij is 1 no new congestion information can be
encoded in the markings.

To provide more insight into the effects of the ”limited
visibility” we perform an experiment. We use the modified
TCP sources that send traffic using a fixed congestion win-
dow. The choice of a fixed TCP window decouples visibil-
ity from the effects of TCP’s congestion control algorithm
because flows no longer get throttled down. Moreover, the
fixed TCP window sources allow the marking probabilities
to remain nearly constant and this allows us to better track
the visibility problem as a function of the marking probabil-
ity. In this experiment we use a TCP window of 2. The exact
value is inconsequential but a small value allows us to better
control the increments in the marking probability.

We use a simple chain network consisting of three links,
from routerR0 toR3. Flows are started fromR0 to all other
routers, fromR1 toR2 and fromR2 toR3. We fix the mark-
ing probability on the link (R2, R3) at 0.36 (any value is
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equally good) by starting a fixed number of TCP flows from
R2 toR3. We vary the aggregate marking probability on the
link (R1, R2) by starting different numbers of TCP flows be-
tweenR1 andR2. The purpose of the experiment is to see
the degradation in the inference for the link (R2, R3) when
the marking probability on (R1, R2) increases to 1.
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Figure 7: The effect of limited visibility

The results are shown in Figure 7. We present the 50th and
90th percentiles of the absolute difference between the real
and the inferred marking probability. Even though a large
number of packets are available for analysis, the accuracy of
the estimation drops significantly as the marking probability
on link (R1, R2) increases to 1. As fewer and fewer packets
escape unmarked from routerR1, it is increasingly more dif-
ficult to encode the marking probability on (R2, R3). In the
extreme case (marking probability of 1) there are no more
packets unmarked that can carry useful information about
(R2, R3) and therefore,R0 considers the marking probabil-
ity to be 0. The resulting error is exactly 0.36, the value
of the marking probability on (R2, R3). An exact point at
which the visibility effect begins to appear cannot be pre-
cisely determined as it depends on the number of packets
received, the aggregate marking probability on the paths and
the variation of the marking probability on the path we want
to measure ((R2, R3) in our example). In conclusion, the
”limited visibility” can appear irrespective of the numberof
packets used for analysis. However, a significant level of
congestion is necessary to limit the visibility. In our exper-
iment the inference accuracy is good even when more than
95% of the packets are marked.

5. EVALUATION

5.1 Methodology
We conduct simulations to evaluate our solutions because

they allow us to freely and severely congest network envi-
ronments. For this purpose we augmented the ns-2 simula-
tor with our inference methods. We next describe our default
experimental setup. Exceptions will be discussed separately,
together with the experiments they apply to.

Network environment: The function used by AQM
algorithms to map the congestion measure to the marking
probability influences the inference accuracy. We evaluate
the effects of both the linear functions (PI [8], RED[10]) and
exponential functions (REM [4]) present in ns-2 AQMs. By
default, we use a linear marking function. We use RED to

represent this group of functions since it is standardized and
present in many routers [7, 14]. For RED we disable the
waiting between marked packets (the ns-2 waitparameter)
in order to be compliant with the RFC. We set the marking
probability to linearly increase to 1 (the ns-2 maxp parame-
ter) as the average queue size grows to maxthresh. Both the
queue measuring function and the dropping probability are
defined per-byte. We set minthresh and maxthresh to 25%
and 75% of the buffer size. Router buffer size is equal to the
product between the link capacity and the average round-trip
time in the network as is commonly the case today [3].

R0 R1 R8 R9

5ms

500Mbps

TCP: R0 to all

TCP: Ri to Ri+2

UDP UDP R2 R10UDP UDP

Figure 8: Topology and traffic pattern

Why a chain topology suffices: The setup for the topol-
ogy used is described in Figure 8. It is a chain topology
with 10 links. We deliberately chose this type of topology
because the computation performed by our inference algo-
rithm on a chain topology is a generalization of the compu-
tation for any conceivable topology. The reason is that for
any topology the inference algorithm is based on path level
computations and each path is essentially a chain topology.
Link bandwidth is limited to 500Mbps in order to keep the
simulation times tractable. However, we also discuss the ef-
fects of changes in bandwidth. The propagation delay on
each link in the topology is 5ms. We use nodeR0 as a van-
tage point. All the inferences presented are from the point of
view of nodeR0.

Traffic: We use TCP Reno and UDP sources to generate
traffic. Packet size is 500 bytes. The TCP flows used are
FTP flows that once started last for the entire duration of the
simulation. However, in subsection 5.4.5 we also evaluate
the influence of small flows. Our TCP sources separately
acknowledge every data packet because we cannot control
the extent to which a delayed ACK functionality would be
used. There is TCP traffic from nodeR0 to each of the other
nodes, and the number of such flows is computed using the
expression:

Nr. F lows from R0 to Ri = N ∗ i2 (7)

The parameter N can be tuned and the default value is 250.
Note that the number of flows started fromR0 to the other
routers increases with the distance fromR0. We made this
choice in order to minimize the bias that TCP has against
flows with larger RTTs. Background traffic is simulated by
TCP traffic from any nodeRi to nodeRi+2. A fixed num-
ber of 100 flows are started between such pairs of routers.
We use the UDP sources as a method of inducing variation
in the per-EI congestion level in the network. We devised a
custom UDP source that changes its sending rate by a per-
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centage of the link bandwidth every second while continu-
ously cycling between 0 and 500Mpbs. The default value is
2% (10Mpbs). Such sources are started between every con-
secutive pair of routers. Note that the use of UDP sources re-
duces the number of TCP markings used by the inference. In
reality, networks may see a significantly smaller percentage
of UDP traffic. In those cases the accuracy of our solutions
could improve. All the TCP and UDP flows described are
set up on the forward path. After the flows are started all ten
links become permanently congested and show decreasing
marking probabilities ranging from roughly 0.3 for (R0, R1)
to 0.12 for (R8, R9) for each EI. The link (R9, R10) marks
packets with roughly 0.05 probability.

Metric and solution parameter values: Unless other-
wise stated an SI of 0.5s and EI of 3s are used. Each simu-
lation runs for 500s. The results include the initial phase in
which flows are started are congestion suddenly ramps up.
The packet history for the reference solution is fixed at 10
packets. The number of monitored flows is capped at 1000.
Note that this is the maximum allowed; some EIs will ob-
serve less flows. The training period for the improved solu-
tion is 2 SIs (1 second).

To quantify the inference accuracy we use the 50th and
the 90th percentile of the absolute difference between the
inferred and real link level marking probabilities.

Accuracy Metric =

|Inferred Mark. Prob. − Real Mark. Prob.| (8)

LetEIs andEIf be the start and finish time of an EI used by
R0 for computing the inferred marking probability for some
link (Ri, Rj). The estimate cannot be directly compared to
the real marking probability on the link from timeEIs to
EIf because it takes time for the markings to travel from
(Ri, Rj) to R0. For a fair comparison, to compute the real
marking probability on(Ri, Rj), we considerPa andPz, the
first and last packets received byR0 fromRj during the EI.
LetEIa andEIz be the times at which each of these packets
are received byR0. EIs ≤ EIa ≤ EIz ≤ EIf . Also let ta
andtz be the times at which these packets were marked by
Rj . The real marking probability against which we compare
is the weighted average over all marking probabilities atRj

over the interval that starts atta − (EIa − EIs) and ends at
tz+(EIf −EIz). If no packets are received fromRj during
an EI the real marking probability is averaged over the EI.

We perform numerical comparisons between the inferred
and real marking probabilities. A reasonable approach would
have been to quantify congestion based on the severity (e.g.
low, medium). In practice, most applications should be con-
tent with such a discrete representation of congestion. How-
ever, performing direct numerical comparisons allows us to
better present the strengths and limitations of our approach.

Description of the experiments: For evaluation we fo-
cus on the analysis of downstream links using ACK mark-
ings since the alteration at the receiver makes the inference
challenging and more susceptible to inaccuracies. In com-

parison, the inference of upstream links using data packetsis
relatively trivial. Nonetheless, the accuracy of the data mark-
ing inference is similar to that of our reference solution since
neither of them suffers from the alteration at the receiver.In
all experiments care was taken to minimize the possibility
of the visibility problem appearing by limiting the aggregate
marking probabilities to roughly 0.85. We first compare the
basic and improved solution. We then use the improved so-
lution for the rest of the experiments to evaluate the effectof
parameter values and various network conditions.

5.2 Basic vs Improved Solution

5.2.1 Low-Medium Aggregate Marking Probability

We first discuss a scenario with a single bottleneck link
as this is often encountered in practice on the ingress/egress
links of access networks. We halve the bandwidth of the link
(R9, R10) to create a bottleneck. We then start additional
flows fromR9 to R10 to obtain different congestion levels.
As a result of the traffic pattern, link (R0, R1) also becomes
congested. All other links remain uncongested. The results
of the inference for (R9, R10) are shown in Figure 9.
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Figure 9: Bottleneck link with low to medium aggregate
marking probability

For low or medium marking probabilities on the bottle-
necked link the accuracy of the inference is very high for all
solutions. The error is at most 0.04. Note that even very
small marking probabilities are inferred with very good ac-
curacy. Inferring small marking probabilities is more diffi-
cult since large groups of unmarked packets are more likely
to appear and may be larger than an SI. Notice also that the
inference error does not increase with the marking proba-
bility because in all cases the solutions obtain enough data
points for analysis. The basic solution performs only slightly
worse and this is because it does not make use of the addi-
tional data points offered by the groups of size zero.

5.2.2 High Marking Probabilities

While networks with single bottlenecks are common, we
wish to test our solution on complex scenarios with mul-
tiple congestion points. Such scenarios are more likely to
exhibit increased aggregate marking probabilities. In these
scenarios the groups of size zero become predominant and
the inference accuracy for the basic solution, therefore, de-
creases. In Figure 10 we plot the inference error for the three
solutions for our standard scenario for an EI of 3s. The ag-
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gregate marking probability at the second hop is already 0.48
and increases to nearly 0.84 for the last hop. In this case the
accuracy of the basic solution decreases faster at higher ag-
gregate marking probabilities because it does not leverage
the groups of size zero. Nevertheless, the results are good
for the first few hops, when the aggregate marking probabil-
ities are not very high. In practice, in the common case, we
also do not expect very high marking probabilities.
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Figure 10: Effect of high aggregate marking probability

5.3 Sensitivity to Parameter Values
In the following experiments we use environments with

multiple congestion points and high aggregate marking prob-
abilities because they are more challenging. We focus only
on the accuracy of the improved solution since in these sce-
narios it outperforms the basic solution.

5.3.1 Sensitivity to the Length of the EI

In this experiment we analyze how the length of the EI
affects the accuracy of the results. For this we fix the SI at
0.5s (roughly the average RTT of our topology) and vary the
ratio between the EI and the SI. The results are shown in
Figure 11. The x-axis is in logarithmic scale.
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Figure 11: Error vs ratio of EI and SI

Note that the results of the improved solution are very
close to the reference solution. The inference for small EI/SI
ratios is visibly more error-prone than for larger ratios. For
small ratios fewer packets and groups are available for in-
ference. This is especially important for distant hops as the
RTT for those flows is larger. Therefore, the accuracy of the
inference decreases with an increase in hop count. Another

reason why the accuracy decreases with the hop count is that
flows traverse more congested links. Each congested link
introduces small variations in the aggregate marking proba-
bility as flows cannot all be marked with precisely the same
probability. Nevertheless, even in such a network where ev-
ery link is congested, for an EI of 3s (ratio 6) the 90th per-
centile of the error for the 5th hop is within 0.05. If an EI of
15s is used, the error for all hops is within 0.05.

5.3.2 Sensitivity to Number of Monitored Flows

In this experiment we vary the number of monitored flows
for a path and analyze the impact on the estimation accuracy.
Intuitively, the more flows monitored the better the accuracy
because more data points are available for the inference. The
results are shown in Table 1. Only hop 6 is represented be-
cause the results for all other hops show the same trend. The
numbers for the packets received and flows monitored are
averaged over all the EIs in an experiment.

Flows Groups/SI Improved Sol Improved Sol
Monitored Hop 6 Hop 6 (50th) Hop 6 (90th)

100 32 0.031 0.152
250 89 0.042 0.119
500 172 0.035 0.069
742 193 0.038 0.087
1233 267 0.027 0.072
1593 375 0.032 0.067

Table 1: Error vs number of monitored flows

When few flows are monitored the accuracy suffers. This
is particularly visible when the 90th percentile is considered.
Few flows cannot provide enough data samples. This is es-
pecially true during congestion when flows are more likely
to decrease their sending rate. More importantly, monitoring
a very larger number of flows provides diminishing returns
in accuracy. This suggests that monitoring a small, constant
number of flows is enough to obtain good accuracy.

5.4 Sensitivity to the Network Environment

5.4.1 False Positives
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In this experiment we congest only the first link in the
network. For this, we start a variable number of TCP flows
between routersR0 andR1. The rest of the links are kept un-
congested by removing all the traffic except if started from
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R0. We vary the percentage with which the UDP sources
change their sending rate from 50Mbps to 200Mbps in 25Mbps
increments. The results from all experiments are very sim-
ilar. For one experiment, we show the inference errors for
the uncongested links in Figure 12. The marking probability
on the uncongested links is sometimes overestimated. This
is inherent in the design of the marking algorithm, since it
is a probabilistic approach and there is always the danger
of minute differences in the marking probability applied to
flows from different hops. Nevertheless, the overestimates
are very small. Therefore, if coarse congestion estimates
(e.g low, high) are used the severity of the congestion will
be correctly inferred in most cases.

5.4.2 Sensitivity to Different AQM Algorithms

We next use different AQM algorithms to test our solu-
tion. Alongside RED, we also evaluate REM and PI. The
parameters used for REM and PI are the default ns-2 val-
ues. The inference error will depend on the function that the
AQM algorithm uses for mapping congestion measures to
marking probabilities. For REM this is an exponential func-
tion. It creates abrupt variations in the marking probability
for small changes in the congestion measure. RED and PI
use a linear function. The results are shown in Table 2 for
the improved solution. The inference for the reference solu-
tion yields very similar results. As expected, REM does not
perform well. The exponential function it uses is far more
likely to produce a visibility problem compared to the lin-
ear function of RED and PI. In our experiment, the visibility
problem appears as soon as the second hop. In fact, it is
known that REM’s aggressive packet dropping/marking be-
havior can cause problems for flow [17]. On the other hand
PI exhibits good performance, similar to RED.

Hop RED-50th RED-90th PI-50th PI-90th REM-50th REM-90th

1 0.002 0.006 0.026 0.035 0.001 0.014
3 0.009 0.023 0.028 0.068 0.999 0.999
5 0.014 0.034 0.035 0.103 0.999 0.999
7 0.030 0.068 0.047 0.132 0.999 0.999
9 0.036 0.096 0.065 0.164 0.999 0.999
10 0.055 0.086 0.079 0.175 0.999 0.999

Table 2: Absolute error for different AQMs

5.4.3 Performance in Higher Bandwidth Environments

This experiment analyzes the sensitivity of the inference
to an increase in bandwidth. We start with a link bandwidth
of 100Mbps and go up to 1Gbps. Intuitively, an increase in
bandwidth provides more groups for the inference.

Results are shown in Figure 13. As bandwidth increases
there are more packets exchanged betweenR0 and the other
routers. The number of groups of unmarked packets avail-
able for inference also increases with the bandwidth. Since
the inference process benefits from more data points the ac-
curacy increases with the bandwidth. Note that the improve-
ment diminishes when bandwidth is scaled up to 1Gbps be-
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Figure 13: Higher bandwidth environments

cause the inference process is already provided with suffi-
cient data points. Note also the increased variability in the
inference for the last hop. This is caused by the fewer num-
ber of packets and groups received from the last hop.

5.4.4 Sensitivity to Transmission Delays

Although different flows may be marked roughly simulta-
neously on the forward path, the corresponding ACK packets
may not be encountered simultaneously on the reverse path.
One factor we have already accounted for is background traf-
fic. Another factor is the variable delay incurred at the TCP
receiver even for flows that share the same first hop router.
Possible causes are the use of virtualization at the end hostor
the presence of heavy load. To evaluate the effect of this de-
lay on the inference we first set a maximum delay that can be
incurred at the TCP receiver. For each routerRi with which
R0 is exchanging traffic we compute ten random delay lev-
els between zero and the maximum defined delay. Flows
received byRi fromR0 randomly use one of these values to
delay the traffic.
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Figure 14: Sensitivity to transmission delays. EI=3s

The results are shown in Figure 14. If the maximum delay
at the receiver is under 200ms the effect is minimal because
most markings fall in the same EI as for the case with no de-
lay. 200ms is already a large value even for the RTT of most
flows [11]. Nevertheless, we also study the effect of larger
delays. Once the 1500ms mark is reached, the accuracy de-
creases. Groups of packets that would fall in the same EI
are distributed by the extra delay in different EIs. Also, note
the reference solution is similarly affected. This experiment
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shows that in the common case we do not expect the delay
at the TCP receiver to affect the inference results.

5.4.5 Sensitivity to Flow Size

In the previous experiments we used long TCP flows. How-
ever, a significant number of flows today are small flows. To
simulate such scenarios we consider a percentage of the total
number of flows to be small flows. We use 10%, 50% and
90% as different values. We then limit the number of pack-
ets counted from these flows. If the limit is 2 then only the
first 2 counted packets of a flow are considered for inference.
The results are presented in Figure 15.

 0

 0.05

 0.1

 0.15

 0.2

 0.25

2 4 6 unlimited

A
bs

ol
ut

e 
E

rr
or

(9
0t

h 
pe

rc
en

til
e) 10%-small-flows-Hop4-IMPROVED

50%-small-flows-Hop4-IMPROVED
90%-small-flows-Hop4-IMPROVED

 0

 0.05

 0.1

 0.15

 0.2

 0.25

2 4 6 unlimited

A
bs

ol
ut

e 
E

rr
or

(9
0t

h 
pe

rc
en

til
e)

Limit of flow size

10%-small-flows-Hop7-IMPROVED
50%-small-flows-Hop7-IMPROVED
90%-small-flows-Hop7-IMPROVED

Figure 15: Error vs % of small flows vs limit on flow size

If 90% of the monitored flows are small flows, the effect
on the accuracy become visible. However, even when 50%
of the flows are small the inference result is good. This is
because over all flows there are still enough groups for infer-
ence. We also evaluated the reference solution. As expected,
the reference solution is less affected by the size of the flows
because it uses packets instead of groups of packets. This
experiment shows that accurate results can be obtained even
when a significant number of flows are small flows.

5.4.6 Sensitivity to Dropped Packets

With AQM/ECN networks packet loss should be relatively
rare because packet markings are used as early congestion
warnings for TCP flows. Nevertheless, in this subsection we
analyze the effect of dropped data and ACK packets. For
our solutions, in the ideal case, the distribution and sizes
of the sequences of unmarked ACKs that a router observes
should be consistent with the aggregate marking probability
on the corresponding forward path. Similarly, the percent-
age of marked data packets at any point should be consis-
tent with the aggregate marking probability encountered on
the path so far. Dropped ACK and data packets could af-
fect these conditions. Drops may also limit the number of
packets available to the inference algorithms.

Dropped data packets: In an AQM/ECN network, data
packets are ECN capable and therefore should be rarely dropped.
Nevertheless, consider a router that drops data packets with
some probabilityd. One example of such a router is an AQM

router not ECN compatible but present on the same path
with ECN compatible routers. The probabilistic drop will
not change the marking probability. Therefore, the percent-
age of marked data packets and the sequences of unmarked
ACKs will still be consistent with the marking probability.
Effects on the inference accuracy may still occur when too
few packets are left for inference.

To validate our intuition we look at the effect of data packet
loss on the ACK packet inference. We replace some of the
routers with non-ECN capable routers that drop packets in-
stead of marking them. We present results for the 6th hop
in our topology. We run several experiments where any one
or any two of the first five links are not ECN capable. Since
flows react similarly to both drops and markings, changing
the ECN capability of some routers did not change the level
of congestion in the network. Therefore, since in our sce-
nario all routers are congested, the non-ECN capable links
actually drop data packets. In the following table we present
the worst-case results for both the scenarios where one or
two of the first five links are non-ECN capable.

Scenario Reference Sol Reference Sol Improved Sol Improved Sol
Worst-Case Hop 6 (50th) Hop 6 (90th) Hop 6 (50th) Hop 6 (90th)

no link 0.022 0.046 0.022 0.048
1 link 0.020 0.05 0.027 0.062
2 links 0.017 0.051 0.023 0.057

The results confirm our intuition. Dropped data packets
have a negligible effect on the inference accuracy of the im-
proved solution as long as enough groups are still available
for inference. As expected, the reference solution is also un-
affected because the percentage of marked ACKs remains
roughly the same despite the dropped packets.

Dropped ACK packets: Not all packets are ECN capa-
ble. ACKs piggybacked on data packets are ECN capable,
but pure ACKs are not and therefore can be dropped during
congestion. Since our solutions use the sequences of ACKs
for computation, ACK losses can impact the inference accu-
racy. In this experiment we analyze the degree of inaccuracy
that the loss of ACKsaddsto our improved solution. We use
a numerical model where a large number of markings are
created with some probabilityp and dropped with a prob-
ability d for flows with a window size ofw. This model
allows us to discuss results for all values ofd, p andw. This
would not be possible in a realistic simulation since we can-
not precisely control these parameters. Moreover, because
a large number of markings are used, the error of the im-
proved solution is zero. This allow us to precisely quantify
the additional degree of inaccuracy that ACK loss induces.

The worst case error appears for large windows. This case
is pictured in Figure 16 forw of 50. The inaccuracy appears
because the reduction in the number of unmarked ACKs due
to the drops is not coupled with a similar reduction in the
number of groups of unmarked packets. Please note thatd
must be in excess of 0.5 for the inference error to top 0.1.
Such a high drop probability is never desired in a network
as it significantly degrades end-user performance. Ifw de-
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Figure 16: Numerical analysis on the additional inaccu-
racy caused by dropped ACKs

creases the error also decreases because there is a greater
chance of dropping all the markings between groups of un-
marked packets. This will cause groups to unite which leads
to smaller errors compared to a largerw. Forw of 4 packets
d must be in excess of 0.65 for the error to top 0.1.

5.4.7 Sensitivity to Sudden Changes
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Figure 17: Marking probability on the second hop
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Figure 18: Error for EI of 3 and 10 for each hop

The default behavior of RED is to smooth out variations
in the congestion severity. However, we also wish to test
our solution in scenarios where the congestion severity and
therefore the marking probability varies suddenly and sub-
stantially. To introduce these heavy variations we instruct
the UDP sources to change their sending rate by 50Mbps
(10% of link bandwidth) every second while cycling be-
tween 250Mbps and 750Mbps (50%, 150% of link band-

width). Every 10s we also stop the UDP sources for a ran-
dom duration between 0s and 10s. Every 10s we start 3000
TCP flows between a random pair of nodes in the network.
Each of these 3000 flows finishes after sending for a random
time between 0s and 10s. The resulting marking probability
variation at the EI scale for the second hop is presented in
Figure 17. The other hops present a very similar pattern of
variation. Note that packet drops are often encountered and
the limited visibility is also a factor, albeit transiently.

The results are presented in Figure 18. Even with these
sudden changes in the marking probability and with an EI of
just 3s the 50th percentile of the error is still under 0.05 for
the first seven hops. The inference for the 1st hop is affected
by the small number of flows started toR1. As a result, very
few flows are monitored fromR1. As the EI is increased
to 10s the accuracy improves to the point where the 90th
percentile of the error is under 0.1 for most hops.

6. DISCUSSION
Using inter-domain traffic: Our solution uses only intra-

AS traffic for inference. However, in many networks, a sig-
nificant proportion of the traffic is inter-domain traffic. The
reason why inter-domain traffic is not suitable for inference
is that it may contain markings from others ASes. Data pack-
ets may already be marked when entering an AS while ACK
traffic can contain markings from many ASes on the forward
path. Routers cannot separate the information related to the
current AS just by observing the markings. Fortunately, sep-
arating inter-domain from intra-domain traffic can be con-
veniently done by ensuring that the source and destination
addresses of a packet belong to the local AS.

Incremental deployment: Universal deployment of AQM
and ECN is not necessary for our approach to be effective.
Our solution can be incrementally deployed. It can be de-
ployed on specific AQM/ECN enabled paths in the network.
Moreover, it can be deployed around regular routers. The
only condition is that the position of the regular routers be
known by all other routers in the network. Their presence
can be factored out by the algorithm because their marking
rate is effectively zero. Our approach can also be used in het-
erogeneous environments. We do not require routers to use
the same AQM algorithm nor the same parameters for the
algorithm. All that we require is that congestion marking is
used alongside an AQM algorithm.

Equal-cost multipath: For our solution to behave cor-
rectly, a router must precisely compute the paths taken by
data packets. When Equal-Cost Multipath (ECMP) is used,
this condition may not hold. Typically with ECMP, the de-
cision to assign a flow to a link of equal cost is deterministic
but local to a router. Therefore, ECMP decisions might not
be discernible outside the router that made them. Conse-
quently, if from routing information or any other source a
router realizes that data packets are routed using ECMP, it
should not use those packets or their corresponding ACKs
for inference since it cannot reliably identify the path they
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took. However, if ECMP decisions are based on a set of rules
known by all the routers (e.g. hashing source addresses), the
congestion on equal cost links can also be inferred.

Re-routing: When failures occur and routers route around
them, link-state information cannot instantaneously propa-
gate throughout the network. Therefore, some routers not
yet aware of the changes may still attribute old paths to flows.
Consequently, those routers will have counters that contain
stale information. The correct solution is for the routers to
reset all counters affected by the change once the new link-
state information becomes available. Since link-state infor-
mation is reliably disseminated this is guaranteed to happen.

7. RELATED WORK
The Re-ECN protocol [5] is a method for holding flows

accountable for the congestion they create. It requires a non-
standard use of header bits for TCP receivers to convey path
level congestion information upstream. The TCP sources
use an extra header bit to mark the data packets according to
the information received. Policers placed on forward paths
of flows can then use the source markings along with the ra-
tio of ECN CE markings to obtain upstream and downstream
path level congestion information. Policers can then detect
misbehaving flows that create more congestion than permit-
ted by current conditions. In contrast, our solution does not
require any changes to either protocols or end hosts. More-
over, the use of routing information allows us to obtain fine-
grained link level congestion information whereas Re-ECN
routers obtain aggregate path level information.

Most methods developed for inferring the congestion sever-
ity are designed for TCP end-hosts and help them change
their data sending rate according to current network condi-
tions. TCP end-hosts are concerned only with the overall
quality of the end-to-end paths. As a result, most of today’s
algorithms convey path level congestion information [23, 1].
Other approaches [2] report only the most congested link on
a particular path. Our solution goes beyond these methods
and uses the path level measurements to allow the routers to
obtain fine grained link level congestion information.

Pathchar [9] is an end-user based tool that measures link
level characteristics. Its high level technique is similarto
our own in that it uses partial path level information and al-
gebraic computations to obtain link level information. How-
ever, because it requires a significant number of probes, Pathchar
is not scalable enough to convey dynamic link level informa-
tion to routers running distributed protocols.

8. CONCLUSION
We presented a novel approach that routers can use lo-

cally to passively infer a network-wide congestion map. The
congestion maps can be easily built today using information
already existing from widely-used, standardized protocols.
The maps are continuously updated using congestion mark-
ings from existing traffic and therefore provide dynamic con-
gestion information. We showed that the inference accuracy

is good using a wide-range of experiments with varying de-
grees of congestion and traffic properties.
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