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By 

Melissa A. Gallagher 

Despite being recognized as a fundamentally flawed system, password authentication is a widely 

deployed security feature on desktop and mobile systems. Inputting complex passwords on 

mobile devices can be an onerous task. The composition of the passwords creates a unique 

challenge for people to input as not all characters are displayed on the keyboard at the same time, 

forcing the user to switch between multiple screens. While previous studies of text input on 

mobile devices have focused on typing words and phrases, little work has been done examining 

the effects screen switching has on text input. Three experiments were conducted in which 

subjects typed strings similar to secure passwords. Subjects were considerably slower typing 

password-like strings than typing standard text. Uncertainty about the location of symbols was a 

key factor in this slowdown. One of the largest contributors to the number of errors made was the 

size of the keyboard keys. This source of error suggests technologies that may aid error 

prevention. The results from these studies informed an ACT-R model of the task. The timing 

data generated from the model fits the experimental results well. The strategy that the model 

employs depends on the type of character it is trying to input providing further evidence that 

finding and inputting symbols decreases speed. Validated models of password input on mobile 

devices can aid designers in usability testing new password policies. The results have 

implications for both usability and security of password input on mobile devices. 
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Chapter 1: Introduction 

The most recent reports from the Pew Research Center (Zickuhr 2013; Smith 2013) 

found that over 55% of the Americans surveyed own a smartphone and 34% own a tablet. The 

percentage of the population that owns a mobile device has been steadily growing for the past 

five years. As mobile devices become more ubiquitous, creating new applications and adapting 

existing desktop systems to be successfully used on them continues to be a primary focus for 

designers. A security feature that is used on both desktop and mobile systems is password 

authentication. As the computational power of computers increases, systems are requiring high-

entropy passwords. High-entropy passwords are long and are composed of letters, numbers, and 

symbols. These passwords are harder to crack using a program that guesses all possible 

combinations of characters. A difficulty with inputting these passwords on mobile devices is that 

many devices require users to shift keyboard views multiple times as letters, numbers, and 

symbols are on different keyboard views. This makes the composition of these passwords 

dissimilar to words used in typical typing experiments. Many of the features developed to aid 

typing such as autocorrect, autocomplete, and word suggestion are no longer useful. Inputting 

passwords on mobile devices places significant perceptual-motor and cognitive demands on 

users. On traditional physical keyboards numbers and symbols are always visible; on mobile 

devices users must shift between multiple screens of the keyboard to find numbers and special 

characters. Not only does this increase the number of taps before the character can be input but it 

also increases cognitive load because users must remember which keyboard screen, also known 

as the screen depth, contains each character. Now users must recall the password, keep track of a 

character’s position within a password, its spatial location on the keyboard, and its relative 

screen depth. This becomes even more complicated if the current character is available on 
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multiple screens. Passwords of longer length provide more opportunities for input error. To 

better understand the input speed as well as the source of errors when typing passwords on 

mobile devices, three experiments were conducted in a manner similar to traditional transcription 

typing experiments.  

There are two advantages to using the methodology and metrics from traditional 

transcription typing experiments. The first advantage is that the data generated from password 

transcription can be directly compared to the results of other transcription typing studies 

regardless of device and stimuli that are used. It can be determined if users are faster or slower 

and more or less error prone when inputting passwords than other types of text. The second 

advantage is that transcribing the passwords allows for the motor component to be isolated from 

the memory component. While the most common way that users input their password is from 

memory and not transcribing them, to be able to determine the source of the errors made during 

recall there needs to be a baseline measure of how often they occur during input alone. 

Especially because the common types of errors in typing, substitutions, omissions, and insertions, 

could occur due to a failure to recall the password correctly or from some inherent difficulty with 

inputting passwords on these particular devices. The purpose of these experiments was not only 

to examine the speed and accuracy of users but also to inform the creation of a cognitive model 

that could input high-entropy passwords on mobile devices.  

Cognitive modeling is one method of doing usability evaluation without collecting 

extensive empirical data. Rather than running subjects through an experiment, a computational 

cognitive model of the task is created to predict response time and error rates. This allows 

designers to explore alternative interface designs across tasks, and predict potential usability 

problems prior to implementation and deployment. Typing is a common subtask in many human-
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computer interaction (HCI) tasks, and having the ability to model typing with mobile devices has 

long-term implications for usability testing. While there are well-developed models of typing on 

traditional desktop keyboards, these models need revision to be useful in modeling typing on 

mobile devices. Due to mobile device constraints, such as soft keyboards with smaller key sizes, 

typing tends to be slower and more error prone. In tasks where the cost of errors is high, being 

able to predict errors and mitigate their consequences is especially useful. An example of this is 

typing a password on a system that only allows a limited number of attempts before locking the 

user out of their account. An existing cognitive modeling architecture, ACT-R, has the ability to 

model psychological phenomena ranging from low-level perceptual motor to high-level 

processes like reasoning and decision making. ACT-R has been successfully used to model a 

wide variety of tasks including mobile device interaction. Because of this, ACT-R was used to 

model these experiments. 

This research draws from work in a number of different domains: text entry, cognitive 

modeling, and usable security. The first domain, text entry, has been studied on a number of 

different devices for many different tasks, beginning with the typewriter. This literature review 

begins with a summary of those text entry performance metrics and error classifications that 

were used to evaluate the empirical data from the conducted studies. A summary of the work 

focusing on mobile devices that use the finger as the input device for text entry will be given. To 

review the literature in cognitive modeling, the past work modeling both typing and interactions 

with mobile devices in ACT-R will be presented. Then theories of how to accurately model the 

motor movement associated with tapping and typing on mobile devices will be discussed. The 

last component is a discussion of usable security asking both the question of why we care about 

special characters as part of passwords and how mobile typing ties in to usable security.  
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After the literature review, the results of three separate experiments of transcription 

typing passwords on mobile devices are presented. The first two studies had subjects input 

randomly generated secure passwords on different mobile devices to examine factors that effect 

speed and accuracy. The third study was a modified version of the previous studies that 

addressed some limitations, allowed for direct comparison across devices, and provided better 

insight into subjects’ performance. Finally, a model was built based on the result of these 

experiments that allowed us to further examine the strategies that subjects used when inputting 

the passwords. The results have implications for how password policies can be designed and 

tested prior to implementation.  
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Chapter 2: Related Research 

Text Entry 

Different text metrics have been developed to focus on two aspects of typing: speed and 

accuracy. The most frequently used measure of speed is words per minute (WPM). This measure 

is standardized so that it can be used to compare typing speeds across languages and input 

methods. The calculation for WPM is shown in Equation 1 (Yamada, 1980). 

!"# = ! ! !!! !×!60!× !
!      (1) 

WPM is standardized so that every “word” is a five character long segment of the transcribed 

text (T). The first character of each trial is excluded from the calculation for greater accuracy, as 

there is variable visual search time at the beginning of the trial. Only the final text that is typed, 

including spaces and symbols, is considered the transcribed text; corrective actions and/or 

entered text that does not show up in the final submission are not considered. S is the time from 

the entry of the first character to the last character. An alternative, but less commonly used 

measure is keystrokes per second (KSPS) show in Equation 2 (MacKenzie & Tanaka-Ishii, 2010). 

!"#" = ! !" !!!         (2) 

KSPS is advantageous in that it takes into consideration the entire input stream, IS, including 

backspaces, shifting, and corrected characters. Since it is not as commonly used, making 

comparisons across studies can be difficult. If there is no corrective action taken on the input text 

then IS is equal to T and KSPS x 12 = WPM. KSPS can be considered the theoretical upper 

bound of input speed if all text is entered error-free.  

When considering the accuracy of text input, Soukoreff and MacKenzie (2003) created a 

keystroke taxonomy for the components of the input stream. The purpose was to capture and 

quantify more than what is available in the transcribed text. The input stream is divided into four 
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categories: Correct (C), Incorrect Fixed (IF), Fixes (F), and Incorrect Not Fixed (INF). Correct 

characters and Incorrect Not Fixed are the only two components of the transcribed text. Incorrect 

Not Fixed can be any type of error that a user commits: insertion, substitution, and omission. The 

two categories that are not present in the transcribed text that are in the input stream are the 

Incorrect Fixed and the Fixes. Incorrect Fixed are any errors that are made, noticed, and 

corrected by the user. These corrective actions are any editing function and counted as Fixes. 

This taxonomy helps to clearly define the error rate, Equation 3, and its two components Not 

Corrected Error Rate, Equation 4, and Corrected Error Rate, Equation 5. These standardized 

error rates derived from the input stream allow better comparison across devices.  

!"#$%!!""#"!!"#$ = !"#!!"
!!!"#!!"    (3) 

!"#!!"##$%&$'!!""#"!!"#$ = !"#
!!!"#!!"          (4) 

!"##$%&$'!!""#"!!"#$ = !"
!!!"#!!"            (5) 

Analyzing the errors made in the input stream as opposed to the transcribed text provides 

a richer understanding of all of the errors that the subjects make. By definition, the input stream 

yields an amount of data per trial that is greater than or equal to the transcribed text alone. 

Additionally, when subjects are instructed to enter text quickly and accurately they tend to fix 

most – if not all – errors (Soukoreff & MacKenzie, 2003). The main challenge in classifying 

errors in the input stream beyond correct and incorrect, is that one must infer the intention of the 

subject. To address this, Wobbrock and Myers (2006) proposed an input method-agnostic error 

taxonomy for classifying errors made in the input stream. Their method goes beyond looking at 

aggregate error rates and to a more fine-grained analysis to target problematic keys at the 

individual character level. The decision to make the error taxonomy method-agnostic was an 

intentional one because it allows for the number and types of errors to be compared across input 
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methods. There are three major categories for errors: insertion, omission, and substitution. 

Insertions occur when letters that appear in the transcribed text do not appear in the to be 

transcribed, or presented, text. Omissions occur when letters appear in the presented text and do 

not appear in the transcribed text. Substitutions occur when corresponding letters in the presented 

text do not agree with the letters in the transcribed text. These three categories are further broken 

down into whether the error was noticed and corrected or whether it remained in the final 

transcribed text. In addition to these error categories, there are two categories for error-free text; 

correct text and text that had a corrective action taken on it even though it was not an error. A 

category they define that is not relevant to this work is recognition errors for gesture-based input.  

This taxonomy is based on a set of four assumptions used to address the ambiguity in 

assessing the user’s intention. The first assumption is that subjects proceed sequentially through 

the presented text. This assumption helps resolve the ambiguity between substitutions and 

insertions. The second assumption is that subjects insert or omit only one character in a row. The 

third is that backspaces are made accurately and intentionally. The fourth is that omissions in the 

transcribed text are also omitted in the input stream. This work further subdivides their 

categories to capture specific errors that are caused by the stimuli and the devices. Since not all 

errors get corrected, Arif and Stuerzlinger (2010) proposed a model to predict the device specific 

cost of error correction. Based on the frequency of errors occurring during input, the probability 

an error will be noticed, and the time it takes to correct an error, the model predicts the average 

extra time per character to fix that character if an error was made. Their proposed use of this 

model is to compare correction efficiency across different text entry methods. 

These standardized metrics allow for comparing speed and accuracy of typing 

performance across typing methods, devices, stimuli, and experimental designs. A number of 
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text entry studies have been conducted on different mobile devices, with most of the studies’ 

motivations falling into two distinct categories. The first is to compare novel designs or input 

methods to existing ones to determine if the new input methods improve speed or accuracy. The 

second is to test theories of typing to determine a theoretical upper bound for performance if 

perfect technology existed. Table 1 shows a summary of a number of studies that have examined 

the speed and accuracy of typing on touch screens with the finger as the input method. Input 

speed varies from 8 to 50 WPM with error rates ranging from 5% to 25%. In experiments where 

subjects were told to not correct their errors, the typing speed was greater than ones where they 

were instructed to type as quickly and accurately as possible. Arif and Stuerzlinger (2009) found 

no significant relationship between experimentally manipulated error correction and input speed. 

There are a number of other factors to take into consideration when comparing the speed and 

accuracy from different studies. The first is the hardware and operating system. The physical 

design and software deployed on mobile devices vary by manufacturer and carrier. Additionally, 

since the keyboard key size changes based on the orientation the device is held in during the 

experiment, orientation can have an effect on performance. Since mobile devices are used in 

many different settings, the way that they are held and typed on, or the input posture, is also an 

important factor to take into consideration. Many subjects report having a preferred input posture 

but will use more than one posture and even switch between them as situational demands change 

(Azenkot & Zhai, 2012). 
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Table 1.  
Summary of input speed and error rate from studies of text input on mobile devices. 

Reference Hardware Operating 
System 

Orientation Input 
Posture 

WPM Error 
Instructions 

Error 
Rate 

Allen, McFarlin, 
and Green (2008) 

iPhone iOS Portrait N/C 16.43 Q&A 9% 

Arif, Lopez, and 
Stuerzlinger (2010) 

iPhone 3G iOS Portrait N/C 15.92 Q&A 10% 

Parisod, Kehoe, 
and Corcoran 
(2010) 

iPhone 
iPad 

iOS 
iOS 

Landscape 
Landscape 

2 Thumbs 
N/C 

14.69 
18.91 

Q&A 11% 
5% 

Azenkot and Zhai 
(2012) 

Samsung 
Galaxy S 

Android 3.2 Portrait 1 Finger 
1 Thumb 
2 Thumbs 

36.34 
33.78 
50.03 

No Delete 8.17%
7% 
10.8% 

Nicolau and Jorge 
(2012) 

HTC desire Android 2.1 
or 2.2 

Portrait  
Portrait 
Landscape 

1 Finger 
2 Thumbs 
2 Thumbs 

20 
25 
29 

No Delete 6% 
6% 
3% 

Castellucci and 
MacKenzie (2011) 

Samsung 
Galaxy S 
Vibrant 

Android 2.1 Portrait 2 Thumbs 21.4 Q&A 11.8% 

Martin, Isokoski, 
Jayet, and Schang 
(2009) 

Hewlett 
Packard 
 iPAQ 
HX2490b 

Windows 
Mobile 5 

Landscape 2 Thumbs 8 Q&A 25% 

Rudchenko, Paek, 
and Badger (2011) 

- Windows 
phone 7 

N/C N/C 40 No Delete 13% 

Notes: *Q&A denotes Quickly and Accurately *N/C denotes Not Controlled 

 

Cognitive Modeling 

ACT-R (Anderson, 2007) is a multi-domain cognitive architecture for simulating and 

understanding human cognition and performance. Researchers have had success in modeling a 

wide variety of tasks in ACT-R, ranging in complexity from basic psychology experiments to 

piloting an airplane. To have success in modeling this task, ACT-R’s typing ability and touch 

screen interaction capabilities had to be expanded. ACT-R’s current typing ability is comparable 

to that of a moderately skilled touch typist. Moderately skilled is defined as typing about 30-40 

WPM and knowing the location of the keys without having to look for them but not performing 

as rapidly as an expert typist (John, 1996). Das and Stuerzlinger (2007) built a model simulating 

expert text input on a cellular telephone with a 12-button telephone keypad using multi-tap as the 
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input method. Multi-tap is a text entry system where the user presses a key to cycle through the 

letters associated with that key; for example pressing “6” twice would produce up an “N.” With 

the proliferation of smartphones, this older input method is much less common today as 

smartphones supply full keyboards as well as other methods for text input.  

In the past, researchers have simulated aspects of touch screen interaction with some 

success. Since the default pointing device in ACT-R is the mouse, Salvucci, Taatgen, and 

Kushleyeva (2006) used the mouse in place of the finger as the input device. CogTool has been 

used to build models of ACT-R interacting with a touch screen (John, Blackmon, Polson, Fennell, 

& Teo, 2009). Their implementation is an approximation of movement time and has not been 

validated for tasks on smartphones. There has also been work done to extend ACT-R so that it is 

capable of modeling gesture-based interactions on a touch screen (Greene & Tamborello, 2013). 

ACT-R’s motor capabilities are not complete and while researchers have had success in the past 

using the mouse as a substitution for the finger during input, future work will have to be done to 

extend ACT-R’s motor capabilities to more accurately reflect pointing on a smartphone. To be 

able to extend ACT-R’s motor capabilities, a validated model is necessary. One of the possible 

models that could be implemented in ACT-R is an extension to Fitts’s Law. 

One of the strongest and well-studied models of human motor movement is Fitts’s Law 

(Fitts, 1954). It has been used in HCI to model tasks that involve pointing with a mouse or 

tapping with a stylus. Fitts’s Law is a formulization of the speed/accuracy trade-off in aimed 

movement.  

! = ! + !!!"#! !
! + 1         (6) 

Equation 6 is the MacKenzie (1992) formulation, and is the form commonly used in HCI. Fitts’s 

Law predicts the movement time to reach a target of size W at a distance of A. The constants, a 
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and b, are empirically derived and reflect the efficiency of the system. In these traditional Fitts’s 

Law tasks the target is larger than the device being used to acquire it. When using a touch screen 

and a finger as the input device, the area that the finger touches can be larger than the target itself. 

This case is called the “Fat Finger” problem and with it the predictive ability of Fitts’s Law 

declines. 

To compensate for the decline in predictive ability of Fitts’s law, work has been done to 

examine at what target size the users start to miss the target more frequently (Parhi, Karlson, & 

Bederson, 2006), whether using the preferred hand as opposed to the non-preferred hand affects 

the speed and accuracy of target acquisition, and to see if final touch locations are biased in a 

particular manner (Perry & Hourcade, 2008). Henze, Rukziok, and Boll (2011) conducted one of 

the largest Fitts’s Law studies by deploying a game to the Android market and collecting data for 

over 15,000,000 separate touch events. Their analyses found an inverse logarithmic relationship 

between target size and error rate. They also examined the bias in final tap location to inform 

design of an algorithm to correct for it. These studies have been able to make design 

recommendations for the size of targets on the screen, and have also informed the design of 

touch detection algorithms to compensate for the typical errors that users make. To improve the 

predictive ability of Fitts’s law when using a finger as the input device, Bi, Li, and Zhai (2013) 

proposed a modification to Fitts’s Law called FFitts law. The theory states that the whole 

variability of end point error should be the sum of two independent distributions. The first 

distribution is the noise that naturally arises from the speed-accuracy trade-off. The second 

distribution is the absolute precision that arises from the human motor system and the input 

device used. The theory states that only the variability from the first distribution should be 
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considered when predicting movement time and the other source of error should be removed 

from the calculation. The modified version of Equation 6 becomes Equation 7. 

      ! = ! + !! log! !

!!" !!!!!!
+ 1       (7) 

In Equation 7, σ is the standard deviation of the whole end point distribution and σa reflects the 

input precision of the finger. The fit from this model was better than traditional Fitts’s law 

models on a one-dimensional tapping task, a two-dimensional target acquisition task, and a 

single-word touchscreen typing task. 

It has been hypothesized that Fitts’s Law can be used to calculate the movement time 

between keys on a soft keyboard (Zhai, Sue, & Accot, 2002). The modified version of Equation 

6 becomes Equation 8. 

! = ! + !!!"#!
!!"
!!
+ 1        (8) 

Dij is the distance between keys i and j and Wj is the size of key j. When the movement time 

derived from this formula is averaged across all key combinations on a keyboard the theoretical 

upper bound for performance can be found for any keyboard configuration. MacKenzie and 

Soukoreff (2002) used this equation to formulate a theory of two-thumbed typing. In addition to 

timing between keys, the model makes assumptions about which thumb would be used for which 

character to predict the input time for different keyboards. The predictions their model generated 

were within 10% of the subjects’ data. Clarkson, Lyons, Clawson, and Starner (2007) later 

extended this model to include dynamic thumb assignment to predict higher input speeds and 

lower error rates. While these models account for typing lowercase alphabetic characters, Sears 

and Zha (2003) proposed a Keystroke Level Model for predicting text entry time when switching 
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between screens, which is a necessary part of the input process on most smartphone keyboards. 

This model is shown in Equation 9. 

! = !! + !! + !! !! + [!! ! + !! − !! − 1 ]    (9) 

In this model T is the total time to complete the task, t1 is the time for the first key press, td is the 

time to decide to switch the keyboard, tr is the time to recover from a transition, and tk is the time 

for all additional keystrokes not addressed by the other t values. c is the number of characters 

required in the task, cs is the number of shifted characters and ct is the number of transitions 

between keyboards required by the task The t values would be derived from empirical data and 

the c values are task-dependent. They found a strong correlation between the predicted data and 

the subject means. They recommended using this model as a tool for evaluating alternative 

keyboard designs.  

Usable Security 

When designing secure systems, the goals of security professionals and usability 

professionals are often at odds with each other. There is a growing recognition that the user is an 

integral part of the security of the overall system (Adams & Sasse, 1999). A widely deployed 

security measure is requiring a password to login to an account to access the information 

associated with that account. As users create more accounts with different systems, they are 

required to remember an ever-increasing number of passwords (Florencio & Herley, 2007). 

Many systems now set a minimum length requirement for passwords as well as require users to 

include special characters. Passwords of longer length provide more opportunities for input error. 

Inputting passwords on mobile devices presents a unique challenge; on a traditional desktop 

computer all characters are visible, where as on mobile devices characters keyboards have 
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multiple pages and some characters are on the second and third page. High-entropy secure 

passwords are unlike words used in traditional transcription typing experiments.  

Some research has been done on inputting high entropy passwords on desktops (Stanton 

& Greene, 2014) and mobile devices (Greene, Gallagher, Stanton, & Lee, 2014). The desktop 

study found that as password length increased users were more likely to make an error during 

input. In the study using mobile devices researchers found an effect of device, iPad vs. iPhone, 

on input speed. There was also an effect of the number of screen changes that needed to occur to 

type the password on the number and type of errors in the submitted text. Although these studies 

use high entropy passwords as stimuli the primary focus of the study was on subjects’ ability to 

memorize the passwords, not input rate. This limited the amount of typing the subjects did as 

they were presented with fewer stimuli and spent more time memorizing the password. The error 

analysis did not take full advantage of the input stream and only errors that were left uncorrected 

in the final submission were considered. Device orientation and input posture, how the subject 

holds the device and which fingers they use when typing, were not controlled. To better 

understand the source and location of errors, results from a set of studies as well as a cognitive 

model are used to examine this problem. 
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Chapter 3: Experiment 1: Password Typing on a Smartphone 

Transcription typing of phrases has been studied on a variety of mobile devices. These 

studies have focused on testing both the theoretical upper bound of human performance and 

different technologies that can help users achieve that upper bound. The results of these studies 

can inform us of average input speed as well as what type of errors can be expected. Password 

entry is different from phrase entry in a number of ways. One of the ways is that the characters 

passwords are composed of are on different screen depths, requiring users to navigate across 

keyboard screen depths to be able to input the stimuli. Another way is that phrases use common 

words that are easy to remember where the passwords are strings of seemingly random 

characters. 

Since the typing component of inputting strings of random characters had not been 

rigorously examined on mobile devices, the first study was conducted to identify the input speed 

and source and location of errors on a smartphone. To be able to compare the results of this study 

to previous work, the study was designed to mimic traditional transcription typing experiments 

so that the stimuli was always present on the screen. The major difference between this study and 

previous studies was that the stimuli were composed of strings of characters that were meant to 

be similar to strong passwords as opposed to words or phrases. Since we were not concerned 

with the theoretical upper bound of typing ability, but instead with what people actually do – 

subjects were instructed to type as quickly and accurately as possible. Since factors like 

orientation and input poster can affect performance these factors were either controlled for or 

recorded. 
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Method 

Subjects 

 Thirty Rice University undergraduates (19 female) participated in the experiment for 

credit toward a course requirement. The subjects’ ages ranged from 18-24 years, with a mean age 

of 19.8 years. All subjects were right-handed. Twenty-four of the subjects owned smartphones 

and twenty of those twenty-four owned a model of the iPhone. 

Stimuli and Design 

 During each trial a string of characters was displayed at the top of the screen in a white 

non-editable text field on a grey background. The string was present through the entire duration 

of the trial. Below the stimulus text field was a second text field that acted as a password field. 

The password field was set so that when a character was typed, it was displayed for a short 

period of time before being masked by an asterisk. Below the two fields, the keyboard was 

displayed so that it did not occlude either of the fields, regardless of whether the device was in 

portrait or landscape mode. A representative trial is shown in Figure 1 in portrait mode and 

Figure 2 in landscape mode. 

Device orientation was manipulated as a within-subjects variable. The stimuli for the 

experiment were 16 randomly generated strings. 

 Device Orientation. Text can be input on the device in two orientations, portrait and 

landscape; refer to Figure 1 and Figure 2 respectively. The orientation of the device determines 

the size and spacing of the keyboard on the screen. To determine whether orientation had an 

effect on text input both orientations were used. 
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Figure 1. An example trial from Experiment 1 in portrait mode. 

 

 

Figure 2. An example trial from Experiment 1 in landscape mode. 
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 String Composition. Sixteen unique strings were generated for the subjects to input 

during the experiment. The strings were composed of a mix of uppercase characters, lowercase 

characters, numbers, and symbols. The strings varied in length from nine to fourteen characters. 

They were generated using PC Tools’s strong password generator so that no dictionary words 

appeared in the string and there were at least two symbols in each string. Visually similar 

characters were excluded to improve readability of the string i.e., i, I, o, O, 1, 0, l. The strings 

that were used in this experiment are listed in Appendix A. 

The characters that comprised the strings were grouped into six categories based on 

which screen depth they were on, whether a shift key was required, and the type of character. 

These categories were Lowercase, Uppercase, Number, Symbol1, Symbol2, or Symbol 3. The 

letters were in the categories Lowercase and Uppercase, and were distinguished by case due to 

the shift key having to be pressed prior to inputting an uppercase letter. The category Number 

represented the numbers that were visible on the first page of symbols; Symbol1 represented the 

symbols that were visible on the first page of symbols, the same page as the numbers, and one 

screen deep. The decision to separate these two groups was due to the hypothesis that subjects 

would be more familiar with where the numbers were on the screen and in relation to each other 

than they would be with the symbols. Symbol2 represented the symbols that were visible on the 

second page of symbols or two screens deep. Symbol3 were the symbols that were visible on 

both the first and second page of symbols. Figure 3 shows the location of the key categories. iOS 

does not allow designers to easily record screen switches and shift key presses. To examine the 

effect of multiple pages of characters and additional keystrokes on input time, the mean time 

between the keystrokes by category was examined. 
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Figure 3. The categories of keys based on their screen depth and type for the Smartphone 

 

The strings were presented twice in total, appearing once in block one and once in block 

two. The orientation of the device was counterbalanced; half the subjects input the strings in 

portrait mode in block one then landscape mode in block two with the orientations in the reverse 

order for the other half of the subjects. In both blocks the strings were presented in a random 
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order. Before the two task blocks, subjects completed a practice block composed of five trials 

with five unique strings that were eight characters long to become familiar with the task. During 

the practice block subjects could use either orientation and were informed they could switch 

between the two. The duration of the experiment was approximately 30 minutes. 

Apparatus 

 Stimuli for the experiment were displayed on a fourth-generation iPod Touch running 

iOS 5.1.1. Two identical iPods were used in the experiment. As a security measure, iOS only 

allows keystrokes that add a character to a textbox to be recorded. This means that the shift key 

and the keys that switch the keyboard view were not recorded. Subjects were seated at a table 

and were asked to hold the device for the duration of the experiment. Subjects could rest their 

arms on the table but were not required to. 

Procedure 

 Subjects were seated at the desk and given an instruction sheet that explained the 

procedures of the task. The instruction sheet is shown in Appendix B. Subjects were instructed to 

type the displayed string into the password field exactly as it appeared and as quickly and 

accurately as possible. If the string was typed incorrectly a notification appeared below the input 

field that informed the subject of this and asked to try again. After the string was input correctly 

or there were three unsuccessful attempts, the subjects advanced to the next trial. At the 

beginning of the trial the keyboard was presented with all lowercase letters with the password 

field blank. Subjects did not have to tap on the text field to bring up the keyboard. When they 

had finished typing the string they were to press the done button. At the beginning of each block 

an alert window appeared to inform the subjects what orientation they should hold the device in 

for the duration of the block. 
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 A timestamped log of the keystrokes was recorded throughout the task. All trials were 

completed in one session. Subjects were asked to fill out a short survey after completing the 

session. The survey contained questions about their computer use and experience, smartphone 

use and experience, and frequency of certain activities performed on their smartphone. 

Results 

Input Posture 

 Subjects were allowed to use whatever input posture they liked for each orientation of the 

device as long as they used the same method for the duration of the block. Twenty-seven of 

thirty subjects used two thumbs to input the strings in both blocks, one subject used only one 

finger in both orientations, and two subjects used only one finger for input on one of the blocks 

and two thumbs on the other. 

Words per Minute 

 The subjects’ average input speed was 8.23 WPM with a standard deviation of 1.86. As 

can be seen in Figure 4 the distribution of the average input speed is approximately normal. 

Figure 5 shows the distribution of input speed separated by iPhone ownership. Owners of 

iPhones had a reliably slower input speed then subjects who had never owned an iPhone, 7.32 

WPM versus 9.04 WPM respectively (t(28) = 2.80, p = .01, d = 1.06). The distribution of the 

input speeds for the different blocks is shown in Figure 6. The mean input speed for block one 

was 7.88 WPM and block two was 8.61 WPM. Subjects were on average faster in the second 

block than in the first (t(29) = 4.99, p < .001, d = 0.91). There was not a reliable main effect of 

orientation on the subjects input speed (t(29) = 0.19, p = .85, d = 0.16) or of preferred input 

method and orientation on input speed (t(28) = 0.84, p = .41, d = 0.02).  
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Figure 4. The distribution of WPM in Experiment 1. 

 

 

Figure 5. The distribution of WPM by iPhone ownership in Experiment 1. 
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Figure 6. The distribution of WPM between the two blocks in Experiment 1. 

 

Key Type Latency 

 Since the screen switches and shift key presses were not recorded, to examine the effect 

of multiple pages of characters and additional keystrokes on input time, the mean time between 

the keystrokes was examined as a function of category. Table 2 shows the mean interkey interval 

between keystrokes separated by preceding character category and target character category. 

Since the pairings between all categories were not available for all subjects, the categories were 

transformed into the minimum number of screen shifts require to get from key press to key press. 

For example Lowercase to Lowercase would be zero screen shifts where Symbol2 to Uppercase 

would be two. The mean interkey interval from all the different minimum number of key presses 

is shown in Figure 7. A repeated measures ANOVA was run to determine the effect of the 

number of screen shifts on the interkey interval. The effect of the number of screen shifts on the 
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interkey interval was reliable (F(1.2, 35.5) = 297.33, MSE = 0.04, p < .001, ηp
2 = .91, 

Greenhouse-Geisser adjusted). 

 

Table 2. 
Mean interkey interval in seconds for all transition types available in Experiment 1. 

 
 

  Preceding Character      
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.44 1.41 1.48 1.56 1.45 1.12 
Number 1.49 0.54 1.97 2.48 - 1.54 
Return 0.71 0.73 0.79 0.72 0.66 0.86 
Symbol1 2.01 2.01 1.84 2.69 0.98 1.56 
Symbol2 2.47 3.06 0.78 0.42 2.54 2.62 
Symbol3 1.45 2.04 - - 3.86 1.60 
Uppercase 1.51 2.22 1.99 2.01 1.84 0.95 
 

 

Figure 7. The mean interkey interval by the minimum number of screen shifts required. 

 

Errors 

Error Rate. The input stream keystroke classification created by Soukoreff and 

MacKenzie (2003) was used to examine the error rates. The not corrected error rate had a mean 
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of 1.46% with a standard deviation of 0.85 and the corrected error rate had a mean of 3.60% with 

a standard deviation of 1.51 (t(29) = 7.88, p < .001, d = 1.53). The total error rate is the sum of 

these two types of errors; the mean total error rate was 5.06% with a standard deviation of 1.93. 

There was not a reliable main effect of iPhone ownership on the subjects’ total error rate (t(28) = 

0.42, p = .68, d = 0.15). The mean error rate in landscape was 4.53% with a standard deviation of 

1.96 and for portrait 5.53% with a standard deviation of 2.61. Figure 8 shows the error rate 

distributions for the two orientations. Subjects made more errors in portrait than in landscape 

(t(29) = 2.18, p = .04, d = 0.41). 

 

Figure 8. Error rate distributions in the two orientations in Experiment 1. 

 

Error Type. To determine what types of errors were made during input, the input stream 

for each trial was examined using the error taxonomy expanded from Wobbrock and Myers 

(2006). Most of the errors were grouped into the common types: substitution, omission, 

duplication, and transposition. Two less common types, incorrect shifting and extra character, 

were also used. Substitution errors and omission errors were broken up into subcategories 
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because of their high frequency of occurrence. The fours subcategories of substitution errors 

were: adjacent character (i.e., a character on a neighboring key to the target character on the 

keyboard was typed), incorrect screen (i.e., a character in the correct position as the target 

character was typed but at a different screen depth), visual similarity, and other. The three types 

of omission errors were missing character, missing ending punctuation, and early submission 

(i.e., submitting the string when it was only partially complete). The final category was correct 

character that encompassed characters that were input correctly but removed by fix actions. 

Table 3 shows the percent of the total errors that fell into each category. 

Table 3. 
Error types and percentages for all errors made in Experiment 1. Subcategories are shown in 
italic. 

Error Type Percent of Total Errors Error Count 
Substitution 46.97 382 

Adjacent Character  35.45 234 
Incorrect Screen  3.33 94 
Visual Similarity  4.24 28 
Other  3.94 26 

Omission 14.39 95 
Missing Character  4.70 31 
Ending Punctuation  9.09 60 
Early Submission  0.61 4 

Incorrect Shifting 14.24 94 
Correct Character 14.09 93 
Duplicate Character 3.94 26 
Extra Character 3.33 22 
Transposition 3.03 20 
Total 100 660 

 

To examine the effect of orientation and error type on the number of errors made, a 

repeated measures ANOVA was run with orientation and error type as independent variables. 

Characters that had a corrective action taken on them unnecessarily were omitted from the 

analysis. The mean number of errors for each type by device orientation is shown in Figure 9. 
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The largest effect on the number of errors that occurred was type (F(2.1, 61.1) = 25.17, MSE = 

13.35, p < .001, ηp
2 = .47 Greenhouse-Geisser adjusted). The interaction and the main effect of 

orientation were also reliable (F(3.6, 103.8) = 5.91, MSE = 3.06, p < .001, ηp
2 = .17, Greenhouse-

Geisser adjusted, F(1, 29) = 8.98, MSE = 1.01, p = .006, ηp
2 = .24,). A post hoc contrast was run 

that demonstrated that subjects made more adjacent character errors than the other types of errors 

combined (F(1, 29) = 32.77, p < .001, ηp
2 = .53, Scheffe adjusted). Additionally, subjects made 

more adjacent character errors in portrait orientation than in landscape orientation (F(1, 29) = 

12.79, p = .001, ηp
2 = .306, Scheffe adjusted). 

 

Figure 9. Marginal means for each error type separated by orientation. 
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Speed-Accuracy Relationship 

 Figure 10 shows the each subject’s paired values for speed and accuracy. Since the 

speed-accuracy trade-off is a common relationship found in motor tasks, the correlation between 

the two values was calculated and found to not be reliable, (r (28) = -.12 p = .52).  

 

Figure 10. The relationship between speed and accuracy for Experiment 1. 

 

Discussion 

 Unlike in many other typing situations where users are sufficiently skilled there is little 

change during an experimental session; in this task subjects are faster in block 2 than in block 1. 

This is likely due to learning the location of the special characters. On the initial presentation 

subjects have to spend more time searching for the target character than in the later trials where 

they only have to recall it. The increase in interkey interval as the number of screen shifts 

increases is not surprising and being able to disentangle the differences between categories can 

further explain this effect. The difference in corrected error rate and not corrected error rate is 

consistent with past work that has found that subjects notice and correct most of the errors that 
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unsurprising. The smartphone has a small keyboard making it likely that users will miss the 

target key they are trying to type. Additionally, this error rate is higher in the portrait orientation 

as the keys are smaller than in the landscape orientation. One of the surprising results of this 

study was that non-iPhone owners had a faster input speed than iPhone owners. One possible 

explanation is that iPhone owners are more practiced with using iPhone-specific features like 

autocomplete and autocorrect. When those functions are not available users may be slower 

because the technologies they are normally reliant on are not available for use. Another 

explanation is that iPhone owners are more conscious of the difficulty of the task and are 

accordingly more careful. A baseline typing task on the smartphone may be able to elucidate the 

underlying cause of this effect.  
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Chapter 4: Experiment 2: Password Typing on a Tablet 

To be able to generalize results across mobile devices, the second study was conducted to 

identify the input speed and source and location of errors on a tablet. The same experiment was 

run on an iPad with only slight alterations to the layout to be adapted to the device. The goal of 

this study was the same as the previous one, to generate data that could be used to compare 

password input on a tablet to previous transcription typing experiments. The stimuli were the 

same and always present on the screen and the subjects were given the same set of instructions. 

Orientation and input poster were again either controlled for or recorded. While the goal of the 

experiment was the same there are differences between the devices that could affect performance. 

One minor difference is that the keyboard layout is different on the tablet than on the smartphone. 

There are a few characters that are present on more screens on the tablet as well as keyboard 

navigation keys on both sides of the keyboard. The major difference between devices is the size, 

the tablet is much larger and the keyboard size does not change as drastically between 

orientations. Only differences in the methods from the past study are noted. There was one 

addition to this experiment, which was the introduction of a baseline typing task on the computer 

to examine the relationship between input speed on a physical and virtual keyboard. This 

baseline typing task was added because the tablet keyboard is more similar in size to a desktop 

keyboard than the smartphone keyboard is. 

Method 

Subjects 

The subjects in this experiment were 30 Rice University undergraduates (12 female) that 

participated for credit toward a course requirement. The subjects’ ages ranged from 18-22 years, 

with a mean age of 20.1 years. Twenty-six subjects were right-handed and the other four were 
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left-handed. Twenty-one subjects reported owning an iPhone and eleven of them reported 

owning an iPad. 

Stimuli and Design 

Baseline Typing Task. Two timed typing tasks on a computer were used to measure the 

subjects’ input speed on a physical keyboard. The first stimulus was one minute long and the 

second was two minutes long. The subjects were asked to type as much of the stimulus as they 

could as quickly and accurately as possible. The stimuli were stories in English. Four measures 

were calculated by the application for each task: words per minute, number of characters typed, 

number of errors made, and percent accuracy.  

Tablet Typing Task. A representative trial is shown in Figure 11 in portrait mode and in 

Figure 12 in landscape mode. 

 

 

Figure 11. An example trial from Experiment 2 in portrait mode. 
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Figure 12. An example trial from Experiment 2 in landscape mode. 

 

Figure 13. The categories of key types on the tablet. 
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String Composition. The keys were classified into the same categories with the 

exception of Symbol3. On the tablet the symbols that were in this category were visible on all 

three screens whereas on the smartphone they were only visible on two screens. Figure 13 shows 

the location of the keys categorized by their type. 

Apparatus 

Stimuli for the baseline-typing task were displayed on a Viewsonic VA503b 15” LCD 

monitor set at a resolution of 1024 x 768 pixels. Subjects were placed directly in front of the 

display and interacted using an Apple Keyboard. Two identical Macintosh mini 1.83 GHz Intel 

Core 2 Duo machines running Mac OS X 10.6.8 were used. 

Stimuli for the experiment were displayed on an iPad 2 running iOS 6.0.1. Subjects were 

seated at a table and were instructed to leave the device on the table during the experiment 

except when it was necessary to change the device orientation. Subjects were given a support for 

the tablet that angled the device so that it did not lie flat on the table and was in a more 

ergonomic position for use. 

Procedure 

The subjects were first seated at the computer where they completed the two baseline 

typing tasks. After these tasks were completed, they were given an instruction sheet that 

explained the procedure for the tablet typing task. The instruction sheet is shown in Appendix B.  

Results 

Input Posture 

 The input posture that the subjects used in this experiment was constrained in the same 

manner as the smartphone experiment. For input posture, twenty-seven subjects typed with one 
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finger on each hand, two subjects used only one finger in both orientations, and one subject 

typed using all ten fingers. 

Words per Minute 

Figure 14 shows the distribution of the subjects’ mean input speed on the tablet, which 

was 8.18 WPM with a standard deviation of 1.67. There was not a reliable relationship between 

iPhone owners and input speed or with iPad owners and input speed. Figure 15 shows the 

distribution of the subjects’ mean input speed separated by block, with block one having a mean 

of 7.82 WPM and block two with a mean of 8.56 WPM. As in the last experiment, subjects were 

faster in the second block (t(29) = 3.12, p = .004, d = 0.58). There was not a reliable effect of 

orientation on input speed (t(29) = 1.03, p = .314, d = 0.19). There was a moderate positive 

correlation (r(28) = .35, p = .058) between typing speed on the computer and input speed on the 

iPad. The relationship was not reliable at the traditional .05 alpha level, but it is suggestive. 

 

 

Figure 14. The distribution of mean WPM in Experiment 2 
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Figure 15. The distributions of mean WPM by block in Experiment 2. 

 

Key Type Latency 

The effect of additional keystrokes on the mean time between keystrokes was again 

examined by key category. Table 4 shows the mean interkey interval depending on the previous 

character type. Since the pairings between all categories were not available for all subjects, the 

categories were transformed in the same manner. Figure 16 shows the mean interkey interval 

grouped by the minimum number of screen shifts necessary to transition between categories. A 

repeated measures ANOVA was run to determine the effect of the number of screen shifts on the 

interkey interval. The effect of the number of screen shifts on the interkey interval was reliable 

(F(1.3, 37.0) = 240.25, MSE = 0.06, p < .001, ηp
2 = .89, Greenhouse-Geisser adjusted). 
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Table 4. 
Mean interkey interval in seconds for all transition types represented in Experiment 2. 

 
    Preceding  Character       

Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.48 1.48 1.53 1.71 1.61 1.18 
Number 1.50 0.65 2.20 2.49  - 1.69 
Return 0.75 0.75 0.91 0.76 0.71 0.76 
Symbol1 2.28 2.11 1.02 3.36  - 1.70 
Symbol2 2.66 3.51 0.37 0.31 3.02 2.91 
Symbol3 1.75 -  - - 0.49 1.89 
Uppercase 1.50 2.18 2.10 2.17 2.03 1.07 

 

 

Figure 16. The mean interkey interval by minimum number of screen shifts. 

 

Errors 

Error Rate. The average not corrected error rate across all subjects was 2.65% with a 

standard deviation of 2.51 and the corrected error rate was 8.36% with a standard deviation of 

3.38. Again subjects corrected more errors than the missed (t(29) = 6.91, p < .001, d = 1.50). The 

average total error rate was 11.01% with a standard deviation of 3.88. The mean error rate in 

landscape was 10.63% with a standard deviation of 4.65 and for portrait 11.1% with a standard 
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deviation of 5.38 (t(29) = 0.39, p = .70, d = 0.07). There was not a reliable main effect of iPhone 

ownership with the subjects total error rate (t(28) = 0.08, p = .94, d = 0.03) or with tablet 

ownership with the subjects total error rate (t(28) = 0.10, p = .92, d = 0.04).  

Error Type. The input stream for each string was examined to determine what types of 

errors were made during input. The same error taxonomy that was used in Experiment 1 was 

used with one additional category. This category was created because subjects ended up using 

the clear function of the delete key in addition to just the delete function. The clear function is 

engaged by touching the delete key and holding down for a long press. This function was not 

always intentionally used and subjects would continue to input text as if they had only deleted a 

single character instead of everything they had typed on the trial that far. These errors were 

classified as CND, due to a clear not a delete being engaged. Due to the frequent use of the clear 

function approximately 67% of the characters in the input stream classified as incorrect were 

actually characters that were typed correctly but were cleared from the input. Table 5 shows the 

percent of the total errors that fall into each category. 

The mean number of errors of each type is shown in Figure 17. Correct characters that 

had a corrective action taken on them were excluded from the analysis. The type of error was the 

only reliable factor that had an effect on the number of errors that occurred (F(3.2, 92.1) = 17.48, 

MSE = 4.79, p < .001, ηp
2 = .38, Greenhouse-Geisser adjusted). The effect of orientation and the 

interaction between orientation and error type were not reliable (F(1, 29) = 1.81, MSE = 1.11, p 

= .19, ηp
2 = .06, F(5.0, 144.1) = .37, MSE = 1.71, p = .87, ηp

2 = .01, Greenhouse-Geisser 

adjusted). 
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Table 5. 
Error types and percentages for all errors made in Experiment 2. Subcategories are shown in 
italic. 

Error Type Percent of Total Errors Count 
Substitution 8.16 115 
  Adjacent Character  4.47 63 
 Incorrect Screen  1.28 18 
 Visual Similarity  1.13 16 
 Other  1.28 18 
Omission 19.72 47 
 Missing Character  1.91 27 
 Ending Punctuation  6.88 97 
 Early Submit  1.63 23 
Incorrect Shifting 9.29 131 
Correct Character 66.67 940 
Duplicate Character 1.42 20 
Extra Character 0.78 11 
Transposition 1.21 17 
CND 2.06 29 
Total  410 

 

 

Figure 17. Mean number of errors in Experiment 2 
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Speed-Accuracy Relationship 

 Figure 18 shows the speed and accuracy pairs for each subject, the correlation between 

the two values was found to not be reliable, (r(28) = -.08 p = .64). 

 

 

Figure 18. The relationship between input speed and error rate in Experiment 2. 
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most likely due to the larger key size. The differences in frequencies of error types that occurred 
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One of the problems for many subjects on the tablet that did not occur on the smartphone 

was unintentionally clearing the text field. This is problematic due to the fact that it lowers input 

speed and increases the error rate but not the number of errors made. One possibility to remedy 

this would be a better explanation of how the delete key functions to prevent unintentionally 

engaging the clear. Another possibility is to disable this function on the device. This error 

coupled with the frequency of the duplicate character error could point to a sensitivity problem 

with the touch screen. With a less sensitive screen it is likely that these errors would occur less 

frequently. 
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Chapter 5: Experiment 3: Password Typing with Touch Data 

The first two studies demonstrated that this task is an arduous one. Compared to the 

existing literature on phrase input, subjects were not more error prone when inputting passwords, 

but their input speed was much slower. The average input speed on both tasks was just over 8 

WPM. Subjects’ input speed did increase as the experiment progressed, which showed that they 

got better at the task. One of the limitations of the experiments was that it as difficult to 

determine in what aspect of the task subjects were improving on to increase their input speed. 

With regard to error rate, the overall error rate was higher in the tablet experiment than the 

smartphone experiment due to the Clear Not Delete error. The type of errors that occurred 

demonstrated the importance of keyboard size. The adjacent character error were the most 

frequent on the smartphone especially in portrait orientation while they were not predominant in 

the tablet experiment.  

To address some limitations in the previous experiments, an additional experiment was 

run with some modifications to the design. The most important change was made to the 

application that ran the experiment so that every touch event that the subject made was recorded. 

With this additional touch data it is possible to look not only at the interkey interval but to 

analyze the number of taps subjects made to change between screens and the time spent on the 

page searching for the target character. To be able to make accurate direct comparisons to 

performance on different devices, device was manipulated as a between-subjects variable. To 

better determine the effect of input posture on speed and accuracy subjects were assigned to 

either using one finger or two thumbs on the smartphone. Since not all of the transitions between 

character categories were available in the stimuli used in the previous experiment, new stimuli 

were added to ensure a sufficient number of transitions between all character categories. While 
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Experiment 2 used a baseline typing task on a physical keyboard, in this experiment subjects 

performed a baseline typing task on the device used in the experiment so input speed on 

password-like strings and more standard text could be directly compared. Finally, subjects’ 

interactions with the device were video recorded. This was done to verify that they used the 

correct input posture for the entire experiment and to determine which hand they used to type 

which characters when they were using more than one hand. Other than these differences, 

Experiment 3 used the same methods as Experiments 1 and 2.  

Method 

Subjects 

 Ninety-one Rice University undergraduates (61 female) participated in the experiment for 

credit toward a course requirement. The subjects’ ages ranged from 18-23 years, with a mean age 

of 19.2 years. Eighty-two subjects were right-handed, seven were left handed, and two were 

ambidextrous. Eighty-nine of the subjects owned smartphones and fifty-nine of those reported 

having ever owned a model of the iPhone. Twenty-nine subjects reporting owning a tablet and 

nineteen of those reported it was an iPad. 

Stimuli and Design 

Prior to coming into the lab, subjects completed a prescreening survey about whether 

they owned a smartphone, how often they used two thumbs, one thumb, or one finger to enter 

text on their phone, and which of those input posture they preferred. For each input posture they 

had to respond with almost always, often, sometimes, and almost never. This survey was 

designed to mimic the one Azenkot and Zhai (2012) used in their study. The results of this 

survey were used to determine their eligibility for different conditions.  
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During each trial a phrase or a string of characters was displayed in the Courier typeface 

at the top of the screen in a white non-editable text field on a grey background. The displayed 

text was present through the entire duration of the trial. The white text field extends further 

horizontally than in previous experiments to accommodate for the length of the phrases. Below 

the stimulus text field was a second text field where the subject transcribed the stimuli. When a 

phrase was presented the text in the text field remained visible; when a string of characters was 

presented the text field acted as a password field masking the characters after a short delay. A 

representative trial is shown in both orientations on the smartphone in Figure 19 and on the tablet 

in Figure 20. 

 

      

Figure 19. An example trial displayed on the smartphone in portrait and landscape mode. 
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Figure 20. An example trial displayed on the tablet in portrait and landscape mode. 

 

Device orientation and string were manipulated within subjects; interface condition was 

manipulated between subjects. The interface condition was a combination of the device and input 

posture used. The stimuli for the experiment were 10 phrases and 32 strings of characters. 

Interface Condition. Three interface conditions were used: tablet with two fingers, 

smartphone with two thumbs, and smartphone with one finger. Based on their responses to the 

prescreening survey, subjects were randomly assigned to an interface condition they were 

eligible for. All subjects were eligible to use the tablet. Subjects whose preferred input posture 

was not one thumb were eligible to use the smartphone. If the subjects reported using an input 

posture at least sometimes, they were eligible for that input posture on the smartphone. 

 Phrases. Ten phrases were randomly selected from MacKenzie and Soukoreff (2003). 

The phrases that were used in this experiment are listed in Appendix C. The correlation of letter 

frequency in the phrases and the English language is r = 0.91. 
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 String Composition. The sixteen strings from the previous experiment were repeated in 

this experiment. The other sixteen unique strings were semi-randomly generated to balance for 

transition type between the six character categories. The strings were composed of a mix of 

uppercase characters, lowercase characters, numbers, and symbols. All strings started with a 

character or number. The strings varied in length from nine to sixteen characters. They were 

generated by randomly selecting the character category that would appear at each position. Once 

the character category was assigned, the number of transitions between character categories was 

counted. This process repeated until there were at least four transitions of each type. Once the 

character category was determined the character that would be placed there was selected by 

randomly sampling from the set of characters in that category. If the same character was selected 

twice in a row the second occurrence was replaced with a different randomly selected character. 

Visually similar characters were excluded to improve readability of the string i.e., i, I, o, O, 1, 0, 

l. The ‘ was also excluded as it causes an automatic keyboard shift back to the letters screen after 

being tapped. The additional strings that were used in this experiment are listed in Appendix C. 

 There were six blocks of trials in the experiment. The first block was a practice block of 

phrases followed by two experimental blocks of phrases. The fourth block was a practice block 

of strings followed by two experimental blocks of strings. Both the phrases and the strings were 

presented twice in total, appearing once in each block. The orientation of the device was 

counterbalanced; half the subjects input the strings in portrait mode in block two and five then 

landscape mode in block three and six with the orientations in the reverse order for the other half 

of the subjects. In all of the non-practice blocks the strings were presented in a random order. 

During the practice blocks subjects could use either orientation and were informed they could 

switch between the two. The duration of the experiment was between 45 and 60 minutes. 
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 A timestamped log of the keystrokes as well as all the touch events was recorded 

throughout the task. All trials were completed in one session. Subjects were asked to fill out a 

short survey after completing the session. The survey contained questions about their computer 

use and experience, smartphone use and experience, and frequency of certain activities 

performed on their smartphone. 

Apparatus 

Three mobile devices were used in this study; an iPad 2 running iOS 6.0.1 and two 

identical fourth-generation iPod Touches running iOS 5.1.1. Subjects were seated at a table with 

a rectangular area marked in blue painters tape on it. Two video cameras were used in this study, 

a Kodak Playfull Ze1 and a Kodak Zi8 Pocket. The video camera was placed above the subjects’ 

hands and recorded their interactions with the device within the marked area. Subjects were 

instructed to keep the device in this area for the duration of the experiment. If the subjects input 

the stimuli with two thumbs on the smartphone, they were asked to hold the device for the 

duration of the experiment. If the subjects input the stimuli with one finger they could hold the 

device or rest it on the table.  

Results 

Prescreening Survey 

 Almost all participants reported using multiple input postures at least sometimes. The 

most commonly reported input posture was two thumbs with 89% of respondents reporting they 

used that input posture at least sometimes. The least commonly reported input posture was one 

finger with only 44% of respondents saying they used it at least sometimes. Figure 21 shows the 

reported frequency of use for each of the input postures. 
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Figure 21. Use of different postures for text entry on smartphones. 

 

Words per Minute 

 The subjects’ average input speed on the password task was 7.36 WPM with a standard 

deviation of 1.20. As can be seen in Figure 22 the distribution of WPM is approximately normal. 

Figure 23 shows the distribution of input speed separated by iPhone ownership. Owners of 

iPhones had a reliably faster input speed then subjects who had never owned an iPhone, 7.59 

WPM versus 6.94 WPM (t(89) = 2.54, p = .01, d = 0.56). The distribution of the input speeds for 

the different blocks is shown in Figure 24. Subjects were faster in block two, 7.69 WPM, than in 

block one, 7.04 WPM (t(90) = 10.07, p < .001, d = 1.05). There was not a reliable main effect of 

orientation on input speed (t(90) = 1.43, p = .16, d = 0.15) or of interface condition on input 

speed (F(2, 88) = 2.53, p = .08, ηp
2 = 0.054).  

For the phrase task the average input speed was 42.45 WPM with a standard deviation of 

11.44. The distribution of WPM for the phrase task is shown in Figure 25, and is approximately 

normal. The distribution of the input speed separated by interface condition is shown in Figure 
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26. There was a reliable main effect of interface condition on input speed on the phrase task (F(2, 

87) = 57.96, p < .001, ηp
2 = 0.57). Figure 28 shows the corresponding input speeds for the two 

tasks. The input on the phrase task was faster than the input on the password task (t(89) = 30.44 

p < .001, d = 6.45). There was a strong positive correlation (r(88) = .46, p < .001) between input 

speed on the baseline task and the password task. 

 

 

Figure 22. The distribution of WPM in Experiment 3. 
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Figure 23. The distribution of WPM by iPhone ownership in Experiment 3. 

 

 

Figure 24. The distribution of WPM between the two blocks in Experiment 3. 
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Figure 25. The distribution of WPM for the phrase task in Experiment 3 

 

Figure 26. The distribution of WPM for the phrase task by interface condition. 

 



  

 

51 

 

Figure 27. The distribution of the average input speeds for the two tasks 

 

Figure 28. The average input speed for the two tasks separated by interface condition. 
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Key Type Latency 

 Interkey Interval. To be able to compare the interkey intervals to the previous studies, 

Table 6 through Table 9 show the mean interkey interval overall and for the different interface 

conditions. A six by six by three mixed ANOVA was run on the interkey interval with preceding 

character category and typed character category as within-subjects factors and interface 

condition as a between-subjects factor. The effects of preceding character (F(5, 440) = 291.04, 

MSE = 0.08, p < .001, ηp
2 = .77) and typed character (F(2.6, 225.2) = 592.92, MSE = 0.38, p 

< .001, ηp
2 = .87, Greenhouse-Geisser adjusted) were significant. The interaction between 

preceding character and typed character was reliable (F(8.6, 759.5) = 239.69, MSE = .23, p 

< .001, ηp
2 = .73, Greenhouse-Geisser adjusted). The main effect of interface condition was not 

significant (F(2, 88) = 1.3, MSE = 3.61, p = .28, ηp
2 = .03). 

Table 6. 
Mean interkey interval in seconds for all transitions in Experiment 3. 

 
 

  Preceding Character      
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.52 1.49 1.61 1.73 1.54 1.01 
Number 1.51 0.61 1.71 2.49 1.71 1.54 
Symbol1 2.02 1.72 1.73 3.19 1.67 2.26 
Symbol2 2.59 2.90 2.78 1.83 2.83 2.74 
Symbol3 1.60 1.49 1.60 1.71 1.73 1.68 
Uppercase 1.42 1.92 2.09 2.12 2.04 0.93 
 

Table 7. 
Mean interkey interval in seconds for all transitions on the tablet in Experiment 3. 

 
 

  Preceding Character      
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.49 1.50 1.60 1.74 1.54 0.99 
Number 1.51 0.59 1.67 2.46 1.76 1.57 
Symbol1 2.11 1.64 1.73 3.26 1.81 2.34 
Symbol2 2.55 2.93 2.60 1.89 2.94 2.71 
Symbol3 1.65 1.57 1.67 1.76 2.11 1.81 
Uppercase 1.34 1.90 2.09 2.13 2.07 0.86 
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Table 8. 
Mean interkey interval in seconds for all transitions on the smartphone using two thumbs in 
Experiment 3. 

 
 

  Preceding Character      
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.44 1.39 1.57 1.65 1.47 0.98 
Number 1.46 0.51 1.82 2.42 1.71 1.51 
Symbol1 1.94 1.75 1.75 3.06 1.58 2.18 
Symbol2 2.51 2.78 2.73 1.88 2.68 2.63 
Symbol3 1.47 1.39 1.57 1.61 1.50 1.57 
Uppercase 1.41 1.86 1.93 1.96 1.94 0.85 
 

 

 

Table 9. 
Mean interkey interval in seconds for all transitions on the smartphone using one finger in 
Experiment 3. 

 
 

  Preceding Character      
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.64 1.57 1.67 1.80 1.63 1.05 
Number 1.56 0.71 1.64 2.59 1.64 1.54 
Symbol1 2.01 1.76 1.72 3.26 1.66 2.26 
Symbol2 2.73 2.99 2.98 1.81 2.85 2.89 
Symbol3 1.69 1.50 1.57 1.74 1.48 1.67 
Uppercase 1.53 1.99 2.24 2.29 2.12 1.10 
 

Number of Taps. Since the screen switches and shift key presses were recorded, the 

effect of multiple pages of characters and additional keystrokes on input time was examined in 

addition to the interkey interval. Two subjects that used the tablet for the experiment were 

excluded from this analysis due to the fact that when typing an uppercase character they kept 

their finger on the shift key until they typed the target character, similar to what is required on a 

physical keyboard. The mean, standard deviation, minimum, and maximum number of taps 
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between the character categories are shown in Table 10. Since the symbols that fall into the 

category Symbol3 are different between the Tablet and the Smartphone the mean number of taps 

by interface condition are shown in Table 11, Table 12, and Table 13. Figure 29 shows the mean 

number of taps between each key category. A two by six by six by three mixed ANOVA was run 

with block, preceding character category, and typed character category as within-subjects factors 

and interface condition as a between-subjects factor. As expected, there was a reliable effect of 

typed character (F(4.6, 197.1) = 1112.37, MSE = 0.59, p < .001, ηp
2 = .93, Greenhouse-Geisser 

adjusted), preceding character (F(3.2, 278.3) = 60.90, MSE = .26, p < .001, ηp
2 = .42, 

Greenhouse-Geisser adjusted), and an interaction between the two (F(9.8, 19.6) = 494.43, MSE 

= .32, p < .001, ηp
2 = .85, Greenhouse-Geisser adjusted). The effect of interface condition on the 

number of taps between characters was reliable (F(2, 86) = 18.58, MSE = 1.33, p < .001, ηp
2 

= .30). The effect of block was not reliable (F(1, 86) = 1.60, MSE = 0.11, p = .21, ηp
2 = .02).  

 

 

Figure 29. The mean number of taps between all character categories. 
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Table 10. The mean, standard deviation, minimum, and maximum number of taps between the 
character categories. 

Preceding Character Typed Character Mean Std. Deviation Minimum Maximum 
Lowercase Lowercase 0.02 0.2 0 5 
  Number 1.08 0.429 1 7 
  Symbol1 1.2 0.696 1 10 
  Symbol2 2.13 0.569 2 10 
  Symbol3 0.91 0.421 0 5 
  Uppercase 1.3 0.803 1 7 
Number Lowercase 1.04 0.251 1 4 
  Number 0.02 0.182 0 2 
  Symbol1 0.43 1.081 0 11 
  Symbol2 1.99 1.404 1 10 
  Symbol3 0.25 0.662 0 4 
  Uppercase 2.13 0.559 2 14 
Symbol1 Lowercase 1.03 0.224 1 3 
  Number 0.84 1.017 0 6 
  Symbol1 0.29 0.753 0 6 
  Symbol2 1.79 1.308 1 10 
  Symbol3 0.17 0.557 0 4 
  Uppercase 2.11 0.44 2 7 
Symbol2 Lowercase 1.05 0.26 1 3 
  Number 1.96 0.859 1 7 
  Symbol1 1.52 1.025 1 9 
  Symbol2 0.49 1.224 0 9 
  Symbol3 0.38 0.81 0 4 
  Uppercase 2.16 0.452 2 6 
Symbol3 Lowercase 0.9 0.428 0 3 
  Number 0.79 1.017 0 6 
  Symbol1 0.27 0.733 0 7 
  Symbol2 1.83 1.248 0 7 
  Symbol3 0.42 0.738 0 4 
  Uppercase 2.02 0.496 0 6 
Uppercase Lowercase 0.14 0.48 0 4 
  Number 1.06 0.322 1 5 
  Symbol1 1.23 0.781 1 11 
  Symbol2 2.17 0.636 2 12 
  Symbol3 1 0.431 0 6 
  Uppercase 0.75 0.525 0 5 
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Table 11. The mean number of taps between character categories on the Tablet 

 
 

 Preceding  Character       
Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.008 1.026 1.018 1.039 0.644 0.079 
Number 1.063 0.029 0.647 1.616 0.645 1.053 
Symbol1 1.181 0.307 0.158 1.384 0.309 1.181 
Symbol2 2.120 1.791 1.612 0.331 1.631 2.145 
Symbol3 0.669 0.215 0.086 0.287 0.547 0.900 
Uppercase 1.142 2.042 2.046 2.063 1.856 0.720 

 

Table 12. The mean number of taps between character categories on the Smartphone with a 
finger as the input posture. 

  
 Preceding  Character       

Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.019 1.037 1.019 1.038 1.015 0.136 
Number 1.069 0.010 0.715 1.996 0.701 1.039 
Symbol1 1.141 0.305 0.173 1.376 0.141 1.143 
Symbol2 2.110 1.906 1.681 0.278 1.833 2.135 
Symbol3 1.008 0.240 0.088 0.247 0.259 1.027 
Uppercase 1.311 2.158 2.159 2.229 2.090 0.784 

 

Table 13. The mean number of taps between character categories on the Smartphone with thumb 
as the input posture. 

  
 Preceding  Character       

Typed Character Lowercase Number Symbol1 Symbol2 Symbol3 Uppercase 
Lowercase 0.025 1.051 1.054 1.072 1.054 0.200 
Number 1.118 0.018 1.104 2.230 1.051 1.096 
Symbol1 1.278 0.658 0.525 1.770 0.362 1.352 
Symbol2 2.171 2.257 2.031 0.842 2.044 2.218 
Symbol3 1.035 0.285 0.316 0.603 0.442 1.077 
Uppercase 1.421 2.195 2.121 2.188 2.129 0.750 

 

 Time on Page. The amount of time spent on the page before the character was typed was 

examined to estimate visual search time. The same two subjects that were excluded from the last 

analysis were also excluded from this one. One stimulus contained the same character twice in a 

row; this character transition was omitted. The mean time spent on the page for each character 
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category overall and separated by interface condition is shown in Figure 30. A two by six by 

three mixed ANOVA was run with block and typed character as within-subjects factors and 

interface condition as a between-subjects factor. There was a reliable effect of typed character 

category (F(3.1, 168.5) = 687.01, MSE = 0.02, p < .001, ηp
2 = .89, Greenhouse-Geisser adjusted), 

interface condition (F(2, 86) = 10.06, MSE = .19, p < .001, ηp
2 = .19), and block on the mean 

time on page (F(1, 86) = 222.36, MSE = 0.008, p < .001, ηp
2 = .72). There was also a significant 

interaction between typed character category and interface condition (F(6.2, 168.5) = 5.23, MSE 

= 0.02, p < .001, ηp
2 = .11, Greenhouse-Geisser adjusted) as well as typed character category and 

block (F(3.5, 299.4) = 27.78, MSE = 0.005, p < .001, ηp
2 = .24, Greenhouse-Geisser adjusted). 

The mean time spent on each page by character category for both blocks can be seen in Figure 31. 

 

 

Figure 30. The mean time on page before the character was typed for each interface condition. 
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Figure 31. The mean time on page for each character category by block. 

 

To illustrate the variability of the number of paths subjects took to navigate between 

screen depths, two state transition diagrams were made. The top most node in the diagram 

represents the previous characters and the final nodes represent the target characters. The nodes 

that connect the top node and the final node are all of the keyboard change keys that subjects 

pressed when navigating between the characters. The percentage signs are placed where paths 

diverge into distinct sequences and represent the number of times the subject branched onto that 

path as opposed to one on the same level. Figure 32 shows all the paths subjects took when 

transitioning from Lowercase to Lowercase. Over 99% of the time subjects successfully typed 

two lowercase letters in a row. The other less than 1% of the time they made unnecessary 

navigations between screens. Figure 33 shows all the paths subjects took when transitioning from 

Symbol1 to Symbol2. In this situation subjects were less optimal in navigating; only about 66% 

of the times were they able to take the shortest route between typed characters. 
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Figure 32. All transition paths and counts between Lowercase and Lowercase, n = 6201 
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Figure 33. All transitions and counts between Symbol1 and Symbol2, n = 995 
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Errors 

Error Rate. The not corrected error rate had a mean of 1.63% with a standard deviation 

of 0.83 and was reliably different than the corrected error rate which had a mean of 5.52% with a 

standard deviation of 3.08 (t(90) = 11.59, p < .001, d = 1.42). The mean total error rate was 

7.15% with a standard deviation of 3.18. A mixed ANOVA was run on error rate with 

orientation as a within-subjects factors and interface condition as a between-subjects factor. 

There was a reliable main effect of interface condition on error rate (F(2, 88) = 27.37, p < .001, 

ηp
2 = 0.38). The distribution of the error rate separated by interface condition is shown in Figure 

34. There was not a reliable main effect of orientation on error rate (F(1, 88) = 3.14, p = .08, ηp
2 

= 0.03) or an interaction between orientation and interface condition (F(2, 88) = 1.70, p = .19, ηp
2 

= 0.04). There was not a reliable main effect of iPhone ownership on the subjects’ total error rate 

(t(89) = 0.11, p = .92, d = 0.02)). 

 

Figure 34. The distribution of the per subject error rate by interface condition 
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Error Type. The same error taxonomy that was used in the previous studies was used in 

this one as well. Table 14 shows the percent of the total errors that fall into each category. Figure 

35 shows the average total number of errors that occurred across the course of the experiment by 

interface condition. A mixed ANOVA was run on the number of errors made with orientation 

and error type as within-subjects variables and interface condition as a between-subjects variable. 

Characters that had a corrective action taken on them unnecessarily were omitted from the 

analysis. The mean number of errors for each type by interface condition is shown in Figure 36. 

The largest effect on the number of errors that occurred was type (F(3.4, 297.4) = 132.19, MSE = 

2450.46, p < .001, ηp
2 = .60, Greenhouse-Geisser adjusted). Interface condition and the 

interaction of interface condition on error type also had a reliable effect on the number of errors 

(F(2, 88) = 8.98, MSE = 104.74, p = .001, ηp
2 = .16, F(6.8, 297.4) = 12.40, MSE = 229.85, p 

< .001, ηp
2 = .22, Greenhouse-Geisser adjusted).  

Table 14. 
Error count and percentages for all errors types made in Experiment 3. Subcategories are shown 
in italic. 

Error Type 
Percent of Total 
Errors Error Count 

Substitution 49.26 1824 
Adjacent Character  36.29 1344 
Incorrect Screen  3.54 131 
Visual Similarity  4.64 172 
Other  4.78 177 

Omission 18.71 693 
Missing Character  10.02 371 
Ending Punctuation  7.86 291 
Early Submission  0.84 31 

Incorrect Shifting 18.66 691 
Duplicate Character 3.13 116 
Extra Character 5.73 212 
Transposition 3.16 117 
Clear Not Delete 1.35 50 
Total 100 3703 
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Figure 35. Mean total number of errors made by interface condition. 

 

 

Figure 36. Marginal means for each error type across interface condition. 
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Speed-Accuracy Relationship 

 As with previous experiments the relationship between speed and accuracy was tested. 

Figure 37 shows the values for speed and accuracy on this task. There was no reliable 

relationship between speed and accuracy for any of the interface conditions (tablet r(28) = -.03, p 

= .87, smartphone finger r(28) = -.18, p = .33, smartphone thumb r(29) = .38, p = .38). 

 

 

Figure 37. The average input speed by total error rate separated by interface condition. 
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subject made. Figure 38 and Figure 39 show the number of taps on each key and the percent of 

time the left hand was used for both devices in both orientations. 

 One interesting result of this analysis is that on the right side of the keyboard the left 

hand is used less than 10% of the time for most keys. On the left side of the keyboard the right 

hand is used more frequently that the left hand was on the right side of the keyboard. For 

example the D key is typed with the left hand between 81.3 and 62.8% of the time while the 

equivalent key on the right side of the keyboard, J, is typed 100% of the time with the right hand. 

There was a small envelope around the left side keyboard shift keys for which subjects used the 

left hand a high percentage of the time. Outside of that envelope the right hand is used with 

increasing frequency as the position on the keyboard moves to the right. On the tablet subjects 

would use the right hand to type the keys on the very left side of the keyboard, A, Q, Z. One of 

the most surprising results was that on the smartphone in landscape mode users would reach 

across to the 2, 3, A, and [ keys, which based on how the device was held is outside the 

comfortable reach for the average user. 
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Figure 38. The percent of taps made by the left hand (top number) and the total number of taps 
(bottom number) on the key for the smartphone in landscape and portrait orientation. 
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Figure 39. The percent of taps made by the left hand (top number) and the total number of taps 
(bottom number) on the key for the tablet in landscape (top) and portrait (bottom) orientation. 
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Discussion 

One of the effects that was found in all three experiments was the increase in input speed 

from block one to block two. The additional touch data provided in the third experiment showed 

that the number of taps subjects made navigating between screens did not differ between blocks 

but the time spent on the page before the character was typed decreased. This suggests that the 

subjects spent more time looking for the characters earlier in the experiment, but later in the 

experiment they could more efficiently find them. 

The drastic difference between input speeds on the phrase task compared to the password 

task shows how arduous password input can be. In the phrase task there was a difference in input 

speed between interface conditions that was not present in the password task. Using two thumbs 

or two fingers increases the input speed compared to one finger when typing phrases but does not 

give the same benefit when typing passwords. The subjects in this study were on average faster 

at the phrase task than users in previous studies and much slower on the password task than 

subjects in previous phrase studies. The relationship between iPhone ownership and input speed 

was in the expected direction for this study, which makes the most likely cause of the different 

directional effect in the first study a Type I error. 

The number of errors made was lower on the tablet than the smartphone, but the error 

rate was higher on the tablet. This was caused by the accidental use of the clear function by some 

of the tablet users. This type of error inflated the error rate because a lot of correctly typed 

characters had a corrective action taken on them unnecessarily. Considering this error along with 

the two subjects that held down the shift key to type uppercase letters suggests that some subjects 

may think of typing on the tablet keyboard as more similar to a physical keyboard then a 

smartphone keyboard. In spite of this the error rate across interface conditions is in the same 
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range as other typing studies. The largest source of errors made on the smartphone, adjacent key 

errors, highlights the importance of key size. Smaller key sizes increase the likelihood that an 

adjacent key will be hit instead of the target key. While each study found a slight negative 

correlation between speed and accuracy, there was no reliable evidence of a speed-accuracy 

trade-off.  

There is also a rich data set available in the videos of the users’ interaction. While only 

the surface of this data set has been scratched, these data show that subjects use a strategy that is 

dissimilar to the MacKenzie and Soukoreff (2002) model updated by Clarkson et al. (2007). The 

original version of the model stated that there was an imaginary boundary line down the middle 

of the keyboard that subject did not cross when typing text with their thumbs. The updated 

version of the model stated that in situations where it was optimal subjects would cross over the 

individual boundary line and type keys in the center of the keyboard with the other hand. Their 

model said that this would only happen for the character set Y, G, V, B, T, and H. The data from 

this experiment show that there was not a definitive boundary line that could be drawn on the 

keyboard to distinguish between keys typed with the left hand and the right hand. Instead the 

data showed a spectrum, where subjects used the left hand more frequently on the left side and 

the frequency of the left hand decreased as the keys progressed further to the right on the 

keyboard 

The stimuli used in the first two experiments were ones created by a strong password 

generator and are similar to ones that are assigned to a user by a system administrator. The 

additional stimuli used in the third experiment were generated at random to control for 

transitions between characters. While these stimuli may be dissimilar to passwords generated by 

users, they represent a worst-case scenario. 
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Chapter 6: Cognitive Modeling of Password Entry 

While the results of the previous studies provided information into task performance, 

modeling the task provides further information about the strategies that the subjects employed. 

When modeling the input speed, two of the results from the previous studies heavily influenced 

the strategy employed by a cognitive model. The first result was that subjects input speed 

increased across blocks because they spent less time on the page before inputting the target 

character. The second result was that throughout the experiment subjects did not navigate 

efficiently between keyboard screen depths. Yet there were some performance aspects of the task 

that were not explained by the subject data alone. One question that was left was why the time 

spent on the page before symbols were typed remained slower than non-symbols throughout the 

experiment. A second question that needed to be answered was how were subjects searching 

through the keyboard screens to find the characters they were less familiar with. To answer these 

questions, a cognitive model was built in ACT-R. 

In the past, researchers have had success building ACT-R models that interact with 

simulated mobile devices (Salvucci et al. 2006, John et al., 2009, Greene et al, 2013). The 

strategies these researchers used to model their tasks informed the design process of the current 

model. The common strategy between these research endeavors was to create a simulated task 

environment in Lisp and then start modeling with ACT-R’s current capabilities. If the current 

capabilities were not sufficient, then additional capabilities were added. One of the advantages of 

using ACT-R is that cognitive processes can run in parallel or in series based on how the model 

is structured and what is cognitively plausible. By testing which processes run in parallel or in 

series, the cause for the different interkey intervals can be determined. Additionally visual search 

can be modeled in a number of ways both guided and not.  
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In addition to providing insight into task performance, having a working model of the 

task has a number of benefits. When presented with novel passwords, the model can make 

predictions of password typing time. This is especially useful because as new password policies 

are generated they can be tested to see if they are detrimental or beneficial to improving input 

speed. In addition to different password policies, different keyboard designs can be tested prior 

to implementation. Since the models are expandable, as more aspects of the task need to be 

modeled, the model can change to incorporate errors and the memory component of the task. 

Method 

Data Modeled 

The model was constructed based on the results of Experiment 3 from the subjects that 

interacted with the smartphone using one finger. The goal of this model was to get the transition 

time between characters correct. This caused the model to differ from the subjects in that the 

model always recognizes and types every character correctly. Due to this, the measure that was 

used to compare the model data to the subject data was the interkey interval. The standard 

measure of speed, words per minute, was not used because it decreases whenever mistakes are 

made during input. Other study results, such as the time on page before the character was typed 

and the number of taps made navigating between pages, were taken into consideration when 

determining the strategy the model should use. 

Materials 

Since there is no way to interface ACT-R directly with the iOS simulator, a custom 

environment was built in Common Lisp for the model to interact with. The model environment 

mimicked the mobile application used by the subjects. The arrangement, spacing, and sizes of 

the interface elements were the same as in the mobile application. The interface elements that are 
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unique to the mobile application, like the touch keyboard and the masking password field, were 

reconstructed as accurately as possible in the model environment. The keyboard was built so that 

the visible key size was the same as the visible key size in the mobile application, but the 

functional key size extended beyond that. Since the exact functional key size is not publicly 

available information, the simulated keyboard evenly split the difference between adjacent keys. 

Another feature unique to the mobile application that was reconstructed in the Lisp environment 

is the visual change on a key press. When a key is pressed an enlarged version of that key is 

displayed above the regular position of the key; upon release of the press the enlarged version of 

the key disappears. In the mobile application, the password field shows the character for a short 

amount of time after it is typed before masking it with an asterisk. If characters are typed into the 

password field in rapid succession then the characters are masked as the next key is input even if 

the normal time before masking has not expired. The password field used in the model 

environment recreated this behavior and used a time of one second before masking the most 

recently typed character. In the past, researchers (Salvucci et al. 2006) have had success using 

the mouse device module in ACT-R as a stand-in for a finger in touch interactions. This was 

used as a starting point for building the model. 

Design 

The model started out with a moderate amount of knowledge in declarative memory. For 

all characters on the keyboard, the model knew if they were letters, numbers, or symbols. The 

model knew the locations and screen depths of all the letters and numbers. The model only knew 

the location and screen depth of symbols that were presented to the subjects in the practice 

blocks. For all other symbols, the model did not start with the knowledge of their location or 

screen depth. The final part of the model’s knowledge was which keyboard change key needed to 
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be pressed to navigate between different screens. These assumptions were made based on most 

subjects’ familiarity with a QWERTY keyboard, the relationship between numbers, and the 

experienced gained from doing the practice block 

 

 

Figure 40. Overall Model Strategy 

 

The overall strategy that the model employed to input the stimuli was straightforward, a 

flowchart of it is shown in Figure 40. At the beginning of each trial the model would determine 
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available information regarding that character. Either just the type of the character would be 

recalled or the type of the character, the screen depth, and the location of the key. The model 
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stimulus. After the last character was input, the model would shift attention back to the stimulus 

and identify there were no more characters and seek out the done key. To identify the done key 

the model would both shift visual attention and the mouse in parallel to the keyboard key in the 

bottom right of the screen, identify it was the done key, and click on it.  

 

 

Figure 41. The process the model used to seek out and input a character. The grey box is where 
the process starts. 
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move both visual attention and the mouse to the key location in parallel. Once visual attention 

shifted to the key the model would verify that it was the correct key and as soon as the hand 

reached the key a press action was initiated. Once the press action was initiated, the model would 

shift visual attention back to the stimulus to determine the next character. For keyboard change 

keys as well as the shift key the model would move to the keyboard change key and visual 

attention in parallel. When changing the keyboard the model had to wait for the press action to 

complete and the keyboard to change before it could shift visual attention. When the target 

character was a symbol of a known location the model took a more conservative input approach 

and the process was similar but conducted in a serial manner. If the model was at the correct 

screen depth it would shift visual attention to the key first, verify it was the correct key and then 

move the mouse toward the key and initiate the press action after arriving. The model waited 

until the press action was complete before shifting attention back to the stimulus to determine the 

next character. If the model was searching for a symbol when the key location was not known it 

would start the search from the first page of symbols it encountered and randomly select an 

unattended key and compare it to the target character. This process continued until the target key 

was found or there were no more unattended symbols. If there were not more unattended 

symbols it would switch to the next page of symbols and start searching there. On screen depth 

two it did not search through the numbers. If the model started on screen depth one it would 

switch to screen depth two and start the search there. If the model started on screen depth two or 

three it would start searching on that page and switch to the other one if it was unable to find the 

key on the starting page. Once the model successfully located the symbol the location and screen 

depth were added to declarative memory.  
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To navigate between screens the model had to correctly recall the key necessary to switch 

between the current screen and target screen. If the model was unable to recall the correct key it 

would select the incorrect key. The majority of the extra taps between categories subjects made 

occurred when the previous character was a number or a symbol and the target character was 

also a number or a symbol. The number of transitional taps to and from letters was closer to the 

minimum. Due to the difference in number of taps, the chunks represented by those transitions 

involving letters started with higher base-level activation than the chunks representing the 

transitions between number and symbols. 

There are three processes in the model that vary in the amount of time they take to 

complete. The first two are related to the recall of chunks from declarative memory. Recall times 

for this model are based on base-level activation and a random noise component. There is a 

threshold the chunk needs to be over in order to be recalled and the higher the activation the 

faster the recall. The chunks representing character keys started with a higher level of activation 

and recall for them never failed. The amount of time to recall did vary based on the activation 

decay and the random noise component. For the chunks representing the character transitions the 

initial activation started lower so that they would not always be recalled. The time to navigate 

between screens was influenced by recall time as well as success or failure of recall. The third 

source of variation is the visual search time when a symbol’s screen and location are not known. 

The preceding character determines the page the model is on before it starts starting searching 

for a symbol and the order it examines keys is random, the amount of time it takes to find a 

symbol varies for each run.  
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Results 

To be able to compare the subject data and the model data, the procedure from Byrne 

(2013) was used determine the number of times the model needed to be run to build a 95% 

confidence interval within 5% of the mean interkey intervals. The model was run 20 times to 

estimate the coefficient of variation for each of the interkey interval. The largest coefficient of 

variation was used in the computation, and the minimum number of model runs was determined 

to be 93. One hundred model runs were performed. 

The interkey interval for each pair of categories for the model and the subjects can be 

seen in Figure 42 through Figure 47. The matched pairs of the model and subject data are shown 

in Figure 48. The results of a simple linear regression indicated that the model was able to 

predict 88% of the variance (R2 = .88, subject = .69 model  + .58). The mean absolute deviation 

of the model from the subject data was 260 ms or 15.7%. Figure 49 shows the average number of 

taps the model and the subjects made transitioning between character categories. 

 
Figure 42. All interkey intervals transitioning from Lowercase 
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Figure 43. All interkey intervals transitioning from Uppercase 

 
Figure 44. All interkey intervals transitioning from Number 

 
Figure 45. All interkey intervals transitioning from Symbol 1 
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Figure 46. All interkey intervals transitioning from Symbol 2 

 
Figure 47. All interkey intervals transitioning from Symbol 3 
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Figure 48. Matched pair IKI between the model and the subjects 

 

Figure 49. Average number of transition taps for the model and the subject data 
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Discussion 

The strategy that the model uses highlights the three main reasons why input speed on 

this task is so slow. The first is different strategies for different character categories. The model 

and subjects are able to efficiently input characters they are familiar with but take a more 

conservative approach when inputting symbols. The second reason is the model not having 

knowledge of where the symbols are and having to locate symbols the first time they are input. 

The third reason is not being able to navigate efficiently across screen depths. Like the subjects, 

the model does not navigate efficiently across pages and will not always take the shortest path to 

the correct page.  

These deficiencies in task performance highlight ways that passwords could be structured 

to improve task performance. Concerning which symbols are selected, using ones on the first 

page reduces the amount of time spent searching through keyboard screens. Rather than using 

symbols that subjects are unfamiliar with, symbols that are input frequently could be used so that 

subjects are more likely to remember their location on the screen. While using high frequency 

symbols subjects may eventually employ a less conservative approach when inputting the 

symbols as they are more accustomed to it. With regard to inefficient navigation, not using 

characters from the different symbol screens in sequence would be beneficial because it would 

eliminate the need to navigate across screens. If the user could modify the keyboard layout, they 

could place the symbols they would like to use more frequently on the first screen. This would 

aid them in search time, as they know which symbols they use most and could give them priority. 

These recommendations for structuring passwords and keyboard designs could be tested with the 

model to determine the any performance benefits. 
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There are a number of steps that could be taken to improve the model’s performance in 

the remaining categories. When typing a Number the model is faster when coming from 

Symbol1 and Symbol3 than the subjects are. One of the reasons that this happens is because the 

model never misidentifies the page that it is on while subjects do and will navigate off of screen 

depth two even when they do not have to. When typing a character in Symbol2 the model is 

slower than subjects for all preceding character categories except Symbol2. One of the reasons 

that this could be happening is the model is using completely random visual search. There are six 

symbols that are part of the category Symbol2 that are pairs, [ ] { } and < >. If a subject knows 

the location and screen depth of one of members of a pair, they can use that information to more 

quickly find the other member of that pair instead of blindly searching for it. Additionally if 

subjects are searching and find one half of the pair they can use this as a cue to find the other half 

where the model just continues searching randomly. 

In advancing the model forward the first major change to make would be to have the 

model make errors when inputting the stimuli. This can likely be accomplished by turning on 

motor movement noise in ACT-R. With noise on the model would not always successfully 

acquire the target key and would also not always land in the center of the key. This would 

introduce the most common kind of errors, adjacent key errors. The subject data indicates that 

while not all errors are caught and corrected the majority of them are. Therefore the model’s 

strategy would need to change so that sometimes it would verify the input. After inducing the 

model to make errors, the next step in development would be to branch out to the other input 

styles and devices. Additionally, there may be variations in subject strategy. Subjects may keep 

more than one character in working memory at a time instead of referring to the stimuli after 

each character is typed.  
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Chapter 7: General Conclusions 

This work examined the speed and accuracy of password input on mobile devices. 

Although mobile device keyboards were designed to be similar to physical keyboards, they are 

not the same and many of the limitations of the mobile device make typing passwords slower and 

more error prone. Table 15 shows the results of the current work compared to the results of the 

previous studies mentioned in Table 1. Subjects in Experiment 3 typing phrases had speeds 

comparable to some of the fastest results from previous studies. Performance on the password 

task across all three experiments is comparable to the slowest input speeds in previous studies. 

The only study that had input speeds as low as the subjects on the password task was the study 

conducted by Martin et al. (2009). This result is particularly interesting because that study was 

conducted with French speakers typing English phrases. This suggests users are as fast at 

transcribing secure passwords as they are transcribing text in a foreign language. 

One of the main factors in the slow input speed is inputting the symbols. While subjects 

learn the location of the symbols the initial act of searching through to keyboards screens to 

locate the symbols is time consuming. Compounding the slow down, especially for the model, is 

the conservative approach taken during the typing process to ensure accuracy. Since subjects do 

not navigate between the symbol pages and number pages efficiently it could be helpful for 

passwords to not require symbols and numbers in sequence.  
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Table 15.  
Comparison of the results from the current work to previous experiments sorted by input speed. 
The experiments described in this work are highlighted in blue 

Reference Hardware 
Operating 
System 

Orientation 
Input 
Posture 

WPM 
Error 
Instructions 

Error 
Rate 

Experiment 3 Phrase iPad iOS Both 2 Fingers 50.32 Q&A   
Azenkot & Zhai 
(2012) 

Samsung 
Galaxy S 

Android 3.2 Portrait 2 Thumbs 50.03 No Delete 10.8% 

Experiment 3 Phrase iPhone iOS Both 2 Thumbs 46.53 Q&A   
Rudchenko, Paek, & 
Badger (2011) 

- 
Windows 
phone 7 

N/C N/C 40 No Delete 13% 

Azenkot & Zhai 
(2012) 

Samsung 
Galaxy S 

Android 3.2 Portrait 1 Finger 36.34 No Delete 8.2% 

Azenkot & Zhai 
(2012) 

Samsung 
Galaxy S 

Android 3.2 Portrait 1 Thumb 33.78 No Delete 
7% 

Experiment 3 Phrase iPhone iOS Both 1 Finger 30.5 Q&A   
Nicolau & Jorge 
(2012) 

HTC desire 
Android 2.1 
or 2.2 

Landscape 2 Thumbs 29 No Delete 3% 

Nicolau & Jorge 
(2012) 

HTC desire 
Android 2.1 
or 2.2 

Portrait 2 Thumbs 25 No Delete 6% 

Castellucci & 
MacKenzie (2011) 

Samsung 
Galaxy S 
Vibrant 

Android 2.1 Portrait 2 Thumbs 21.4 Q&A 11.8% 

Nicolau & Jorge 
(2012) 

HTC desire 
Android 2.1 
or 2.2 

Portrait  1 Finger 20 No Delete 6% 

Parisod, Kehoe, & 
Corcoran (2010) 

iPad iOS Landscape N/C 18.91 Q&A 5% 

Allen, McFarlin, & 
Green (2008) 

iPhone iOS Portrait N/C 16.43 Q&A 9% 

Arif, Lopez, & 
Stuerzlinger (2010) 

iPhone 3G iOS Portrait N/C 15.92 Q&A 10% 

Parisod, Kehoe, & 
Corcoran (2010) 

iPhone iOS Landscape 2 Thumbs 14.69 Q&A 11% 

Experiment 1 iPhone iOS Both N/C 8.23 Q&A 5.1% 
Experiment 2 iPad iOS Both N/C 8.18 Q&A 11.0% 
Martin, Isokoski, 
Jayet, & Schang 
(2009) 

Hewlett 
Packard iPAQ 
HX2490b 

Windows 
Mobile 5 

Landscape 2 Thumbs 8 Q&A 25% 

Experiment 3 
Password 

iPhone iOS Both 2 Thumbs 7.74 Q&A 5.8% 

Experiment 3 
Password 

iPad iOS Both 2 Fingers 7.22 Q&A 9.9% 

Experiment 3 
Password 

iPhone iOS Both 1 Finger 6.67 Q&A 5.8% 
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The error rate from these experiments is no higher or lower than in other experiments. 

The number and source of errors that a user makes is important to consider because many 

systems will automatically lock a user out after a specific number of failed attempts causing the 

user to have to reset the password. The most common type of error made, substitution of an 

adjacent key on the smartphone, has a clear relationship to the size of the keyboard. The second 

most common error, incorrect shifting, is interesting because the source of that error is not as 

easily to determine. It could be due to either cognitive errors (forgetting to hit the shift key) or 

motor errors (missing the shift key). There are additional analyses that could shed further light 

onto predicting errors and user strategies. One analysis would be determining if there is an effect 

of character category on the likelihood of typing that character incorrectly. If users are truly 

being more conservative when inputting symbols then one would expect a higher likelihood of 

symbols being corrected errors. This is because since they are being more conservative during 

input they would be more likely to notice they made an error and fix it. Conversely it would be 

expected that lowercase characters would be more likely to be uncorrected errors because users 

are being more aggressive during input. Another analysis that could be done is to test if there is a 

relationship between the preceding and following character categories on whether an error is 

made and if it is detected, especially if subjects are keeping more than one character in working 

memory at a time. 

Past work has made recommendations for preventing errors when typing on mobile 

devices. Nicolau and Jorge (2012) found an increase in adjacent key errors within the same row. 

Their design recommendation was for corrective algorithms or adaptive keyboards to take this 

into account when suggesting corrections. Additionally they recommend alternative modalities 

or algorithms that could compensate for hand tremor. Both Azenkot and Zhai (2012) and Henze, 
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Rukzio, and Boll (2012) studied the offset of the touch coordinates to gain a better understanding 

of why these errors occur. Azenkot and Zhai (2012) found that horizontal touch point offset was 

not only off center but that there was a left or right bias based on the row the key was on, 

whether the key was on the left or right side of the keyboard, and the input style. They also found 

that the vertical touch point was most below the center of the key. Henze et al. (2012) found 

similar results but were testing an adapted shift correction technique that calculated where the 

center of the key should be based on past typing. This was able to increase speed and 

performance and decrease error rate. If the offset for this task is similar, future work could use 

the corrective technologies like those recommended or tested in past work to try and reduce the 

motor errors. 

In the text entry literature there are well defined measures for speed and accuracy (Arif et 

al., 2009). Inputting text on mobile devices creates unique challenges that are not encountered on 

physical keyboards. To be able to better measure the efficiency of navigation, new measures will 

need to be introduced. One way to do this would be to obtain a keystroke stream from collected 

data, as keyboard transitions do not show up in the input stream. The target text will need to be 

used in combination with a shortest path algorithm to calculate the most efficient path between 

keyboard screens. The metric could be calculated from a ratio of total keystrokes made to the 

optimal number of keystrokes. This could be done at the stimulus level or on a character basis to 

determine problematic character category transitions. This measure could also be used when 

creating passwords to try and minimize the number of transitions required. 

To prevent the loss or theft of passwords security specialists actively discourage users 

from writing passwords down. In spite of this, users still report writing down their password 

(Adams & Sasse, 1999, Inglesant & Sasse, 2010) especially for systems that require frequent 
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password changes. While users likely more often recall passwords rather than transcribe them, 

there are certainly plenty of cases of transcription typing of passwords. Pure transcription allows 

typing errors to be examined in isolation from memory errors. Future work needs to be done to 

incorporate the memory component of password authentication.  

Additionally these studies only utilized iOS devices. Further research needs to be done to 

be able to generalize to other platforms, e.g., Android and Windows Phone, and the variety of 

devices they run on. Using Android phones to study password input can give particular insight 

into how users use system features to verify they typed the correct character as both the delay in 

character masking as well as the keyboard popup can be turned off. Now that the size of iPhones 

has increased and alternative keyboards are available for iOS, these new features can be tested to 

see if they provide any advantage when typing passwords. 

The difficulty involved with inputting passwords on mobile devices has a number of 

repercussions on how users will interact with the system. One possible repercussion is that if 

users know they will be inputting their password on a mobile device, they may select a less 

secure password to save themselves the frustration of inputting symbols. Since not all characters 

are visible at all times users have to search different keyboard depths to be able to find them. The 

users’ lack of speed when typing passwords can put them at risk of shoulder surfing. The high 

frequency of errors across devices may be reason to allow some leeway in the number of 

attempts the user has before the system locks them out. The two components that determine 

password entropy are length and variety of character. While both components are important 

increasing the length of the password by one character increases the entropy more than adding 

one character to the possible character set. Taking the importance of length into consideration 

with the fact that users are very fast at typing phrases, Systems policies can require the user to 
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create a longer password but allowing them to include dictionary words. This should increase the 

input speed without sacrificing security by reducing entropy. Designers can take these results 

into consideration when setting up password policies. Additionally, the specific typing errors that 

occur can inform software designers to create algorithms that compensate for the motor errors. 

Typing the password is only one component of authentication and needs to be incorporated with 

work that looks at the cognitive component as well.  
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APPENDIX A: EXPERIMENTAL STIMULI 

Stimuli Length 
t7$FrApR? 9 
c>HA!*ac7 9 
qEch<4da?  9 
Vu.wap9$G 9 
w6at_drAp? 10 
j##u38\sp3f  10 
Bu4ephA+e- 11 
3p:A!a_UKAf 11 
me+eSwA)2kup  12 
$R3QAc!av%s2  12 
sPU+r8jEq&VE.  12 
xeZAr=3a9@w*  13 
y_3&Z>s2mew=PH  14 
V!d-as8*H_pHu6 14 
H+maVu#am5w?Th  14 
mu!rE4^ec(ey8x 14 
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APPENDIX B: INSTRUCTION SHEETS FOR THE TWO EXPERIMENTS 

Mobile Typing 

The goal of this experiment is to study how people input text on mobile devices. Your task is 
simple: you will be given sample text, called the string, and asked to type the string into a text 
box on the iPod touch. The entire experiment will take place in an app on the device. For each 
trial you will be presented the string in a white box at the top of the screen. Your objective is to 
type the string exactly as it is presented in a text box that mimics a password field in the line 
below. Each character you type will appear as a dot shortly after it is typed as when entering a 
password. When you have completed typing the string you will press the done button located on 
the bottom right of the keyboard. Please try and type each string as quickly and accurately as 
possible. If you make a mistake you will receive feedback that the input was incorrect and be 
asked to try and type the same string again. You will have three tries to type each string correctly. 
You will complete 5 trials in a practice block to get orientated with the keyboard on the device. 
You will then complete two blocks of 16 trials holding the device in two orientations. Please stay 
within the app the entire time you are using the device and always input the string in the device 
orientation you are asked to. There are two orientations: portrait and landscape. Below, the 
device and an example screen are shown in each orientation. Please do not set the device down to 
type on it. You may type with either your thumbs or your fingers in either orientation but please 
select one style of input and use that for the entire block. If you have any questions please ask the 
experimenter now. Thank you. 

                

The device in landscape mode                             The device in portrait mode 
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Mobile Typing 

The goal of this experiment is to study how people input text on mobile devices. Your task is 
simple: you will be given sample text, called the string, and asked to type the string into a text 
box on the iPad. The majority of the experiment will take place in an app on the device. For each 
trial you will be presented the string in a white box at the top of the screen. Your objective is to 
type the string exactly as it is presented in a text box that mimics a password field in the line 
below. Each character you type will appear as a dot shortly after it is typed as when entering a 
password. When you have completed typing the string you will press the done button located on 
the bottom right of the keyboard. Please try and type each string as quickly and accurately as 
possible. If you make a mistake you will receive feedback that the input was incorrect and be 
asked to try and type the same string again. You will have three tries to type each string correctly. 
You will complete 5 trials in a practice block to get orientated with the keyboard on the device. 
You will then complete two blocks of 16 trials holding the device in two orientations. Please stay 
within the app the entire time you are using the device and always input the string in the device 
orientation you are asked to. There are two orientations: portrait and landscape. Below, the 
device and an example screen are shown in each orientation. Please leave the device on the table 
to type on it. You may adjust the angle of the support but stick to one typing method per block. If 
you have any questions please ask the experimenter now. Thank you. 

 

                

The device in landscape mode                             The device in portrait mode 
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APPENDIX C: EXPERIMENTAL STIMULI 

Phrase 
the winner of the race 
we better investigate this 
my bike has a flat tire 
where can my little dog be 
two or three cups of coffee 
a problem with the engine 
the laser printer is jammed 
it should be sunny tomorrow 
he called seven times 
vanilla flavored ice cream 

 

Stimuli Length 
6)72e-?&= 9 
TL"g5?Q]8 9 
82rPB.?6?3 10 
Ka3J;22D?{ 10 
3hk?,#P7^xU 11 
Tbg-="LV!J9 11 
9/w,7!}@?q6P 12 
cJ$;24/A+_%/ 12 
T7!2<!5w/;t.) 13 
B}38"3c.?"%a2 13 
6E*.b}:E,e(+4b 14 
U4]2q;(znd,m%! 14 
5DN&+%zH8\D)2@? 15 
Pj.kw48Cd/X=}MP 15 
4,W&?.$?/Up#[H&( 16 
U?L+4!_n\ySu~L_? 16 
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APPENDIX D: INSTRUCTION SHEETS FOR EXPERIMENT 3 

Mobile Typing 
 

The goal of this experiment is to study how people input text on mobile devices. The entire 
experiment will take place in an app on an iPad. Your objective is to type the presented text 
exactly as it is shown, into the white text box below the presented text.  

 
Procedure 
There are two portions of this experiment. The first portion will present short phrases. The 
autocomplete and autocorrect features are turned off. The app continues to the next phrase after 
the first input. The second portion of this experiment presents strings of characters. In this 
portion the text box mimics a password field. Each character you type will appear as a dot 
shortly after it is typed as when entering a password. In this portion, if you submit an incorrect 
string, you will receive feedback that the input was incorrect and be asked to type the same string 
again. You will have three tries to submit a correct string until it continues to the next string. 
Please type all phrases and strings as quickly and accurately as possible. When you have 
completed typing the phrase or string you will press the done button located on the bottom right 
of the keyboard. 

 
Orientation  

1. For both the phrase and character portions of the experiment, you will complete 5 trials in 
a practice block to get orientated with the keyboard on the device. During the practice 
phrase you may hold the device in either orientation, and you may switch between them.  
 

2. In the phrase portion of the experiment, you will complete two blocks of 10 trials holding 
the device in two orientations.  
 

3. In the string portion of the experiment, you will complete two blocks of 32 trials holding 
the device in two orientations.  
 

Please stay within the app the entire time you are using the device and always input the text in 
the device orientation you are asked to use. There are two orientations: portrait and landscape 
(Page 2). For the entire experiment, please input the text with a consistent typing form using two 
hands and two fingers. 

 
To gain better information about hand movement during text input, we will be video taping your 
hands during the experiment. To ensure visibility, please keep your hands and the device on top 
of the table between the blue tape marks. Please rest the device on the table for the entire 
experiment. Neither your face nor any sound will be captured by the video camera. If you move 
your head over the table area then the video camera will capture the top of it. If you have any 
questions please ask the experimenter now. Thank you. 
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Landscape Mode                               Portrait Mode 
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Mobile Typing 
 

The goal of this experiment is to study how people input text on mobile devices. The entire 
experiment will take place in an app on an iPod Touch. Your objective is to type the presented 
text exactly as it is shown, into the white text box below the presented text.  

 
Procedure 
There are two portions of this experiment. The first portion will present short phrases. The 
autocomplete and autocorrect features are turned off. The app continues to the next phrase after 
the first input. The second portion of this experiment presents strings of characters. In this 
portion the text box mimics a password field. Each character you type will appear as a dot 
shortly after it is typed as when entering a password. In this portion, if you submit an incorrect 
string, you will receive feedback that the input was incorrect and be asked to type the same string 
again. You will have three tries to submit a correct string until it continues to the next string. 
Please type all phrases and strings as quickly and accurately as possible. When you have 
completed typing the phrase or string you will press the done button located on the bottom right 
of the keyboard. 

 
Orientation  

1. For both the phrase and character portions of the experiment, you will complete 5 trials in 
a practice block to get orientated with the keyboard on the device. During the practice 
phrase you may hold the device in either orientation, and you may switch between them.  
 

2. In the phrase portion of the experiment, you will complete two blocks of 10 trials holding 
the device in two orientations.  
 

3. In the string portion of the experiment, you will complete two blocks of 32 trials holding 
the device in two orientations.  
 

Please stay within the app the entire time you are using the device and always input the text in 
the device orientation you are asked to use. There are two orientations: portrait and landscape 
(Page 2). For the entire experiment, please input the text with one finger consistently. For this 
experiment your thumb does not count as a finger. 

 
To gain better information about hand movement during text input, we will be video taping your 
hands during the experiment. To ensure visibility, please keep your hands and the device on top 
of the table between the blue tape marks. You may hold the device in your hand or rest it on the 
table during the experiment. Neither your face nor any sound will be captured by the video 
camera. If you move your head over the table area then the video camera will capture the top of 
it. If you have any questions please ask the experimenter now. Thank you. 
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Device Orientations 
 
 
 
 

                
Landscape Mode                                    Portrait Mode 
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Mobile Typing 
 

The goal of this experiment is to study how people input text on mobile devices. The entire 
experiment will take place in an app on an iPod Touch. Your objective is to type the presented 
text exactly as it is shown, into the white text box below the presented text.  

 
Procedure 
There are two portions of this experiment. The first portion will present short phrases. The 
autocomplete and autocorrect features are turned off. The app continues to the next phrase after 
the first input. The second portion of this experiment presents strings of characters. In this 
portion the text box mimics a password field. Each character you type will appear as a dot 
shortly after it is typed as when entering a password. In this portion, if you submit an incorrect 
string, you will receive feedback that the input was incorrect and be asked to type the same string 
again. You will have three tries to submit a correct string until it continues to the next string. 
Please type all phrases and strings as quickly and accurately as possible. When you have 
completed typing the phrase or string you will press the done button located on the bottom right 
of the keyboard. 

 
Orientation  

1. For both the phrase and character portions of the experiment, you will complete 5 trials in 
a practice block to get orientated with the keyboard on the device. During the practice 
phrase you may hold the device in either orientation, and you may switch between them.  
 

2. In the phrase portion of the experiment, you will complete two blocks of 10 trials holding 
the device in two orientations.  
 

3. In the string portion of the experiment, you will complete two blocks of 32 trials holding 
the device in two orientations.  
 

Please stay within the app the entire time you are using the device and always input the text in 
the device orientation you are asked to use. There are two orientations: portrait and landscape 
(Page 2). For the entire experiment, please input the text with two thumbs consistently. 

 
To gain better information about hand movement during text input, we will be video taping your 
hands during the experiment. To ensure visibility, please keep your hands and the device on top 
of the table between the blue tape marks. Please hold the device in your hands for the entire 
experiment. Neither your face nor any sound will be captured by the video camera. If you move 
your head over the table area then the video camera will capture the top of it. If you have any 
questions please ask the experimenter now. Thank you. 
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Device Orientations 
 
 
 
 

                
Landscape Mode                                    Portrait Mode 

 

 


