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THE PRESIDENT'S COUNCIL OF ADVISORS ON SCIENCE AND TECHNOLOGY 

The Council provides private sector advice to the President in matters of national importance 
involving science and technology. The Council responds to requests from the President and 
aggressively maintains a general watch on developments to be in a position to raise issues, 
opportunities, and concerns to the President. The issues that the Council addresses normally affect 
not only the private sector but cut across Federal Department and Agency boundaries. In addition 
to being fully responsive to the President, the Council considers requests made by the Vice 
President and others within the Executive Office of the President. 

Although the boundaries are not clear-cut, the Council's advisory work falls broadly into three 
categories: (1) emerging science and technology issues; (2) policy for science and technology as well 
as science and technology for policy; and (3) structural and strategic management policies within the 
Federal government as well as policies in non-governmental organizations. 

The Council is currently composed of 13 members, including the Chairman, who provide 
perspectives from academia, industry, private foundations and research institutes. 
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THE WHITE HOUSE 

WASHINGTON 

March 18, 1992 

MEMORANDUM FOR fflE PRESIDENT 

FROM: D. ALLAN BROMLEY 

SUBJECT: TIIE REPORT OF YOUR PCAST PANEL ON SCIENCE, 
TECHNOLOGY AND NATIONAL SECURl'IY 

The PCAST Panel, cochaired by Drs. Sol Buchsbaum and John Foster, Jr., has 
completed its study or the roles or science and technology in the vastly changed national 
security environment in which - thanks in substantial measure to your activities - we 
find ourselves in the post Cold War era. There are major opportunities here as well as 
major potential pitfalls. 

The Panel members have brought a broad range or expertise and experience to their 
task and I am happy to transmit their report to you with the unanimous support or the 
entire PCAST. We would welcome the opportunity, perhaps at our April meeting, to 
discuss this report with you or expand at any time on any section or sections or the 
report. 

Enclosure 
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AN OVERVIEW 

During nearly half a century of cold war, America used technological superiority to offset the 
numerical advantage of Soviet military power. More recently, the spectacular performance of 

U.S. defense and intelligence technology in Operation Desert Storm graphically demonstrated to the 
world an American technological prowess that is matched by no other nation. Leadership in science 
and technology thus helped make American leadership in world affairs effective. Yet science and 
technology are forever moving forward: today's cutting edge can easily become tomorrow's trailing 
edge. Thus, continuation of America's advantage cannot be taken for granted, but must be 
constantly renewed through vigorous and far-sighted policies and programs. 

The national security environment of the U.S. is changing dramatically. The Warsaw Pact has 
disappeared as a political and military entity. The Soviet Union is being transformed into a loose 
federation of independent states. However, many lesser conflicts are emerging which have, for 
decades, been constrained by the Cold War. These changes, hard to imagine five years ago, affect 
profoundly the way we must think about our national security. While the old threat of imminent 
global war has gone away, less predictable but more likely conflicts of violence loom ahead. And 
while there is widespread movement toward democracy and market economies, old and new forces 
of nationalism, distrust and conflict are growing. This time of strategic reassessment is also a time to 
re-examine the future role of science and technology in supporting national security. 

At the same time that these geopolitical and technological changes are taking place, the economic 
health of the U.S. is increasingly recognized as a key factor in our national security, with science and 
technology, in turn, increasingly recognized as major contributors to economic health. We believe 
that the proper utilization of science and technology for industrial competitiveness of the U.S. is the 
single most important contribution science and technology can make to national security over the 
long term. This proper utilization of technology involves many factors besides research and 
development: farsightedness, strategic management, vigorous investment in the future, adequate 
incentives for investors, and many others. These are discussed more extensively in the report of the 
PCAST Panel on Competitiveness. This Panel's report stresses the contribution of science and 
technology to national security more traditionally defined, but we wish to emphasize the essential, if 
indirect, contribution of industrial competitiveness to national security. In fact, integration of 
policies that deal with industrial competitiveness and national security is very much in order. 

The Panel has been given the task of proposing policies that will provide to future Presidents as 
wide a lead in national security technology as America enjoys today. In its deliberations, the Panel 
has identified six critical objectives for Presidential attention: 

1. Preserving and extending our capability to gather and interpret essential intelligence by 
exploiting advanced science and technology for intelligence. 

2. Staving off proliferation of weapons of mass destruction and advanced conventional weapons, 
which opponents will try to use to undercut our unmatched capability for intense, precision 
conventional warfare. 
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3. Restructuring government's approach to applying technology and acquiring new high-tech 
defense and intelligence systems, so we can continue to have modern forces despite budget 
cutbacks. 

4. Attracting and retaining technically qualified people to serve in key national security posts. 

5. Giving a new emphasis to exploring defensive technology, so that we have options to defend our 
nation, our allies, and our forces if proliferation does occur. 

6. Enunciating a Presidential strategy for continued superiority in science and technology, so that 
government and industry leaders clearly recognize that the advantage we displayed in Desert Storm 
must be preserved in the future. 

For each of these objectives, the Panel report addresses what the Panel believes are the key features 
that a strategy for achieving the objective must address. Next, the report recommends such a 
strategy in broad outline. Finally, for each objective the report suggests how a strategy might be 
implemented. 

A VISION OF THE FUTURE 

What will the future look like if the strategy recommended by the Panel is adopted and carried out 
successfully? The Panel has sketched a vision of the future defense and intelligence capabilities that 
we would like American Presidents ten and more years into the future to have at their disposal. 

In many respects, the Panel's vision of the future resembles the present and the postwar past. We 
want tomorrow's forces to have all the advantages today's forces have: a conventional warfare 
capability unmatched by any potential opponent; the ability to deter or counter aggression at any 
location in the world where U.S. interests require it; superiority achieved by qualitative rather than 
quantitative advantage; little danger that America's ability to defend its interests will be stymied by 
nuclear, biological, or chemical weapons in the hands of opponents; and no new superpower enemy 
or alliance to replace the former Warsaw Pact. 

In other respects, however, the future we see will be dramatically different from the present. U.S. 
forces will be considerably smaller. Through the continued vigorous application of technology, these 
smaller forces will nonetheless be capable of a high-intensity, precision form of warfare that wins 
engagements quickly and decisively yet with minimal loss of life, especially to U.S. personnel and to 
non-combatants. 

These smaller forces will be supported by an intelligence capability that will also exhibit similarities 
and differences from today's. It will have an unmatched high-technology collection system like 
today's intelligence system. But unlike today's system, the system we foresee will have transitioned 
from its cold war preoccupation with the Soviet Union to a much more even coverage of critical areas 
around the globe. It will serve decisionmakers in peacetime and crisis, but it will also provide real
time tactical intelligence directly to U.S. forces in combat. Finally, tomorrow's intelligence system 
will be more adroit in applying new information technology to the analysis of data as to collection, 
and will exploit open source information very productively. 
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The small, smart, discriminating but decisive conventional force will be able to protect U.S. interests 
around the globe because it will not be deterred or intimidated by nuclear, chemical, biological, or 
advanced conventional weapons in the hands of potential opponents. Proliferation of such weapons 
is the one way the American advantage in military and intelligence technology can be undercut. By 
recognizing proliferation as a direct military threat in addition to a diplomatic problem, aggressive 
U.S. policy - including the application of science and technology- will prevent or at least seriously 
inhibit the spread of these weapons. 

In the coming era of sharply reducec;l defense spending, American defense technology will 
nonetheless keep up its rate of advance, for several reasons. First, innovation in defense technology 
will have been kept vigorous by protecting the portion of the budget devoted to the defense-relevant 
technology base. Second, revolutionary new capabilities will have been moved from laboratory to 
the forces (albeit in small numbers) by a new form of Pentagon buying - the "fieldable prototype." 
When we need to go beyond prototypes to producing new systems in larger numbers, an overhauled 
acquisition system that can work with industry to produce equipment efficiently will make 
modernization possible despite smaller budgets. Finally, government's ability to exploit new 
technology in these ways will be made possible by a new ability to attract top executives, scientists 
and engineers from academia and industry to serve in government. Distinguished technical talent 
will once again be serving because the personnel system will treat them as dedicated and honorable 
public servants. 

The Panel hopes the future will not see the emergence of major new threats to U.S. national security 
- either the emergence of a hostile superpower akin to the former Soviet Union, or the spread of 
weapons of mass destruction to nations that could otherwise easily be defeated by U.S. conventional 
forces. But in the Panel's vision of the future, the U.S. will be positioned technologically to meet 
such threats if they do develop. First, we will be positioned to reconstitute quickly the required 
forces, since the Defense Department will have close ties to commercial manufacturers and will not 
be exclusively dependent on a shrunken defense industry for its systems. Second, the groundwork 
will have been laid in the defense technology base to defend the United States, its forces abroad, and 
its allies against weapons of mass destruction and advanced conventional weapons. Such defense 
will not be easy, and the Panel places greater hope in aggressive nonproliferation policies that would 
make such defenses unnecessary, though both approaches should proceed in parallel. But if 
proliferation takes place, U.S. forces will need to emphasize defensive systems to a greater extent 
than they have ever done in the nation's recent history. 

In the Panel's vision of the future, American Presidents will potentially have less need to resort to 
force to defend U.S. interests. But when they do, the results will be as decisive as they were in 1991. 
Realization of the Panel's vision is far from assured or automatic, however. If the nation wishes to 
preserve its historical reliance on superior science and technology to undergird its national security, it 
will need an explicit strategy to do it. Only the President can enunciate such a strategy. 
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REPORT OF THE PCAST PANEL ON 
SCIENCE, TECHNOLOGY, AND 

NATIONAL SECURITY 

During nearly half a century of cold war, America used technological superiority to offset the 
numerical advantage of Soviet military power. More recently, the spectacular performance of 

U.S. defense and intelligence technology in Operation Desert Storm graphically demonstrated to the 
world an American technological prowess unmatched by any other nation. Leadership in science and 
technology thus helped make American leadership in world affairs effective. However, Desert Storm 
was the result of forces that were in place - the product of past science and technology investment 
policies. Science and technology are forever moving forward: today's cutting edge can easily become 
tomorrow's trailing edge. Thus, continuation of America's advantage cannot be taken for granted, 
but must be constantly renewed through vigorous and far-sighted policies and programs. We must 
stay several steps ahead of the proliferation of military technologies to "rogue" nations that are 
potential threats to U.S. interests. 

The national security environment of the U.S. is changing dramatically. The Warsaw Pact has 
disappeared as a political and military entity. The Soviet Union is being transformed into a loose 
federation of independent states. However, many lesser conflicts are emerging which have, for 
decades, been constrained by the Cold War. These changes, hard to imagine five years ago, affect 
profoundly the way we must think about our national security. While the old threat of imminent 
global war has gone away, less predictable but more likely conflicts of violence loom. And while 
there is widespread movement toward democracy and market economies, old and new forces of 
nationalism, distrust, and conflict are growing. This time of strategic reassessment is also a time to 
re-examine the role of science and technology in supporting national security. 

Therefore, the Assistant to the President for Science and Technology in consultation with the 
Assistant to the President for National Security Affairs has convened a Panel on Science, Technology, 
and National Security of the PCAST to assist him in advising the President on policy issues related 
to science and technology and the national security interests and objectives of the United States. 

At the same time that these geopolitical and technological changes are taking place, the economic 
health of the U.S. is increasingly recognized as a key factor in our national security, with science and 
technology, in turn, increasingly recognized as major contributors to economic health. We believe 
that the proper utilization of science and technology for industrial competitiveness of the U.S. is the 
single most important contribution science and technology can make to national security over the 
long term. This proper utilization of technology involves many factors besides research and 
development: farsightedness, strategic management, vigorous investment in the future, adequate 
incentives for investors, and many others. These are to be discussed more extensively in the report 
entitled Technology and the American Standard ofLiving. This Panel's report stresses the contribution 
of science and technology to national security more traditionally defined, but we wish to emphasize 
the essential, if indirect, contribution of industrial competitiveness to national security. In fact, 
integration of policies that deal with industrial competitiveness and national security is needed. 
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Several recent policy statements by the President have contributed important building blocks to the 
overall national security concepts for the U.S. The President's National Security Strategy ofthe United 
States, outlined in his Aspen, Colorado, speech of August 2, 1990, identified America's superior ability 
to apply science and technology as one of the cornerstones of U.S. national security. The August 
1991 Statement of the U.S. National Security Strategy gave a comprehensive overview of U.S. 
National Security Policy. The President's actions of September 27, 1991, taking the lead in reducing 
the threat from theater nuclear weapons, reinforce the need for a high technology conventional force 
capable of fighting the likely wars of the future: very rapid, very intense actions, using precision 
weapons with precision information under precision control, that achieve objectives rapidly with 
minimal loss of life or destruction. 

The Panel has taken this general policy guidance, has examined the likely future national security 
problems, and has concluded that science and technology are likely to be at least as important to U.S. 
national security in the future as they were in the past. A number of considerations lead to this 
general conclusion, and to the more specific conclusions described below. 

The perspective from which this Panel examined the potential contributions of science and 
technology included a number of major factors, some of them favorable and some of them 
unfavorable. Among the favorable factors are the following: 

■ The United States is now clearly the strongest military power in the world. The U.S. has many 
allies and friends and has very few real enemies who are dedicated to do us harm. 

■ In a world of constant flux, the United States is one of the most politically stable countries and, in 
spite of our many internal problems., is perceived around the world to be stable. 

■ The U.S. has established a justified reputation for qualitative military superiority. This qualitative 
military superiority derives from a variety of factors including training, leadership and morale, but it 
is clear (and widely acknowledged) that advanced technology properly used is the central ingredient 
contributing to this superiority. 

Among the unfavorable factors are: 

■ The world is, in fact, full of turmoil, and many of the historical conflicts that were hidden by 
Soviet and other powers' domination are reappearing. A telling example is the de facto civil war in 
Yugoslavia. There are many other trouble spots that are of potentially similar nature. 

■ A significant immediate threat arises from the increasingly wide proliferation of nuclear, chemical, 
and biological weapons, coupled with ballistic missile delivery vehicles. While the range of these 
ballistic missiles is now relatively modest, the trends and potential capabilities point to 
intercontinental ranges around the year 2000. The weapons of mass destruction potentially threaten 
U.S. military forces and bases, allies and friends and will, if the threats evolve as now seems 
plausible, ultimately also threaten the U.S. directly. 

• Another serious problem is the fact that the proliferation of high technology weapons and their 
underlying technology has become a brisk and profitable business, in which many countries are 
participating as sellers or buyers. 
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■ The political and economic disorder in the former Soviet Union threatens to contribute a major 
new impulse to proliferation. 

■ There is a small number of hard core, hostile countries who are very determined and exert a great 
deal of local influence. Some fundamentalist religious movements, as well as political movements, 
contribute to this threat. Terrorism, often aided by states, is a continuing, insidious threat. 

Another factor the Panel took into account is the probable shape of future wars. While this is a 
subject of considerable uncertainty, and merits much further study, a number of conclusions are 
beginning to emerge that affect U.S. defense planning and military technology strategy: 

■ Understandable political pressures will be very great to keep the duration of any use of military 
force short and to keep U.S. casualties very low, especially those caused by friendly fire. It is also 
becoming increasingly necessary to keep enemy casualties low, and also to keep collateral damage, 
i.e., unintended damage and casualties to noncombatants, to an absolute minimum. This translates 
into the need for surgical precision in the use of force and for military campaigns that are carried out 
with great speed and with great, but focused, intensity. This approach requires precision weapons, 
and it is becoming clear that the effective use of such precision weapons in turn requires precision 
information about the intended targets, and also precision command and control to allow an effective 
application of precision force. These attributes require extensive application of advanced science 
and technology for successful implementation. Adversaries will be unlikely to be able to match the 
U.S. in this high tech, high speed, high intensity type of warfare and will try to enmesh U.S. forces in 
slow, inconclusive campaigns of high attrition, much as was the strategy of North Vietnam. The U.S. 
therefore needs not only to maintain its lead in high-tech warfare, but also to devote comparable 
effort to defending against the kind of tactics that would undercut our inherent technological 
advantage. 

■ High value U.S. targets, such as forces and bases, will be vulnerable to proliferated precision 
munitions in the hands of opponents. A wide range of countermeasures, including improved 
defenses, will be required. 

■ Understanding this dramatically changing world will require quality intelligence, which will 
depend on innovative science and technology for collection, for processing, for analysis and for the 
dissemination of information. Moreover, assessment of important emerging intelligence problems 
related to proliferation, the disposition of the nuclear weapons of the former Soviet Union, 
conversion of former Soviet defense industries, and economic issues will require technical expertise 
to aid intelligence analysis. 

■ Technology will be needed to compensate for shrinking defense budgets, to make America's 
smaller military forces better. This will require a determination to continue with selective force 
modernization. 

■ An innovative science and technology base will be an essential hedge against an uncertain future, 
since it will contribute to the creation of a wide range of future security options from which the 
nation can choose as new threats develop. 
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America enjoys scientific and technological leadership today because of the large investments made 
over the past decades, and the inability of potential opponents to make comparable investments or to 
gain access to U.S. technology. But the Panel is concerned that, looking to thefuture, continued American 
superiority in national security-related science and technology is not automatic and can only be assured through 
deliberate government action reinforced by the private sector. The reasons for this concern are: 

■ Science and technology are advancing rapidly and other nations are competing with America 
broadly for scientific and technological leadership. Therefore, America's lead is inherently 
perishable, and if it is not protected by energetic and wise investments, it will erode, leading to 
reduced economic health and military strength. 

■ Smaller defense budgets and a more varied and uncertain set of threats to U.S. security call for 
new and innovative methods of applying technology to national security problems: the methods and 
institutions used to win the Cold War most likely will not be suited to the national security 
challenges of the new world. 

■ Technology of importance to national security increasingly originates in commercial firms and in 
foreign nations, not only under U.S. defense sponsorship. This will require better utilization of 
commercial technology and commercial practices for defense applications. 

■ The government's methods of creating and applying technology, and of procuring high
technology systems, have become inefficient and need radical revision. 

Together, these factors present a strong challenge to the continuing technological lead called for in 
the President's National Security Strategy. The President and his Administration have pointed 
repeatedly to the importance of R&D for a strong, competitive economy producing world-class 
quality products, as well as the importance of R&D for national security in the narrower, traditional 
sense. Broad Presidential leadership is required to keep the R&D of the U.S. strong, and to assure 
proper utilization of the fruits of this R&D. 

The Panel has been given the task of proposing policies that will provide to future Presidents as 
wide a lead in national security technology as America enjoys today. In its deliberations, the Panel has 
identified six critical areas for Presidential attention. For each of these areas we state key features of the 
problem that a solution must address. Next, the report recommends an approach to a solution for the 
problem. Finally, for each of these areas the report suggests ways in which these recommendations 
might be implemented. 

1. SCIENCE AND TECHNOLOGY'S CONTRIBUTION TO INTELLIGENCE 

IN THE NEW WORLD 

The Panel notes with enthusiasm the new directions for the intelligence community outlined by the 
President on November 15, 1991 and by the new Director of Central Intelligence on December 4, 
1991. These statements point the way in the right direction. The points we add emphasize the role 
of science and technology. 

Collecting intelligence through state-of-the-art technical means has been a uniquely productive 
American national security advantage. Issues for the future identified by the Panel include: 
protecting this intelligence technology advantage in the face of budget reductions, exploiting new 
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opportunities for satellite and airborne wide-area surveillance, applying leading edge science and 
technology to intelligence analysis, developing technically talented personnel in the intelligence 
community, improving intelligence support for military operations (especially near real-time tactical 
intelligence), improving counterintelligence and the protection of sensitive technologies, and sharing 
the intelligence burden and product with friendly nations. The overall objective should be to 
protect our intelligence advantage in the face of budget reductions. 

Future objectives and activities of the intelligence community must change from the past 
preoccupation with the Soviet Union and its immediate allies to a much broader and more even 
examination of other critical areas of the world. We will need to know more about a variety of 
countries and groups, and about who intends to harm us and our friends. We will need to know with 
a new urgency and more precision and control what weapons are to be sold or transferred to nations 
and groups. We will need to know the status of many countries' economies and to track where large 
funds are flowing that are not evidently related to ordinary trade. All this will require that we change 
the targeting of our intelligence systems and our intelligence apparatus. 

There will be many more clients for this greater variety of intelligence than there have been in the 
past. In addition to the managers of future crises, many more government agencies will need to 
follow in some detail the flow of trade, the flow of finances and the flow of technology. Military 
planners will need to be concerned with long term threats arising from what are now second and 
third rate powers, because they may at some future date become serious threats through the 
acquisition of modern weapons. Our military commanders will need much more real-time targeting 
and damage assessment to support the high speed, high intensity military operations they must carry 
out when called upon to do so. 

The collection, analysis and assessment of these types of information will require leading edge 
technology, and vigorous supporting R&D. The Panel is convinced that fundamental changes in the 
way in which intelligence is collected will be required, and that technical contributions will be 
essential to these changes. We believe that the traditional strong focus on very large, highly 
concentr.;ited collection systems will need to be modified and will be supplemented, though not 
replaced, by several carefully designed distributed systems for collection. This distribution will 
become necessary because of the very wide geographical and time spread of the new targets 
described above. 

Another large change will, in our opinion, be needed because much of the critical information 
indicated above will be obtained from public domain data. Efficient exploitation of public sources 
will in turn have significant technical consequences, in the use and analysis of these very large public 
data bases. Intensive use of leading edge technology in the management of these massive amounts 
of information will be needed, technology which is not now widely available in the intelligence 
community. Modern tools for analysis, both hardware and software tools, will have to be employed 
imaginatively and aggressively. Our intelligence community is not now fully employing these 
technologies and is therefore not fully exploiting these sources of information. 

The Panel also considered the intelligence community's formal "warning" process. We believe that 
in this new world the role of warning will become more important and more complex. In the past, 
the intelligence community has focused on warning of an imminent attack upon the U.S. or its allies. 
In the future, we are convinced that more warning information will be required to anticipate crises, 
and to manage them as they evolve, than is now available. This will require greater attention to the 
potential causes of crises, the transfer of significant technologies, the financing of large but obscure 
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operations by potential opponents, the intentions of potentially threatening groupings, be they 
political, religious or nationalistic. Information about potential threats of this sort will need to be 
made available to top-level policy makers and crisis managers quickly and directly, without much 
second guessing from intermediate organizations that may tend to water down the significance of the 
warning, or interference from those who prefer to ignore the warnings. 

An important start has already been made in addressing the important problem of intelligence in the 
new world. The President tasked the DCI and Departments and Agencies on November 15, 1991 to 
examine the future needs for intelligence. The requirements that emerged from this process will be 
invaluable in devising the technical evolution of the intelligence infrastructure. The DCI has 
outlined how he expects to approach the future intelligence problem in his speech of December 4, 
1991. It will be important to assure that the large and diverse intelligence community approaches 
the new tasks energetically. · 

2. PROLIFERATION AS THE PRINCIPAL FUTURE 

NATIONAL SECURITY CONCERN 

The principal threat to our future military security arises from the growing proliferation of modern 
weapons and associated people and t~chnology. It is a common threat to all democracies. The most 
significant immediate threat arises from the increasingly wide proliferation of nuclear, chemical, and 
biological weapons, coupled with ballistic missile delivery vehicles. While the range of these ballistic 
missiles is now relatively modest, the trends and potential capabilities point to intercontinental 
ranges by the year 2000. The weapons of mass destruction threaten U.S. military forces and bases, 
our allies, our friends, and will, if the threats evolve as now seem plausible, also threaten the U.S. 
directly. Another, and probably equally serious, problem arises from the fact that the proliferation of 
high technology weapons and their underlying technology has become a brisk and profitable 
business, in which many countries are participating as sellers or buyers. These problems will be 
aggravated by a small number of hard core, hostile countries who are very determined and exert a 
great deal of local influence. Some fundamentalist religious movements, as well as political 
movements, contribute to this threat, as does terrorism, often aided by these states. 

However strong the pace of American advance in defense science and technology, our security will 
be eroded by the proliferation of advanced weaponry to potential adversaries, which may make 
conflicts more likely and, if they occur, more threatening. The Panel believes than an integrated 
"systems approach" that combines the strengths of the large number of existing control regimes, 
which combines use of technical, economic, military, political information, and which integrates 
unilateral, bilateral and multilateral political and military actions would allow major improvements in 
our ability to restrain high tech weapons proliferation. 

The Panel notes that high technology is becoming a necessity for prosperity and survival for most 
nations and that there is general agreement among nations that this is so. Many nations are 
embarked upon major efforts to buy the technologies they need, usually through trade, but others are 
committed to acquiring some technologies illegally. In addition, those who own these technologies 
and the products depending upon them are eager to sell them with a minimum of restraint. 

The Panel believes that proliferation of the traditional nuclear, biological, and chemical technologies 
and products related to them (such as ballistic missile delivery vehicles) remains the largest threat. 
The concern about the future disposition of the nuclear weapons, nuclear materials, and skilled 
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manpower of the former Soviet Union poses the most portentous proliferation risk in nearly half a 
century of effort tb contain the spread of nuclear weapons. But we are also concerned that an added 
threat will arise, namely the proliferation of high technology conventional weapons. We are 
particularly concerned about trade in such areas as precision weapons, intelligence related 
equipments, and communications equipments. There are many potential customers for these items 
and there is a growing number of potential suppliers for them. Another factor that increases the 
pressure for such proliferation is the large number of experts in these fields that have become 
unemployed or underemployed. We must expect large numbers of technical experts to make their 
services available to anyone who will give them a job. This spread of expertise will facilitate the 
proliferation of all types of high technology weapons and will be very hard to counter. 

The problem of proliferation is becoming more important for U.S. security as proliferation becomes 
more complicated, covers more diverse products, and as more sellers and more buyers appear on this 
market. We must expect that a number of countries will be working energetically to acquire systems 
that can counter or complicate our high speed, high intensity military campaigns that the U.S. 
employed in Desert Storm. 

We are convinced that establishing an integrated U.S. systems approach to counter proliferation will 
enable us to counter these problems much more effectively. As with all systems approaches, the 
architecture of the system is critically important and is in fact a highly technical matter, as much as it 
is an organizational one. Such an integrated systems approach must include thoughtful definitions of 
probable or potential threats, vigorous and targeted intelligence collection and analysis of these 
threats, well defined warnings of key events that threaten crises or major shifts in power balance, and 
a system that provides for efficient crises management actions. The system must integrate a wide 
variety of information systems, a wide range of technical skills and experience employed in the 
analysis of this information, vigorous interaction with policy formulators and executors, a vigorous 
and lively warning function, and a well formulated action approach. 

The case can be made that in dealing with the proliferation problem each country is a separate case 
that needs to be handled individually and that an integrated system would get in the way. Clearly, at 
the ''action end" everything needs to be tailored for each contingency. However, we believe that an 
integrated system that provides a support structure to policymakers and to actions taken by them, by 
rapidly providing concrete, analyzed and assessed information about a very wide range of matters, 
would improve speed, coherence and precision of information provided, and make actions taken 
more effective. 

We have examined the current approaches to proliferation in the U.S. government and have found 
extensive fragmentation of effort, as different groups address different technologies, different control 
regimes, and different aspects of policymaking (intelligence, technology assessment, economic 
assessment, international political management, and policy implementation). We believe strongly 
that a mere coordinating function will not be sufficient to .get the kind of integrated action that will 
be required in the future. The formation of the non~Proliferation Center under the DCI is a step in 
the right direction, but may not go far enough, though the center might become the intelligence 
component of the system we envision. 

The Panel believes that an integrated approach will require major contributions from science and 
technology. Assessing the threats; tracking world trends in technology, assessing intelligence from a 
technical point of view, and devising methods of inspection and verification will require technical as 
well as political, military and economic expertise. Moreover, this integrated approach will require 
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unifying the expertise resident in Defense, State, Commerce, Energy, the intelligence community, 
and other involved agencies and, thus, would inevitably require White House guidance. 

The Panel envisions that such an approach to the threat of proliferation would be a major 
international undertaking under American leadership. Such an undertaking would be assisted by the 
international action to force responsible behavior in Iraq; by new possibilities for cooperation among 
the major world powers in the U.N.; in the examples of multinational agreements to limit armaments 
and of intrusive verification in CFE, INF, START, the chemical and biological weapons conventions, 
and other multinational regime_s; in the strong position of the United States to take a leadership role 
after its Cold War and Desert Storm victories; and in the clear example provided by Saddam 
Hussein's Iraq of the failure of past piecemeal approaches and of the potential price of failure to 
contain future proliferation. 

The Panel believes that the proliferation problem, as described above, will become so important that 
a special Presidential initiative may well be the only way to deal with the problem. An integrated 
counterproliferation system will neec\ to be designed. The President could task a small group of his 
staff to design this system, to see if a new agency should be created to manage the effort, and to 
determine how operational control is to be handled. From the Panel point of view, the science and 
technology aspects are particularly significant. The threats will be from science and technology, 
monitoring and assessing the threats will require new science and technology, and many of the policy 
approaches will require science and technology, and countermeasures to proliferation will also 
depend on science and technology. Therefore, any approach finally chosen will need to make 
appropriate use of science and technology resources. 

3. A NEW APPROACH TO THE APPLICATION OF SCIENCE AND 

TECHNOLOGY BY GOVERNMENT 

For more than decade, a host of reports like that of the "Packard Commission" have decried the 
government's inability to develop and procure high-technology systems efficiently. Today two new 
factors add to the urgency of solving the problem. American industry is adopting new modes of 
developing and using technology to enable it to compete with foreign firms, and these new modes 
create a business environment that makes the barriers between "the government's way" and 
industry's way ever harder to surmount. Second, the reorientation of U.S. national security strategy 
to a new and more uncertain family of potential threats requires a more agile and more diverse 
science and technology effort for national security, while declining budgets mean that inefficiencies 
cannot be tolerated. 

Since many of the barriers to efficiency arise from government-wide regulations and procedures as 
well as from Congressional actions, the several departments and agencies that deal with national 
security, and which generally recognize the problems, need Presidential leadership to help solve 
them. 

Another significant problem arises because the defense industrial base is too laJ"ge for the volume of 
procurement to be expected in the future. The defense industrial base persists to do business in 
ways that are obsolete and that increasingly diverge from those of the commercial world. Isolation of 
defense and commercial business units is generally forced upon the involved companies by the 
Defense Department through a variety of regulations that may have been sensible when they were 
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established, but have become counterproductive. For example, the DOD has tended to require 
absolute separation of commercial activities from defense-related activities. Now the opposite -
integration - is needed. The defense industrial base also is plagued with being very expensive and 
very slow in making products in part because of the serious constraints imposed by the U.S. 
government. 

Four challenges will have to be met. They are the following: 

■ We must keep Defense R&D relevant and of high quality in the face of little production. We 
believe that this challenge can be met by having a vigorously resourced science and technology 
R&D program that focuses on areas of high leverage for defense and that carries the R&D to a 
prototype stage whose feasibility is tested in field operations. Some units of the Armed Forces could 
be equipped with such equipment. 

■ We must learn to manufacture military hardware in commercial plants. We believe that the 
methodology of flexible manufacturing and concurrent engineering, coupled with a new dedication 
to quality which is beginning to be applied in American industry generally, can be adapted to the 
development and production of a variety of military equipment even if they are manufactured in 
relatively small lots. 

■ Where military and commercial production can be intermingled, it should be possible to benefit 
from synergy in some high-tech areas. The rapid pace of commercial development should promptly 
benefit military production. In others, the R&D funded from defense can and should also benefit 
the commercial line. 

■ In those few areas where military production differs structurally from most modern commercial 
industrial methods (as in, perhaps, the manufacture of nuclear submarines), the plants dedicated to 
such production will have to adopt these new methods. 

■ To meet these challenges, the Defense Department will have to give up the extensive use of 
detailed, "how to" military specification and design specifications when it contracts for development 
of new systems. The Defense Department will need to de-emphasize unique designs that are of 
fundamentally esoteric nature. Design must comprehend manufacture in commercial plants with 
commercial processes and process flows. And the Defense Department will need to give up a large 
part of its current acquisition bureaucracy, which slows down the acquisition process while adding 
little technical or economic value. 

The Panel is convinced that only radical changes will fix the large problem in the long run. The 
current attempts to improve the old acquisition system are insufficient. 

The thorough reform that is called for will be neither quick nor easy, but it must take place and it 
must be started. One way to start is to ask the DOD to implement a pilot program immediately, 
converting several system or equipment procurements to the "new way" and assisting the contractors 
who participate (mostly by waiving the counterproductive regulations and procedures for the pilot 
program). Another initiative is the establishing of a DOD Annual Quality Award, largely patterned 
after the Baldrige Award and its process. This would allow giving recognition to those contractors 
and DOD organizations that had made the largest changes for the better in their approach to 
procurement, development, and production. 
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4. ATTRACTING TECHNICALLY QUALIFIED PEOPLE TO SERVE IN 
SENSITIVE KEY NATIONAL SECURITY POSTS 

The Panel believes that no combination of policy initiatives will succeed in preserving the 
technological lead called for in the National Security Strategy unless the President regains the ability 
to attract the best technical personnel to serve in his Administration. When the nation responded to 
the Soviet Union's Sputnik launch in 1957, a generation of America's finest scientists and engineers 
involved themselves in the solution to that era's national security problems. But today, Cabinet 
members testify regularly to th~ great difficulty they encounter in recruiting qualified technical 
executives. The Panel believes that the difficulty of attracting top talent to key jobs is the single 
most significant impediment to fulfillment of the science and technology component of the 
President's national security strategy. 

The Panel believes that a number of key technical management positions in the U.S. government, 
perhaps 100-500 positions, are not being filled with top notch people. These positions range from 
Presidential appointees with technical functions to the key technical management positions now 
filled with senior career civil servants. In the opinion of the Panel, these positions should be filled 
largely from the outside in order to maintain technical competence and experience with the rapidly 
changing commercial industrial world. 

Among the main inhibitors to attract such people to the government are stringent limitations on the 
activities of these people after they leave government, many bureaucratic requirements on entry and 
during service which can only be characterized as "Mickey Mouse," and salaries one-half to one
third those which the potential candidates can easily command on the outside. But the most 
important problem is the pervasive diffusion of responsibility, which makes it increasingly difficult 
"to get things done" in the government bureaucracy as lack of competence and lack of trust and 
authority reinforce one another in a process of negative feedback. 

Potential changes should include the following: 

• Government personnel administrators must stop "over-complying'' with existing legislation. Most 
laws and regulations in the areas, of conflict of interest and ethics, while balanced in themselves, lead 
to unbalanced results when applied administratively, by regulations that go much further than the 
law requires to avoid even the "appearance of the appearance of a problem.~' Such a degree of 
playing it safe makes the recruiting and retention problems immensely mort difficult. 

• Another important point of leverage would be to limit the applications of restrictions on 
employment for "former procurement officials" to the very small number of real conflict of interest 
situations. The vast majority of the. key technical people that we are concerned about have no 
significant role in major procurements, and the safeguards that the law has provided have no real 
applicability to most of these positions. 

• The government should strive for a better balance between ensuring ethical conduct and negative 
effects on recruiting and retention of key officials. 

• Government ethics legislation should be streamlined, simplified, and oonc;entrated into :;i single 
section of the U.S. Code.. 
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Again, a number of approaches suggest themselves. Over-compliance is a pervasive problem that 
will require a new look at the balance of occasional risks of impropriety against the difficulties and 
actual harm created by over-compliance. This will likely require in the end a Presidential 
determination. Use of statutory authority to treat "critical technical positions" with their own set of 
ground rules should be explored to see if this way could ameliorate some of the difficulties spelled 
out above. An aggressive look at current statutes and how they could help ease this problem is a 
good place to start, followed by pinpointing new legislation required to help with this problem. The 
most fundamental approach is one of Presidential and Cabinet leadership to restore authority, 
accountability and responsibility much more widely than exists in the current situation. 

5. A NEW EMPHASIS ON SELECTED DEFENSIVE SYSTEMS 

The President's National Security Strategy emphasizes the need to refocus defense planning to 
regional contingencies. Regional contingencies like Desert Storm involve projecting U.S. striking 
power overseas quickly, with decisive effect, and with minimal casualties to both friendly and hostile 
forces. Such striking power is clearly the highest priority for the U.S. military in the next decade. 
Among the lessons the U.S. learned from the Desert Storm experience is the potential vulnerability 
to ballistic missile attack of large U.S. force concentrations and supply bases. Also, the potential 
vulnerability of friends and allies was obvious, as were the political complications such vulnerability 
could cause. Of course, the threat is not limited to ballistic missiles, but includes cruise missiles, 
aircraft, terrorism, and other threats. Looking still further into the future, the Panel is concerned that 
the United States itself and its citizens will increasingly come under direct physical threat from other 
nations. 

The experience of Desert Storm has shown that the U.S. has very advanced conventional offensive 
weapons, but only very limited and not highly advanced defensive systems. This imbalance needs 
to be redressed by giving a new technology emphasis to selected defensive systems. Since 
technology exploration is needed today to prepare deployment options a decade hence, the Panel 
believes that national security technology efforts should reflect a new emphasis on selected 
defensive systems, including biological warfare defenses, counterterrorism, countermine and 
antidiesel submarine warfare, coalition defense of allies, defenses against theater and 
intercontinental missiles, and greatly improved methods for battlefield identification of friend and 
foe (which would greatly reduce losses from friendly fire). 

The Panel examined most of the current R&D on systems and technology for the identification of 
friend and foe (IFF) on the battlefield. The programs devoted to IFF for air combat seem well 
structured and robust. Most programs for IFF for land warfare (including identification of land forces 
by air) seemed less well structured. An important adjunct of IFF systems is provided by battlefield 
surveillance and command and control, because together they provide timely information to troops 
about the location of friendly and enemy forces and thus help avoid losses from friendly fire. 

The Panel's concern about defensive emphasis can be addressed by stressing to DOD management 
the importance of the defensive systems and better IFF (broadly speaking). 
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6. ENUNCIATING A TECHNOLOGY STRATEGY FOR SUPERIORITY 

The Panel applauds the annual delineation of a National Security Strategy, most recently in the 
document published August 1991. The Panel believes that the science and technology component 
of our national security strategy will not receive adequate attention unless the President enunciates 
his policy for this area clearly to the departments and agencies of the government and unless the 
implementation is overseen by a coordinated effort of the NSC, OSTP, and 0MB. White House 
effort is needed to ensure adequate budget emphasis on preserving our science and technology edge, 
to harmonize the defense science and technology effort with other such federal efforts and with 
commercial industry's efforts for maximum overall national benefit, and to catalyze efforts in new 
sciences and technologies that have potentially revolutionary impacts on national security. 

The U.S. has understood clearly and for a long time that effective use of science and technology 
gives enormous leverage to the quality and effectiveness of military forces, and it has taken the 
required steps to obtain these benefits for its military posture. It is becoming equally clear that 
science and technology suitably employed have similar leverage on the economic health of the 
country. A modern strategy for national security must give comparable attention to both of these 
dimensions of national security, which are, after all, but two sides of the same coin. Strong defense, 
intelligence, and foreign policy initiatives all require an economy that grows in output and efficiency, 
and uses modern methods to produce world-class quality products. 

The Panel suggests that the Technology Strategy for National Security contain the following 
dimensions: 

■ The strategy should contain a statement of broad Presidential objectives essentially reflecting the 
national security strategy. It should sketch out the dimensions of the science and technology effort 
required to prepare for the future world. It should establish science and technology as a critical 
ingredient of U.S. national security- past and present - and set the goal of providing future 
Presidents with the same world preeminence in defense and intelligence technology enjoyed by the 
President today. 

■ The strategy should indicate future military capabilities that will be needed, and the technologies 
that will be necessary to provide these capabilities and to hedge against the many uncertainties in 
our future security environment. 

■ The strategy should ensure that the DOD continue in its traditional role of pioneering and 
supporting leading edge technologies, including those with dual military-commercial use. 

■ The strategy should emphasize that close coordination of federal defense and intelligence 
technology programs, federal non-defense technology programs, and commercial technology efforts 
as critical to the effectiveness of the security strategy. 

■ The strategy should contain guidance on substantive science and technology priorities indicating 
which broad science and technology areas are pacing, and have the highest leverage where U.S. 
dominance is required for U.S. national security, as well as on where to cut overhead functions and 
discontinue outdated activities in order to make better use of available funds. 

■ The strategy should insist that force modernization be continued despite reductions in defense 
spending and force structure. 
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■ The strategy should address the government's role in managing the restructuring of the defense 
industry as purchases are curtailed. 

The most direct route to generate a Science and Technology Strategy of the type described above 
would be for the President to request his immediate staff, especially the Assistant for National 
Security Affairs and the Assistant for Science and Technology, to draft such a document. PCAST, 
0MB and others could assist in the process. 

The Panel believes that without such an explicit statement of priority and strategy for science and 
technology, this critical ingredient of our national security will be taken for granted in a way that 
world trends make wholly unwarranted, and eventually erode. Given presidential priority, however, 
this traditional "ace in the hole" of American presidents when facing national security challenges -
unrivaled pre-eminence in science and technology - can be preserved and strengthened. 
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