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Abstract

Reliability-driven Circuit Optimization and Design

b y

Quming Zhou

Single-event upsets (SEUs) induced by high-energy neutrons and alpha particles have em

erged as a key reliability threat to advanced commercial electronic components and sys

tems. This dissertation describes gate-level radiation hardening techniques to improve the 

reliability of combinational circuits to SEUs. Such techniques have several advantages in

cluding low overhead, compatibility with the standard design flow, and enhancing classical 

fault avoidance and tolerance techniques.

This dissertation begins by discussing the characteristics of SEUs in combinational cir

cuits that can be used to improve circuit robustness. We develop numerical and compact 

circuit-level models to describe transient effects in circuits. Based on the models, we de

velop various solutions to successfully meet power-performance constraints for reliability- 

driven design optimization. The first solution is a rank-and-size approach where the most 

sensitive gates are sized to increase circuit robustness. To enable better design space ex

ploration, we introduce an SEU constraint alongside traditional design constraints, such as 

area, power, and performance. This effort leads to new algorithms based on iterative and ge

ometric programming optimizations. We also describe filter insertion in addition to sizing 

and dual-VoD to reduce the design overhead further. The effectiveness of these approaches 

is substantiated by experimental results. We describe the advantage and disadvantage of 

each approach to illustrate the applicability to various situations.
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Chapter 1

Introduction

Reliability has emerged as the dominant design challenge as CMOS technology continues 

to scale below 65nm. Technology scaling provides many opportunities to achieve low- 

power and high-performance computing. However, a smaller transistor is more vulnerable 

to noise because the energy required to switch between two distinct states is reduced. More

over, existing power-performance-centric design techniques only aggravate the reliability 

issue with technology scaling. For example, the widely adopted supply voltage scaling 

techniques reduce the power consumption but at the expense of noise immunity, a critical 

factor in reliability. This dissertation presents several circuit design approaches to improve 

circuit robustness to soft errors, a key reliability threat.

1.1 Soft errors and reliability

When high-energy neutrons from terrestrial cosmic radiation or alpha particles originating 

from impurities in the packaging materials strike a sensitive region in a semiconductor 

device, the resulting single-event upset (SEU) can alter the state of the system resulting in 

a soft error. Although soft errors cause no permanent damage, they can severely limit the 

reliability of electronic systems. Soft errors were first studied and reported in 1975 [11], 

and have now emerged as a dominant reliability issue in modem CMOS technologies. Soft

1
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2

errors have forced Sun Microsystems to recall its workstations in the late 1990s [4], Cisco 

systems also encountered soft errors with its 12000 series router cards, reporting failures of 

memory and ASICs [1], The Q cluster, the second fastest supercomputers on the November 

2003 Top 500 Supercomputer Sites list experienced an average 26.1 CPU failures per week 

in 2004 [46],

Soft errors cause unpredictable malfunctions even in perfectly working circuits. By 

their nature, soft errors are out of the scope of testing and verification, and are difficult to 

pinpoint. Applications that require high reliability, such as aerospace, traffic control, bank

ing, medical, and high-end networking are severely threatened by soft errors, which can 

cause service shutdown, unrecoverable data loss, and catastrophic events. SEUs in mem

ories have traditionally been a much greater concern than SEUs in combinational logic 

circuits for the same minimum feature size, because memories contain by far the largest 

number and density of bits susceptible to particle strikes. In the next decade, technology 

trends—smaller feature sizes, lower voltage levels, higher operating frequencies, reduced 

logic depth—are projected to cause an increase in the soft error failure rate in core combina

tional logic in integrated circuits [19,38,43,61]. In [43], it has been shown that propagated 

SEUs will constitute an important failure mode in integrated circuits at feature sizes below 

0.35/rm. In [19], it was shown that normalized to the number of cells, the soft error fail

ure rate for dynamic combinational logic test circuits and SRAM circuits are essentially 

identical at the 0.25/jm technology node. Another recent study [61] indicates that the soft 

error failure rate in logic circuits will increase to an extent where it will be comparable to 

present-day unprotected memory elements. Thus, the development of techniques to make 

circuits robust to SEUs, thereby reducing the soft error rate and enhancing reliability, is an 

important challenge for the near future.
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1.2 Design for reliability

The International Technology Roadmap of Semiconductors [2] warns that the continuation 

of the established semiconductor roadmap is seriously threatened by the increasing occur

rence of transient errors in chip operation. Addressing these issues is crucial to avoiding 

revenue losses due to on-site chip failures, yield reduction, and time-to-volume slow-down.

The research field of developing high-reliability circuits is traditionally limited in de

veloping special processing technologies to reduce the failure rate. Due to the high cost 

of maintaining a specific foundry to manufacture the high-reliability circuits, these expen

sive circuits are primarily used in mission critical applications and have lagged several 

generations behind in terms of processing speed, power, and size than their commercial 

counterparts. In nanometer-scale design, mainstream circuits are also affected by reliabil

ity issues. The purpose of this research is to develop novel design techniques to mitigate 

the effects of soft errors in integrated circuits, so that mainstream foundries can be utilized 

to build low-cost, low-power, high-performance, and reliable circuits.

Reliability is as key an attribute as performance, and must be considered at an early 

stage of product development. Improving reliability by design has many advantages over 

improving reliability by process. Among these advantages are low overhead, compati

bility with standard design flow, and independence from foundries. As the market demand 

continues to push product performance to its technological limits, the tradeoff between per

formance and reliability must be tailored to the needs of different market segments. Among 

the challenges of design for reliability, are reliability models and design automation tools. 

Improving reliability by design demands that reliability be modeled precisely during the 

product design cycle to make the correct design tradeoffs. The lack of design automation 

tools causes the design engineers to give a lower priority to reliability and shift the relia

bility issue to process engineers. The decoupled design and reliability enhancements are 

expected to gradually become concurrent and interactive as reliability margins diminish 

with advanced technology and with more complex systems that are built.

Understanding the interplay between performance, power, area, and reliability con
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straints will be the key to the commercial success of sub-30nm silicon and nonsilicon tech

nologies. We have developed charge-based model and design tools for single-event upsets 

to improve circuit’s robustness to radiation and other noises that could be modeled as an 

external injected charge. We believe our work will raise awareness of the feasibility of 

optimizing circuit performance and SEU robustness concurrently.

1.3 Dissertation work

In the dissertation, we have investigated circuit modeling and design optimization to im

prove circuit robustness to soft errors. Soft errors occur as a result of single-event upsets 

(SEUs) caused by high-energy neutron or alpha particle strikes in integrated circuits. Al

though soft errors cause no permanent damage, they can severely limit the reliability of 

electronic systems. As semiconductor technology continuously moves towards nanome

ter geometries, additional factors may lead to soft errors, including electrical noise from 

cross talk, voltage drops in the power supply, thermal fluctuation and electromagnetic in

terference. Although they are different in nature from the radiation induced soft errors, the 

consequence is the same, i.e., an unpredictable and spontaneous alteration of the informa

tion stored in digital circuits. The dissertation has focused on general logic upsets caused 

by a finite energy perturbation in circuits.

Motivated by simulation results that SEU robustness can be improved at the gate-level, 

the dissertation describes several approaches based on gate sizing and dual-VbD optimiza

tion as well as transient filter insertion to reduce the rate of soft errors in combinational 

circuits. The solutions incur low overhead and guarantee compatibility with standard de

sign flows. They also complement other fault avoidance and tolerance techniques that have 

been proposed in literature.

The first gate-level approach investigated in the dissertation to improve SEU robustness 

is based on rank-and-size heuristics [74-76]. Gates are ranked according to their contri

butions to the soft error failure rate and then sized in decreasing order of their sensitivity
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to increase SEU robustness. The required gate size for robustness is computed using a 

numerical analysis technique, which is more accurate than other simplified methods. The 

heuristic rank-and-size approach is applicable to circuits designed with discrete size li

braries and to universal current models for particle strikes. The efficiency of this approach 

is substantiated by experimental results for various benchmark circuits and process tech

nologies. This serves as the foundation for the next approach that we have investigated 

based upon geometric programming (GP).

GP is a global optimization technique based on posynomial models for SEU robustness, 

area, power, and delay. Global optimization allows more flexible design space exploration 

using simultaneous sizing and dual-UDD optimization to improve SEU robustness. Design 

techniques at the gate-level based on gate sizing and dual-Voo have been widely used to 

reduce or tradeoff area, delay, and power consumption in combinational circuits. We apply 

these techniques in a systematic manner to improve SEU robustness. In the dissertation, a 

simple, highly accurate, and comprehensive model for the SEU robustness of logic gates is 

developed. This model is integrated with power and performance constraints into a global 

optimization framework based on GP for design optimization for robustness to SEUs [18, 

73],

A more cost effective approach is based on transient filters. The dissertation describes a 

tunable transient filter (TTF) design for soft error rate reduction in combinational logic cir

cuits. When inserted into combinational circuits before the primary outputs, TTFs suppress 

propagated transients induced by single-event upsets (SEUs) before they can be captured in 

latches/flip-flops/primary outputs. TTFs are tunable since it is possible to change the max

imum pulse width of the SEU-induced transient that can be suppressed. Practical TTFs 

require 6-14 transistors, making them an attractive cost-effective option to reduce the soft 

error rate in combinational circuits. A global optimization approach based on GP that in

tegrates TTF insertion with sizing and dual-Vbo is developed. Simulation results for the 

70 nm process technology indicate that a 17-48X reduction in the soft error rate can be 

achieved with this approach.
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1.4 Dissertation contributions

This dissertation presents a comprehensive treatment of reliability-driven design by inte

grating noise models with optimization techniques. It introduces a promising solution to 

improve the robustness of circuits via circuit design and optimization. It makes the follow

ing contributions.

• Cote-effective design: Radiation hardening is targeted towards the nodes that have 

the highest soft error susceptibility, i.e., the nodes that contribute the most to the soft 

error failure rate of the logic circuit. This allows cost-effective tradeoffs between 

radiation hardening overhead and soft error failure rate reduction.

• Charge-based noise models: The single-event upset is described by an external 

current source injected at a site. The magnitude and the waveform of the current 

source describe the physical mechanism of various noises. The general charge-based 

noise models allow the conventional design parameters, such as gate size, threshold 

voltage, and supply voltage to be used to improve circuit reliability.

• Design optimization: This dissertation extensively investigates simultaneous trade

offs in the design space between area, timing, power, and reliability for combina

tional circuits. Based on the noise models, we have developed various design opti

mization techniques to successfully meet power-performance constraints for reliabi

lity-driven design optimization. These techniques range from heuristic optimization, 

to iterative optimization, to global optimization.

• Transient filer: This dissertation introduces transient filter insertion at the primary 

outputs to prevent transient faults from being captured by the latch or flip-flop. In

sertion of transient filters is seamlessly integrated with sizing, and dual-Vbo to incur 

minimal overhead costs in reliability-driven design.

The proposed techniques in this dissertation have several advantages. First, it is com

patible with other optimization techniques that specifically target area, delay, and power
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reduction. Second, it can also be used to complement other fault avoidance and fault tol

erance techniques such as the use of silicon-on-insulator substrates, error detection and 

correction codes, etc. to reduce the soft error failure rate. Our approaches for radiation 

hardening also do not incur any overhead for error detection and retry, since SEUs are dis

sipated locally and cannot result in soft errors. Last, by addressing SEU-robustness earlier 

in the design cycle at the gate-level, it aids the synthesis of inherently reliable circuits, 

thereby decreasing the number of iterations in the design cycle.

1.5 Dissertation organization

This dissertation introduces a family of design optimization techniques based on developed 

SEU models in design for reliability. Each chapter is nearly self-contained except that the 

background of modeling may be restated. The rest of this dissertation is organized as 

follows.

Chapter 2 is a brief background overview of radiation-induced SEUs and previous work 

on radiation hardening. The major drawbacks of previous solutions of design for SEU 

reliability is their high costs and decoupling of performance from reliability during designs. 

Very limited design space exploration is allowed in previous solutions.

Chapter 3 describes the noise models of SEUs. These models include numerical models 

and compact models. The choice of models has significant impact on the involved design 

optimization techniques. We show the tradeoff between accuracy and flexibility in mod

eling. This chapter serves a basis for the design optimization in this dissertation. It also 

motivates the appropriateness of employing sizing and dual-VbD in reliability design.

Chapter 4 describes a rank-and-size design technique for SEU reliability. The concept 

of sensitization probability is introduced to identify the critical gates that are likely to gen

erate soft errors if struck by high-energy particles. The design parameter is sizing, which 

alters the size of a gate to meet SEU reliability requirements.

Chapter 5 develops a global optimization that provides design flexibility over the rank-
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and-size approach in reliability-driven design. The SEU robustness constraint is integrated 

with other constraints in the global optimization. The SEU constraint is in a posynomial 

form to meet the requirement of the global optimization.

Chapter 6 investigates another design parameter, transient filter insertion at selective 

primary outputs. Together with sizing and dual-VoD, transient filter insertion has been 

formulated as a global optimization problem to improve the robustness of circuits.

The final chapter presents conclusions and the future work. It explores the potential 

applications of the general charge-based noise model in combating other noise sources, 

such as cross talk, voltage drops, and thermal fluctuation.
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Chapter 2

Background

In this chapter, we discuss the mechanism of single-event upsets, and the related work in 

radiation hardening for mainstream circuits.

2.1 Mechanism of single-event upset (SEU)

According to the definition by NASA, single-event upsets (SEUs) are radiation-induced er

rors in microelectronic circuits when charged particles generate electron-holes pairs along 

their traces in the medium. It is known that SEUs in semiconductor devices are induced 

by two major sources, alpha particles from semiconductor materials and high-energy neu

trons from cosmic radiation. In this section, we discuss their unique charge generation 

characteristic and the impact of particle energy on SEUs.

The alpha particle from the impurities in the device materials is composed of two neu

trons and two protons, a doubly ionized helium atom emitted with specific kinetic energy 

in the range of 4-9 MeV. Alpha particles are emitted when the nucleus of an unstable 

isotope decays to a lower energy states. Uranium (238U) and thorium (232Th) are the domi

nant sources of alpha particles in semiconductor materials. A population of 238U atoms in 

equilibrium emits eight different alpha particles and 232Th emits six alpha particles. The 

energies of emitted alpha particle range between 4-9 MeV. The interaction of an alpha par-

9
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tide with silicon generates significant quantities of electron hole pairs as the alpha particle 

loses its energy while traveling through silicon. The charge generated by an alpha particle 

was reported from 4 to 16fC/um [8].

In general, the primary source of alpha particles is the packaging materials and not the 

material used to fabricate the semiconductor device. Three methods are commonly used to 

reduce the alpha particle sources. The first is to use high-purity materials and screen for 

low alpha emission. Another is to keep the packaging components that have the highest 

alpha emission physically separated from sensitive circuit components. The last solution is 

to shield the high alpha emission materials. This is done with polyamide thin films coated 

over the finished chip prior to bonding and encapsulation, but it is impossible on flip-chip 

designs.

The second source of SEUs is neutrons from cosmic rays. The neutron flux is strongly 

dependent on altitude, stronger neutron flux with higher altitude. For example, the intensity 

of cosmic rays increases 10 times from sea level to 10000 feet. Due to the proton shielding 

effects induced by interactions with the Earth's magnetic field, the neutron flux is also de

pendent on geographic location. In contrast to alpha particles, neutrons themselves do not 

directly generate ionization in silicon. High-energy neutron interactions with silicon and 

other chip materials are extremely complicated and dependent on the energy of the neutron. 

When a neutron collides with a silicon nucleus and transfers enough of its kinetic energy to 

knock the silicon from the lattice, the silicon nucleus breaks into smaller fragments, each 

of which generates charge. The energy of most silicon recoils is less than 15MeV and 

silicon recoils with IMeV is 100-3000 time more likely than silicon recoils 15MeV [8], 

The charge density per distance traveled for silicon recoils is 25-150fC/um [8], which is 

significant higher than that of alpha particle, 4-16fC/um. Unlike alpha particle, the cosmic 

neutron flux cannot be reduced significantly at the chip level. Even concrete can only shield 

the cosmic radiation at a rate of approximately 1 4X per foot of concrete thickness. Cosmic 

ray induced SEUs must be therefore dealt with reducing device sensitivity, either by design 

or process modification.
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2.2 Related work

The purpose of this section is to list representative techniques that could be used to address 

SEU-related concerns in mainstream electronics and to point out limitations that motivate 

research in alternate cost-effective strategies for SEU-tolerant design. Note that a detailed 

discussion of these techniques is beyond the scope of this dissertation. The references in 

this section are representative and by no means exhaustive; the reader is referred to [24,45, 

77] for an exhaustive introduction and survey of this area.

2.2.1 Radiation hardening

Radiation hardening techniques can be roughly classified into three categories: device

level, circuit-level, and system-level. Device-level hardening approaches involve either a 

fundamental change or an enhancement to the fabrication process. Circuit-level hardening 

approaches usually require robust circuit design methodologies that reduce the sensitivity 

of the final design to SEUs. Both device-level and circuit-level approaches can be classified 

as fault avoidance approaches. System-level hardening approaches usually rely on fault 

tolerance mechanisms that either detect or correct the effects of SEUs.

Although the fabrication processes for memories and general logic differ significantly, 

the fundamental mechanism by which particle strikes result in charge deposition are the 

same in both cases. As a result, device-level radiation hardening techniques are equally 

applicable to both memories and logic circuits. Device-level hardening approaches mainly 

aim to reduce and mitigate the effects of charge collection at the site of the particle strike. 

Proposed techniques include an extra doping layer to limit substrate charge collection [26], 

well structures [30] to isolate the strike inside the well, and a buried layer that provides an 

internal electric field to oppose the deposited charge [65], Whereas these techniques are ef

fective in reducing SEU sensitivity, the cost from a process and materials standpoint might 

be excessive for mainstream applications. Silicon-on-insulator (SOI) processes, which can 

reduce the charge collection depth, were expected to provide a significant increase in SEU

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



12

immunity. However, research [28,34] has shown that partially-depleted SOI, used to man

ufacture commercial devices, is comparable to bulk processes in SEU sensitivity, and that 

scaling of SOI will result in a higher soft error susceptibility just as in bulk processes.

Examples of circuit-level hardening techniques include inserting feedback elements 

(e.g., resistors and capacitors) in the gate cell to slow the propagation of voltage tran

sients [54], eliminating dynamic logic, removing floating (non-driven) nodes [59], and 

utilizing local space and time redundancy for soft error tolerant latches [31,43,53]. Plac

ing heavily doped guard rings around MOSFETs: p+ guard ring surrounding the nMOS 

transistor and n+ guard ring surrounding the pMOS transistor, is an effective technique to 

suppress SEUs [7]. This technique is primarily used in analog design and research showed 

that the mitigation techniques based on guard rings is marginally effective for the nMOS 

device [6]. It is rarely used in digital design because of the large area penalty and also 

because the standard cells are not supported by commercial foundries [42].

Most circuit-level hardening techniques to date have however focused only on harden

ing memories, latches, and flip-flops since at larger process technologies, they have a soft 

error susceptibility that is at least an order of magnitude higher than combinational logic. 

The techniques proposed in this dissertation are circuit-level radiation hardening techniques 

for logic circuits.

System-level hardening approaches for logic circuits usually involve the introduction 

of redundancy into the design to achieve fault detection and tolerance capability [62]. A 

common solution, which is already widely used in memories, is the use of error detection 

and correction codes [16], The complexity of the code (e.g., parity versus single-error- 

correcting double-error-detecting) is an example of trading cost and performance for SEU 

immunity. For example, parity checking is frequently used for error detection in main

stream applications instead of the the more expensive single-error-correcting double-error- 

detecting (SEC-DED) codes. For logic circuits, concurrent error detection and correction 

schemes based on parity, duplication, as well as triple-modular redundancy have also been 

proposed. However, the irregular multilevel structure of combinational logic leads to very
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high overhead costs precluding their use for most mainstream applications. At higher lev

els, watchdog processors [41], lock-step processing [62], and others have been proposed to 

increase reliability. Recently, solutions like simultaneous and redundant multi-threading 

(SRT) [56, 66], active-stream and redundant-stream simultaneous multi-threading (AR- 

SMT) [57], and slipstream processors [64] have been proposed to exploit the significant 

amount of redundancy, repetition, and predictability in general-purpose programs.

2.2.2 Fault avoidance and tolerance

Besides the above classification, the approaches to enhance system reliability to SEUs and 

soft errors can also be divided into techniques based on fault avoidance and fault tolerance. 

Radiation hardening techniques for fault avoidance to increase reliability primarily rely on 

conservative design practices such as the use of high reliability components, the exclusion 

of radiation-sensitive circuit styles (such as dynamic logic and non-CMOS styles), and the 

incorporation of sufficient functional margin in circuit designs to account for anticipated 

shifts in circuit characteristics [24, 37,62], Fault detection and tolerance techniques are 

used when fault avoidance alone cannot economically be used to meet reliability require

ments during design. Both classes of techniques have been historically used for space and 

mission critical applications, for example, traffic control, banking, medicine. In such appli

cations, the primary objective is to achieve very high reliability with cost and performance 

as secondary concerns.

Although several design as well as error detection and correction solutions for reliability 

to soft errors in memories, flip-flops, and latches have been proposed in literature [43,47, 

52,63,70,72], there are relatively few techniques that are cost-effective for use in multi

level combinational logic circuits. Their applicability to combinational circuits is limited 

due to (i) the irregular multi-level structure of combinational circuits that leads to very high 

design overhead and (ii) the high cost of error detection, correction, and recovery required 

to support such techniques.
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2.2.3 Discussion

The overhead costs of traditional radiation hardening approaches often exceeding 100% 

are unacceptable for high-volume mainstream applications, where cost and performance 

are the primary objectives. As the soft error rate in mainstream application environments 

increases, there is a need for low overhead solutions to meet the demands of the highly 

competitive and cost sensitive mainstream commercial market [9]. Whereas traditional 

fault avoidance techniques for mission critical applications target all modeled faults, fault 

avoidance techniques for mainstream applications need to target soft error rate reductions 

in a cost-effective manner.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Chapter 3

Noise model for SEUs

This chapter describes effective charge-based noise models to describe transient effects 

in circuits. Charge-based models are more accurate than voltage-based noise models in 

describing noise transients induced by finite energy perturbation The charge-based noise 

models allow the conventional design parameters, such as gate size, threshold voltage, and 

supply voltage to be used to improve circuit reliability. The motivation of developing many 

SEU models is to reduce the computational costs while keeping tolerable approximation 

errors and to meet the requirements of different optimization techniques.

Since radiation strikes a chip fairly uniformly in space and time, the probability of a 

particle strike at a combinational node is roughly proportional to its active area. Following 

a strike, the characteristics of a SEU vary greatly depending on which node it occurs at 

in the combinational logic circuit. For a specific application, the first step in radiation 

hardening is to select a range of incident particle energies over which the probability of 

occurrence of a particle is significant enough to require hardening. Once a range of particle 

energies is chosen, the four inter-related factors that determine whether a particle strike at 

a node produces a SEU at that node are (i) the total charge deposited at the node, (ii) the 

drive strength of the gate that drives the node, (iii) the capacitance of the node, and (iv) the 

supply voltage.

The noise models that describe the voltage transient caused by charge injection provides

15
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a basis for design optimization. In this chapter, we present various models with different 

accuracies and computational costs. We first discuss background information on charge 

injection in Sec. 3.1. Then we analyze how transistor sizing affects the voltage transient 

in Sec. 3.2. Section 3.3 describes a compact sizing model for design exploration. A more 

general model including the effect of the supply voltage is further developed in Sec. 3.4. In 

Sec. 3.5, we discuses all these models in the context of design optimization.

3.1 Charge-based model

Consider a 2-input NAND gate driving a lumped capacitance Cp at its output A  in Fig. 3.1. 

The total capacitance at N  is:

Ctota,i = Cunit(W/L)  + Cp. (3.1)

Here, (W/ L) is the size of a single nMOS transistor in the NAND gate. C'unit is the unit 

output capacitance (includes nMOS and pMOS diffusion capacitances) obtained by divid

ing the output capacitance of the NAND gate by the size of the nMOS transistor in the 

NAND gate. Cp is the lumped parasitic capacitance (interconnect and fanout) at N.  We 

focus on the voltage Vont at N,  since its magnitude and duration will determine how a 

SEU propagates through gates in the transitive fanout of the NAND gate to the primary 

outputs/latches/flip-flops. Although we refer to transistor sizes and use W / L  in the formu

lation, we limit ourselves to symmetric gate sizing in this report for reasons explained in 

Sec. 3.2.3. Thus, scaling a single transistor is equivalent to scaling all transistors (nMOS 

and pMOS) in the gate by the same ratio.

The charge deposition due to a particle strike at N  is modeled by a double exponential 

current pulse Jjn at the site of the particle strike [22,44]:

U t )  = 7~ Q S {e~t/ra -  e - ^ )  , (3.2)
\ r a r (3)

where Q is the charge (positive or negative) deposited as a result of the particle strike, ra
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is the collection time-constant of the junction, and tvj is the ion-track establishment time- 

constant. ra and Tp are constants that depend on several process-related factors.

a-c\

out in

Figure 3.1: 2-input NAND gate

Note that only the worse case transient effects to logic values 0 and 1 are considered. 

A transient to logic 1 (logic 0) occurs when the steady-state logic value at N  is logic 0 

(logic 1) in the fault-free case and a SEU generates a positive (negative) transition to logic 

1 (logic 0) at N.  Whereas the figures focus on the response of the NAND gate when a SEU 

causes a 0—>1 transient, the analysis for a SEU that causes a 1—>0 transient is symmetric, 

with the use of pMOS transistor equations. Note that the pMOS transistors, whose inputs 

are at logic value 1, are off and hence do not figure in the analysis here. Both inputs of 

the NAND gate are set to logic 1, so that the voltage is 0 at A  in the fault-free case. For a 

transient to logic 1 in the NAND gate, the site for injection of the current Im can be one of 

the internal nodes or the output of the gate. Since any disturbance internal to the gate has 

to propagate through one (or more) series transistors before reaching the output of the gate, 

the magnitude of the pulse may be reduced (or fade out altogether) during this propagation. 

Thus, the worst-case occurs when the site for the particle strike is the output of the gate 

(i.e., inode N ).

With this model, Fig. 3.2 presents how sizing affects the vulnerability of the NAND 

gate to particle strikes. The output response of the NAND gate (determined using SPICE 

simulations) to a SEU that produces a 0—>1 transient at the output—for combinations of
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Figure 3.2: SEU effects(Q, f , (ra, rp))

values of transistor sizing, process parameters tq and tb, as well as deposited charge—is 

presented. In each sub-figure, it is clear that as the size of the nMOS transistors (that dis

sipate the deposited charge) increases, the magnitude and duration of the SEU transient 

diminish rapidly. In other words, transistors (i.e., gates) can be sized to dissipate (sink) the 

deposited charge as quickly as it is deposited, so that the transient does not achieve suffi

cient magnitude and duration to propagate to the fanout. Note that sizing a gate increases 

the area of the gate sensitive to particle strikes. However, the added drive and capacitance 

mean that a SEU of particular magnitude (i.e., a SEU that is capable of depositing a par

ticular charge Q) can no longer produce a transient of the same severity as before. This is 

because sizing adds drive to the nMOS and pMOS transistors in the gate, which can now 

sink the deposited charge faster and prevent the transient from reaching sufficient magni

tude to propagate through the fanout. Besides ra and Tg, the maximum charge Q for which 

SEU immunity is desired (i.e., the range of incident particle energies) has to be considered 

to determine this optimal transistor size. By sizing the gate for the worst-case SEUs i.e., 

the largest Q that can be deposited, the sensitivity of the gate to SEUs is locally reduced to 

zero for that worst-case SEU and the gate no longer contributes to the soft error failure rate
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of the logic circuit.

3.2 Sizing model for SEUs

In this section, we describe a numerical technique to compute the voltage transient wave

form caused by the injected current and then provide an efficient method to compute the 

minimum transistor size (W /L )min required to limit the maximum value of the transient 

pulse Vout at N  to a pre-specified value.

3.2.1 Numerical analysis for Vont(t)

Note that the amplitude of the transient pulse at N  given by Voat(t) is limited by the for

ward bias voltage on the diode between the drain and the body of the pMOS transistor. 

For a transient to 1, the drain to body diode that is reverse-biased under normal operating 

conditions may switch to forward-bias if the transient pulse rises above V>d +  Vuode- We 

focus on computing Vout(t) in the 0 to Vdd +  V^de range for the rest of this discussion.

The voltage Vut following a particle strike is given by the solution to the following 

differential equation:

where Ctotai is the total capacitance at node N  Eqn. (3.1), 7in is the current from the particle 

strike, and (W /L) is the aspect ratio of a single nMOS transistor in the gate. / unit is the 

effective drain current through the nMOS transistor network in the gate and is a function of 

font as

/unit(Kut) =  P  • (2(Vgs -  VT>n)V0Ut -  V l t) , (3.4)

for V0ut <  (Vdd -  VT,n) (linear) and

-funit(Vout) — P ' (ViS — VTln)2 (3.5)
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for (Vdd -  Vr,n) < Kut < (Vdd +  Kiiode) (saturation).

Vpn is the threshold voltage of the nMOS transistor, Vbs equals Vdd- The transcon

ductance ft of a NAND gate is not constant but varies significantly with Vbs and to a small 

extent with the transistor size (W /L ). We remove the dependence on (W /L ) by averaging 

over the three curves shown in Fig. 3.3. We define two linear functions to model the de

pendence of ft on Vbs, one for the region 0 < VDs <  0.67Vdd and the second for values of 

Vbs > 0.67Vdd-

x 10-55 .5

>
<
w  4 .5
0>occS = 16
o *
a0
cn 3 .5

1H =  64

2 .5 ,
0.2 0 .4

Figure 3.3: Transconductance /3(Vbs) for a NAND gate

Given the initial condition Vout(0) =  0, Eqn. (3.6) is a non-linear Riccati differential 

equation of the form

=  a(t) ■ V02ut +  b(t) ■ Kut +  c(t) (3.6)

whose closed form solution usually requires knowledge of a particular solution [36], Since 

a particular solution cannot be obtained in this case, the standard method of solving this 

differential equation is based on a power series expansion. An infinite power series solution
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for the transient response of an inverter, when no transient current of the form Im(t) is 

injected into the system, was proposed in [60], Computation of the terms of an infinite 

power series is expensive in practice; moreover, it is very difficult to directly calculate the 

coefficient terms if more than a third order polynomial is used to approximate the solution.

We employ the fourth-order Runge-Kutta method [51] to calculate the numerical so

lution for Eqn. (3.6). The basic idea behind the Runge-Kutta method is that the value of 

the dependent variable, voltage Vout(t) in this case, can be determined at the next desired 

value of the independent variable, time t, by calculating several intermediate values. The 

solution for Kut (tn+1) is accurate to the fourth order. Note that due to the parasitic and load 

capacitances at node N  and the circuit inertia, the nature of the voltage waveform Vant(t) is 

smooth and continuous. As a result, it is highly suitable for solution using the Runge-Kutta

method. The fourth-order Runge-Kutta formulation is given by

foutOWi) == fout (tn) +  g {ki +  2k2  +  2ks +  fcj) +  0 (h 5), (3.7)

where h is the time step, (3.8)

/((,V '0„,) =  ^ S  (3.9)

h  = f ( t n,Vout(tn)), (3.10)

k-2 =  f ( t n +  0.5h, Vout(tn) +  0.5&i), (3.11)

h  = f ( t n +  0.5h, V0Xlt(tn) +  0.5A;2), and (3.12)

h  =  f ( t n + h , Kut (tn) +  k3). (3.13)

The numerical solution will generate the voltage waveform. Calculation of the voltage 

peak and the duration is trivial after knowing the waveform. Whether or not the transistor 

size is appropriate for the SEU immune can also be estimated by the generated waveform. 

If the peak of the voltage is less than a threshold, we may regard the gate as the SEU 

Immune.
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3.2.2 Fast sizing technique for SEU robustness

For the rest of this discussion, we assume this limit on the peak value is 0.5Vdd (that is 

a high input for gates in the transitive fanout). Note that the method is equally applicable 

for any other limit on the peak value of Umt- Without loss of generality, we describe a 

technique to size the nMOS transistors in a logic gate for SEU immunity. The method is 

equally applicable to sizing the pMOS transistors in a gate. Whereas the pMOS and nMOS 

transistors can be sized independently in a logic gate, this has implications for gate sizing 

that are discussed in Sec. 3.2.3.

The cross-coupled nature (time t and voltage l/out) of the differential Eqn. (3.6) implies 

that there is no closed form expression for the instant t max when l/out reaches 0.5Vdd- 

However, since tmax occurs after I in reaches its maximum, it is possible to use the following 

iterative procedure to compute tmax.

The first step is to determine a suitable search interval for tmax. The maximum value of 

Jin occurs at a time instant tstait that is given by

from the double-exponential current of Eqn. (3.2). fstart can be used as the beginning of the 

search interval for tmax, since t rnax > fstart- tmax is located in the interval [tstart, t ref]» where 

t ief is bounded by the clock period of the logic circuit. If 0.5 Vdd is the maximum value 

of lout at time tmax, two conditions must be satisfied by Eqn. (3.19). The first condition is 

that the slope dUout/d f must equal 0 at fmax, i.e.,

where (W /L)min is the minimum transistor size required to limit the peak of the SEU 

transient to 0.5Vdd- Rearranging,

'start (3.14)

-^ in (tm ax) ~  ( W / L ) min • / Un it(0 .5 V D D )  — 0 , (3.15)

-fin (tmax )
mm

(3.16)

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



23

out

Linear approximation for Vout(t)
DD

Figure 3.4: Linear approximation to compute (W /L )min

The second condition is given by charge conservation over the interval [0, tmax]. In other 

words, the integral ofboth sides ofEqn. (3.19) over the interval [0, /,max] must be equal, i.e.,

/ • 0 . 5 V d d  f t  m a x  p t m a x

(Cunit(W/L)min +  Cp) /  dVout =  /  U t )  dt  -  (W /L )min / dunitl^out) dt.
Jo Jo Jo

(3.17)

Since Jo is a non-linear equation that depends on Vout, a linear approximation of voltage 

is used to simplify the integral. We assume that the voltage Vout rises from 0 to the peak 

value of 0.5Vdd linearly, i.e.,

Kut(t) =  0.5V dd • ( t— 1 f°r0  < t < tmax (3.18)
V̂ max /

Fig. 3.4 shows an example of linear approximation of the voltage at Node N. As a re

sult, JD is just a function of time t and Eqn. (3.17) is directly integrated to get a non-linear 

equation in (W / L)mill and tmax. Note that this assumption is accurate since the nMOS 

transistors are in the linear region of operation (Vout < 0.5Vdd)- With this approxima

tion, Eqns. (3.16) and 3.17 can be solved using the bisection method [51] over the interval 

[Ltart, Lof] to determine both unknowns tmax and (W /L )min simultaneously. The number 

of iterations to determine (W /L )min using the bisection method for an error tolerance of
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Figure 3.5: Sizing for SEU immunity

0.001ns and tre{ of Ins is 10. A comparison between the results obtained using this method 

and a search method based on SPICE simulations to determine (W /L )min is presented in 

Fig. 3.5. The solid curve represents the results obtained using the above method while 

the dotted curve represents the results obtained using a search method based on SPICE 

simulations. It is clear that the results obtained using the proposed sizing method are in 

excellent agreement with the search method based on SPICE simulations, at significantly 

less computational cost.

3.2.3 Symmetric gate sizing

Since the nMOS (pMOS) network of a CMOS gate can be sized independently of the pMOS 

(nMOS) network, the above algorithm can be extended to size CMOS gates asymmetrically. 

This disadvantage of skewing transistor sizes significantly is that the 1—►() (0—>1) delay 

through the gate can be significantly affected. For example, increasing the W /L  of the 

nMOS transistors adds to the diffusion capacitance and can significantly increase the pull- 

up time of a gate if the pMOS transistors are not adequately resized. If the rising transition 

through the gate lies on the critical path, this can significantly impact performance. This
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dissertation only discusses symmetric gate sizing for radiation hardening.

3.3 Compact SEU model for sizing

In this section, we use linear gate models to derive closed form expressions for the wave

form of the SEU-induced transient. We extend this model to derive closed form expres

sions for the minimum transistor and gate sizes required to limit the magnitude of the 

SEU-induced transient to less than a pre-specified value at the site of the strike.

As described earlier, the differential equation of the SEU-induced transient at the output 

of the gate is then given by

Ctotal^  = I in(t) ~  H t ) ,  (3.19)

where C'totai is the total load capacitance (load and parasitic) at the output node, I-m(t) is 

the model for the SEU, and / D(t) =  (W /L )Iunit(t) is the current through the transistor 

network restoring the output to its fault-free value.

The differential equation belongs to the class of non-linear second-order Riccati dif

ferential equations, since Iv(t)  is a non-linear function of the output voltage Vout. The 

absence of a particular solution for the initial conditions precludes the existence of a gen

eral closed-form solution.

Instead, we follow an approach along the lines of the linear gate modeling techniques 

proposed in [20,49] to derive closed-form expressions for the waveform and peak of the 

SEU-induced voltage transients. The main difference and advantage of the approach de

scribed in this dissertation over prior work is that whereas prior work focused on waveform 

approximation in both the linear and saturation regions, the proposed model focuses only 

on the linear region of operation. This approach is very effective when the primary goal is 

to determine the minimum gate size that reduces the magnitude of the SEU-induced tran

sient at the output of the gate to less than a pre-specified value 77 Vdd- Note that the nMOS 

transistor network of the gate is in the linear region of operation as long as ?7Vdd is less than 

(Vdd  — Ur), where Vgs is assumed to be Vd d - Hence the current Iv(t) can be approximated
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by K u t / i W  where i?sEU is the equivalent resistance of the nMOS transistor network in 

the linear region of operation. Based upon this, the solution to Eqn. (3.19) is given by

Kut(i) = ---------------  (e~t/r“ -  e-^EuOota.) . (3.20)
T ~a  —  -TtSEuOtotal

Note that ra »  77 and 77 adds an exponential term to Eqn. (3.20) that is negligible, and 

is ignored from here on for simplicity. The reader can find a complete discussion of the 

differential equations including the r s parameter in [49], The peak value of the SEU- 

induced voltage transient Umax is obtained by differentiating the above solution, solving for 

/;raax, and by resubstitution in Eqn. (3.20). Let /j =  t q/jRseuC'totai for ease of notation. 

Then,

Q Rsev jX.Knax =  --------- A41"". (3.21)Try

3.3.1 Parameterized model for Vrm ax

Parametrization of this model is achieved based upon simplification of the term and 

an equivalent linear model for the resistance R sev of the nMOS network. The function 

is well approximated by k ^ i '  (0.35 < 7 < 0.45), with a goodness of fit value of 

0.98 over the range 0.25 < \i < 5. This range of values for // corresponds to a gate delay

between 10 ps and 200 ps, which is valid for current process technologies. In the linear

region, the resistance R sev of the nMOS network is given by

E> _ _  ^ n M O S  ryr̂ \
SBU “  (Vdd — VT) W ’ (3'22)

where W  is the gate size, Vr is the threshold voltage, and fcnMos is a constant. Resub-
1

stitution of these expressions for / i 1  ̂ and Rsev in Eqn. (3.21) for the peak value of the 

SEU-induced voltage transient at the output gives

=  w - 1 ( 1_T c a -  (3-23)
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3.3.2 Size WrobUst for robustness

Without loss of generality, let Vmax < rjVbo for the SEU-induced transient to be dissipated 

locally without sufficient magnitude and duration to propagate through the fanout gates. 

Upon simplification of Eqn. (3.23) using this inequality, the conditions for SEU robustness 

is given by

/  q  \
W - ‘(Hdd -  Vr ) ' 1 C~f„, < 1, (3.24)

where (3 =  ^  and k  =  knu o 9,Tn l (kll/r])l+f). In order to increase the accuracy of the 

expressions in Eqn. (3.24) in comparison to SPICE simulations, a three-parameter model 

for Eqn. (3.24) given by

/  D \  1+̂ °
k W - 'V v i  ( ^ j  C ,;£ , < 1, (3.25)

is derived using SPICE-based calibration runs. Note that (UDD — Ur)-1 is approximated 

by UjJq to the first order. The parameters k, (30  and (3\ are obtained by data fitting the 

simulation results obtained from SPICE. The parameters (3q and (3\ lie in the interval 

(0.5,0.8) in our simulations. The main difference between the expressions in Eqn. (3.24) 

and Eqn. (3.25) is that the parameters in Eqn. (3.25) are further tuned by SPICE simulations 

to achieve a size accuracy of a half of the unit size.

It is common to use an upper bound for charge deposition as a figure-of-merit during 

design analysis and optimization to increase SEU robustness. This is called the worst case 

charge Qw~c and is defined as the maximum charge deposited by a particle strike for which 

SEU robustness is sought for a design. For a given Qw- C, and fixed Vdd and VT, the 

compact model for minimum size Wrobust for SEU robustness is given by the following 

expression:

ffrobust. — k (Ctotal) ®• (3.26)

This expression is used to derive robustness constraints in design optimization de

scribed in the next chapter. Wrobust is a function of Ctotai, which is in turn another function 

of size.
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3.4 Compact SEU model for sizing and Vdd

Before we present a model to describe the SEU-induced transient, we run SPICE simula

tions to show some preliminary results. The results revealed the major factors that would 

affect the SEU effect. Consider a 2-input NAND gate driving three equally sized NAND 

gates at its output node N. The steady-state logic of node N  was logic 0. The injected cur

rent pulse lin(t) at node N  was parameterized by ra =  0.05ns, r fl =  0. Two charge values 

Q =  15 /C  and Q — 20 f C  were used in the SPICE simulation. The voltage transient of 

node N  was shown in Fig. 3.6.

In each sub-figure, it is clear that the magnitude and duration of the SEU transient 

diminish rapidly as the size of the driver gate increases. Size 6 is always better than size 

4 in limiting the peak value of the transient voltage across the four sub-figures. A higher 

supply Vdd does reduce the SEU transient via increasing the drain current Id and storing 

more charge at the output node N. Additionally, the injected charge Q is also important 

in determining the transient waveform. We defer the quantitative discussion of gate size, 

voltage and charge to Sec. 3.4.2. The simulation results suggested that a better strategy 

to improve SEU robustness would rely on a combination of gate sizing and dual-V d d - A 

candidate model to described the SEU-induced transient should be able to consider all these 

three factors, the gate size, the voltage and the charge Q.

Although it is possible to use SPICE simulations to determine optimum size and Vdd 

assignments to a gate in isolation, such an approach is not only computationally expensive 

but also sub-optimal. This is because sizing as well as UDd assignments affect both the 

fanin and the fanout from delay, power, and SEU robustness stand-points.

3.4.1 SEU robustness constraint

For a given Qw- C, the optimum size W  and supply voltage Vdd can be determined during 

design-space exploration using dual-VbD and gate sizing. Thus, under a given Qw- C, the
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Figure 3.6: SEU-induced voltage transient under different gate sizes, charges and voltage 

supplies.

compact model for SEU robustness is given by the following expression:

A;W--1(UDD) - 2-^ ( C total) - /31 <  1. (3.27)

This expression is used to derive robustness constraints for all (or a subset of) the gates in 

the design.

Fig. 6.6 presents the results of simulations that were performed to validate the compact 

robustness model given by Eqn. (3.27). Simulations were performed on 2-input nand gates 

over a range of load capacitance and two supply voltages (1.0 V and 1.2 V). In all cases, 

the gate size required to limit the peak of the SEU-induced voltage transient to 0.5V dd was 

determined using the compact models as well as using SPICE simulations. The minimum 

and maximum load capacitances chosen for model validation include fanout-of-1 to fanout- 

of-4 circuits with gate sizes ranging from 2 to 10 units. The maximum error in size for
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 SPICE, VDD=1,0V
- 0 -  M odel, V  =1.0V
  SPICE, Vdd=1.2V

M odel, Vd d=1.2V

Total Nodal Capacitance C (fF)

Figure 3.7: This figure illustrates the accuracy of the compact robustness model given by 

Eqn. (3.27) for a 2-input nand gate for a dual-VDD technology. It is clear that the optimum 

size for SEU robustness is estimated to within 0.5 times the size of the unit-scaled gate over 

the range of circuit configurations.

Si3JJ robustness determined using the model was 0.5 times the size of the unit-scaled 2- 

input nand gate. Similar results were observed for the other logic gates that were used 

for synthesis of the benchmarks. Again, we emphasize that the high supply voltage will 

improve the gate robustness to SEUs as substantiated by the dash curves much below than 

the solid curves .

.14.2 Sensitivity analysis

Bqn. (3.27) shows that SEU robustness can be achieved by gate sizing and adjusting UDD 

under a given injected charge Q. In contrast to the gate sizing alone, manipulating the size 

m d  the Vdd needs a deeper insight of sizing, Vde> and SEU transient. We investigate such 

relations by applying sensitivity analysis to Eqn. (3.27). Let’s still denote the low bound 

gate size satisfying Eqn. (3.27) as Wrobust. The sensitivity of Wrobust with respective to
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Ctotai and Vdd can be easily derived from Eqn. (3.27) as

^Vr0bust   _ ^Ctotal ~Q\
~ ~ 0 1 c ^ -  ( 3 - 2 8 )

^ * ! £  =  - ( 2  +  A ) ^ 2 2 .  (3.29)
VV robust 'DD

Considering that 6\ 0tai can be varied substantially depending on the fanouts, the gate 

size Wrobust strongly depends on the total nodal capacitance C'totai • The coefficient 2 +  

rio in Eqn. (3.29) has a large value, which implies that Vdd plays an important role in 

determining the gate size Wrobust even though Vdd only allows a small variation, 20% in 

our experiments.

Gate sizing can increase the SEU robustness by dissipating the deposited charge as 

quickly as it is deposited as well as enlarging the total nodal capacitance, so that the tran

sient does not achieve sufficient magnitude and duration to propagate to the fanout. The 

approach using high V d d  can alleviate the size required as given in Eqn. (3.29) and improve 

the performance. The primary concern to the use of high Vdd is the power consumption. 

Our sensitivity analysis argues a higher VDd is still power efficient when SEU robustness 

is considered. We use a simple example to illustrate this argument. A 20% increase of Vdd 

will consume 44% more dynamic power according to the well-known C V 2  model. On the 

other hand, the increase in Vdd can reduce PVrobust by 56% (ri0 =  0.8) so that the net power 

consumption is decreased by 12%.

3.5 Discussion

The charge-based model is the staring point for all other SEU models. The general charge- 

based model provides the transient voltage waveform caused by a charge injection. Verify

ing the SEU immunity through the waveform is trivial. The most accuracy solution of the 

charge-based model is through a general circuit simulation tools like SPICE. We use this 

result as a baseline to ensure accuracy. Solving a non-linear Riccati differential equation
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that describes the charge-based model is the second most accurate approach. Both solutions 

have high computational costs and are not suitable for design optimization.

Verifying the SEU immunity from the waveform may be accurate but is also overkill. In 

conservative design, a gate is SEU immunity if the magnitude of its SEU-induced voltage 

transient is less than a specific value, for example 0,5Vdd- Based on this conservative 

assumption, we develop a fast sizing technique from the non-linear Riccati differential 

equation. We calculate the minimal gate sizing for SEU robust without computing the 

whole transient waveform. The fasting sizing technique is accurate to 10% but still needs 

an iterative solver. Lacking a compact format, the fast sizing technique is not a ideal model 

for large-scale circuit design.

The coefficients in compact models usually need calibration based on results of SPICE. 

We present two compact models, one for sizing only, and the other for sizing and Vd d - 

These two models trade a small amount of accuracy for the closed-form expression.

Besides accuracy and compactness, other requirements may be imposed in modeling 

the SEU constraint. We defer the discussion of such requirements to Chapter 5, where a 

posynominal format is required for a global optimization.

In summary, the choice of a proper model depends on its accuracy, its computational 

costs, and the optimization techniques.
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Chapter 4 

Rank-and-size design for SEU 

robustness

In this chapter, we formulate the gate sizing problem for SEU immunity design and show 

how the fast gate sizing technique presented in Sec. 3.2.3 can be used to improve SEU 

robustness. The cost efficiency is achieved through sizing critical nodes in a logic circuit 

to reduce the soft error rate significantly with minimal overhead. Sensitization probability 

and fault coverage are introduced to guide the selective gate sizing.

4.1 Selective sizing

A simple and direct solution to radiation harden a logic circuit would be to size all the 

gates over a range of particle energies. However, the overhead costs of such an approach 

will be prohibitive. Selective hardening of the most sensitive gates can be performed, to 

significantly harden the logic circuit with lower overhead costs.

4.1.1 Masking factors

The factors that affect the capability of a SEU to propagate through the logic circuit and 

cause a soft error can be used for this purpose. Whereas the rate at which a SEU at a node

33

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



34

occurs depends on incident particle energy distribution, the drive strength of the gate, and 

the capacitance of the node, there are three masking factors that determine whether this 

SEU can propagate to the primary outputs/latches/flip-flops and result in a soft error.

• Logical masking occurs in the absence of a functionally sensitized path from the gate 

to the primary outputs/latches/flip-flops. This can be estimated by fault simulation.

• Electrical masking occurs if the SEU is attenuated as it propagates along a sensitized 

path to the primary outputs/latches/flip-flops. This can be estimated over a range 

of deposited charge (which corresponds to a range of particle energies) by SPICE 

simulations.

• Temporal masking occurs if a SEU reaches the primary outputs/latches/flip-flops at 

an instant other than the clocking window. This is estimated as a fraction of the clock 

period.

Note that the rate at which soft errors are generated at a primary output/latch/flip-flop 

due to SEUs at a particular gate diminishes as each masking factor increases. Note also 

that we refer to logical, electrical, and temporal masking terms on the average and not on 

a per input pattern basis. In this manner, all three factors may be estimated independent of 

each other and used to compute the soft error rate of the circuit.

While these three factors present a natural barrier to soft errors in logic circuits [40], 

technology trends such as smaller feature sizes, lower voltage levels, higher operating 

frequencies, and reduced logic depth are causing these barriers to diminish significantly. 

In [50], it was shown that as a result of these factors, the soft error susceptibility of internal 

nodes (which is the contribution of the node to the overall soft error rate) in a logic circuit 

can vary by an order of magnitude or more. This provides an opportunity to significantly 

reduce the soft error rate at reduced cost, since nodes with high soft error susceptibility 

can be hardened, while those with very low soft error susceptibility can be ignored. In this 

manner, the soft error rate in logic circuits can be significantly reduced at a fraction of the 

cost of conventional techniques that try to harden all nodes.
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4.12 Asymmetric sensitization

The ' entral idea in rank-and-size is to decouple sensitization, which determines the prop

agation probability of a SEU in Boolean terms, from the electrical and physical properties 

of SEU vulnerability at a gate in a logic circuit. Consider the three masking factors intro- 

duce i in Sec. 4.1.1. Logical masking depends on the input pattern that is being applied 

to ib' circuit, i.e., whether or not there is a sensitized path from the gate to the primary 

outpars/latches/flip-flops. The probability of logical masking at the gate is given by:

f^logicalmasking — 1 — ^sensitization j ( 4 - 1 )

where PsensUization is the probability of sensitization, i.e., the probability that there exists 

one (or more) functionally sensitized paths from the gate to the primary outputs/latches/ffip- 

flops, Consider the node G3 shown in Fig. 4.3. If a is set to logic 0, the effects of a SEU 

at G3 are logically masked from the primary output G. Similarly, if  either (or both) G5 

and (3,; evaluate to logic 1, a SEU at G3 will be logically masked from primary output 

H, since one or more side inputs along the SEU’s propagation path are set to controlling 

values. Logical masking leads to a high asymmetry—for SEUs of the same magnitude—in 

the soft error susceptibility of gates in combinational logic. A similar observation from 

testing theory is that fault detectability can vary by orders of magnitude across a design. 

To illustrate this skew, the sensitization probability distribution profile for six benchmark 

circuits is presented in Fig. 4.1. Sensitization probability on the x-axis is divided into 

ten intervals from 0 to 1, and the y-axis shows the number of nodes with a sensitization 

probability in each interval. The primary outputs, which are always sensitized, are omitted 

from -he histograms. It is clear from the figure that less than 20% of the gates on average 

have a high sensitization probability (> 0.8) in logic circuits.

Electrical masking depends on the electrical properties of the intermediate gates along a 

sen /ed path, i.e., on their drive strengths. There is a significant correlation between gates 

with row electrical masking probability and gates with low logical masking probability. 

Gates with low logical masking probability are highly observable, and are close to the
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Figure 4.1: Sensitization probability distribution

primary outputs. Thus, SEUs that occur at such gates are less susceptible to electrical 

masking since they have to propagate through fewer gates. Gates several levels of logic 

deep have low observability, and hence, a high probability of logical masking. SEUs at 

such gates have to propagate through several levels of logic and are hence more likely 

to undergo electrical masking. This was also shown in [61], where gates 16 F04 levels 

deep needed a larger minimum charge for a SEU since they were more prone to electrical 

masking. Further, whereas logical masking is a cumulative effect over all input patterns, 

electrical masking is of concern only on those input patterns where logical masking does not 

occur. In other words, electrical masking is of interest only for those input patterns where 

a logically sensitized path exists. Lastly, results from [10] suggest that while electrical 

masking does produce an observable effect, it does not significantly reduce the observed 

soft error rate. These reasons motivate the exclusion of electrical masking as a metric to 

identify the gates with a high sensitivity to SEUs.

Finally, temporal masking depends on the frequency of operation of the circuit. The 

probability of temporal masking is the same for a particular clock period—for propagated
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SEUs of the same magnitude—across all the gates in a logic block.

In summary, logical masking is an aggregate, direct, and first-order measure of the 

asymmetry in the soft error susceptibility of gates in a combinational circuit. In this chapter, 

we use this logical masking as the criterion to guide the search for the most susceptible 

gates for radiation hardening. The hardening is achieved by sizing the gate to limit the 

peak of the SEU-induced transient to 0.5Vdd at the gate where the SEU occurs. Thus, the 

SEU is rendered marginal, i.e., it is electrically masked, along all paths of propagation to 

the primary outputs. Since logical masking is a direct measure of the number of times such 

paths occur, it is an effective choice to identify candidate gates for radiation hardening.

4.2 Sizing algorithm

Given a mapped combinational circuit composed of gates from a technology library. For 

each gate g in the circuit, several different sizes 1, 2, . . . ,  k are available in the library, each 

of which implements the same logic function but differs in one or more of the following 

aspects—area, delay, drive strength, and power consumption. The gate sizing problem 

for SEU immunity is to select optimum sizes for each (or a subset) of the gates in the 

combinational logic circuit such that the objective function—defined by the susceptibility 

of the logic circuit to SEUs (i.e., the soft error rate of the logic circuit)—is minimized.

4.2.1 Proposed algorithm

The pseudo-code for the proposed procedure for radiation hardening is presented in Fig. 5.1. 

The first step is to rank all the gates in the circuit in descending order of their sensitization 

probability using th e  m e th o d  F a u l t - S i m u l a t e  as follows. Since th e  probability of logi

cal masking of a node depends on the probability of each input pattern being applied to the 

circuit, an efficient way to calculate the probability of logical masking is to simply simu

late the system with a typical workload for some number of clock cycles. For each clock 

cycle, fault simulation can be performed on each gate to determine if it is sensitized to one
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netlist -  tech n o logy  m apped version  o f  the lo g ic  circuit 

coverage -  desired  coverage

constraints -  overhead; p o ss ib ly  area, delay, and/or pow er  

sensitizationQ -  priority queue o f  gates

FAULT- S IMULATE(neZZ'ist); 

for each gate g G netlist

do ENQUEUE(sensitizationQ, g, -Psensitization(sO) 

w h ile  coverage is  not m et and constraints are not v io lated  

do S lZ E -S E U -lM M U N IT Y (E X T R A C T -M A X (sen sifea fion Q )) 

U p d a t e -C o v e r a g e -C o n s t r a i n t s  (netlist)

DEQUEUE (sensitizationQ)

Figure 4.2: RADlATlON-HARDEN(nefZzsf, coverage, constraints)

or more outputs/latches/flip-flops. Nodes which are only sensitized for a very few input 

patterns will have a negligible effect on the overall soft error rate (since their probability of 

being sensitized is extremely low) and can hence can be ignored for radiation hardening. 

A less accurate alternative to simulating the system with a typical workload would be to 

just apply random patterns at the primary inputs. Fault simulation was run on the circuit 

in Fig. 4.3 in this manner and the logic 0 and logic 1 sensitization probabilities were com

puted as shown in the figure. Note that the fraction of cycles where a node may assume a 

logic 0 value may differ significantly from the fraction of cycles when the node assumes a 

logic 1 value. As a direct consequence, there can be a significant difference between the 

logic 0 and logic 1 sensitization probabilities of a gate, especially if there is reconvergent 

fanout in the logic circuit (e.g., G-2). Since this chapter focuses on continuous, symmetric 

gate sizing, the logic 0 and logic 1 sensitization probabilities are collapsed (summed) when 

the gates are inserted into the priority queue sensitizationQ.

Gates are dequeued from sensitizationQ  in decreasing order of their collapsed sensiti

zation probability (increasing order of logical masking probability). The gate sizing routine
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Size-SEU-Immunity  symmetrically sizes both the nMOS and the pMOS transistors in 

a library gate using the fast sizing technique from Sec. 3.2.2. Once the minimum size for 

SEU immunity is determined for a gate, the transistor sizes (both nMOS and pMOS) are 

updated as follows:

W i W  =  « { W i W . W i L } -  l'4 2 >

Note that the scaling of the gate is done such that the ratio of the sizes of the nMOS and 

pMOS transistors in the original library gate remains unchanged.

The gates are processed in decreasing order (G, H ,G 3 ,Gi, ... for Fig. 4.3) till the 

coverage objective is met or any of the constraints are violated. The routine U p d a t e - 

C O V E R A G E -C O N ST R A IN T S first updates coverage, which is defined as follows:

Coverage
E P ,(9 c ) \

(candidates gc)

£  Ps(g)\  (all gates g) }
• 100%, (4.3)

where Ps(-) returns the collapsed sensitization probability of a gate. Candidate gates gc are 

all the gates that may be sized for SEU immunity as they are dequeued from sensitizationQ. 

Thus, the percentage of propagated SEUs over all the cycles is reduced (in %) by an amount 

that equals coverage for the worst-case parameters, since the gates have been sized such that 

the SEUs will not propagate even if a sensitized path exists. The coverage metric is used 

to estimate the reduction in soft error rate, without computation of the exact soft error rate 

of the original and hardened circuits (refer Sec. 4.2.2). Note that 90% (50%) coverage cor

responds (approximately) to an order of magnitude (factor of 2) reduction in the soft error 

rate for the chosen charge range (worst-case SEU parameters). For the circuit in Fig. 4.3, 

Ĉ(aii gates(Ps(g)) 5.05—only gates {G, H , G3} may need to be sized for 50% coverage,

while all the gates except G$ and G4  may need to be sized for 90% coverage. In Sec. 4.3.2, 

we present simulation results that show that only 55.6% of the gates on average need to be 

considered candidates for sizing to achieve 90% coverage.
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a
b
c

d
e

f

Gate
Sensitization
probability

Logical
masking

probabilitylogic 0 logic 1
G 0.79 0.21 0.0
H 0.81 0.19 0.0
G3 0.38 0.56 0.06
G, 0.56 0.19 0.15
g 2 0.47 0.16 0.37
g 6 0.19 0.12 0.69
g 5 0.19 0.09 0.72
g 4 0.09 0.05 0.86

Figure 4,3: Identifying and ranking critical gates 

4.2.2 Coverage and soft error rate reduction

In order to verify that there is a significant correlation between coverage determined using 

sensitization probability and soft error rate reduction that includes electrical and temporal 

masking factors, we implemented a Monte Carlo-based simulation framework similar to 

that proposed in [71 ] to estimate the reduction in soft error rate of circuits. The charge used 

for simulation was the worst-case charge used for radiation hardening. The site for particle 

strikes and the input pattern were chosen randomly. Since the runtime of this SPICE-based 

simulator is exorbitant (over 10 hours for 100,000 patterns), we ran experiments on small 

circuits from the MCNC benchmark suite to verify this correlation.

In Table 4.1, we present the reduction in soft error rate achieved when the gates are sized 

to achieve 90% coverage. For a gate g, let nuns;zed(£/) (nsizcd(<A) be the number of soft errors 

due to a particle strike at g in the unsized (sized) circuit. Similarly, let / lunsized (fiO (Asizcd (<?)) 

be the area of the gate g in the unsized (sized) circuit. The sized and unsized circuits are 

simulated simultaneously. So, the reduction in the soft error rate can be estimated as:

/
Reduction (%) =  100 1

)   ̂ Asizcd {Q) ^sized ( A  ^
(all gates g)

\
A unsized (fif)nunsized (g)

(all gates g)

(4.4)

It is clear from the results in Table 4.1 that coverage is a good estimate for soft error rate 

reduction. The average reduction in soft error rate across the circuits and process technolo

gies is 80.9%. This difference between coverage and actual reduction in soft error rate can
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Table 4.1: Comparison between 90% coverage and % reduction in the soft error rate

Circuit
Process Technology

180nm 130nm lOOnm 70nm

x2 86.2 81.8 83.4 81.9

cu 86.5 85.2 78.4 85.5

b9 86.7 84.1 66.2 73.4

be attributed to electrical and temporal masking, as well as other factors. However, the 

computational complexity of accounting for electrical and other masking effects increases 

rapidly with the size of the circuit. Hence, coverage determined using sensitization prob

ability of gates is a good and computationally efficient metric to estimate the reduction in 

the soft error rate in logic circuits.

4.2.3 Order of processing

When gates are dequeued from sensitizationQ, it is possible that a gate may be sized after 

one (or more) of its fanin gates have been sized. This perturbs the soft error sensitivity of the 

gates in the immediate fanin of the gate, since the increase in the gate’s input capacitance 

was not accounted for when the fanin gates were originally sized. Since the gates are 

processed one at a time, the procedure R a d ia tio n -H a rd e n  has to be run multiple times 

till the changes in gate sizes stabilize.

Our experiments with three passes o f  Radia tio n -H a r d en  indicate that impact o f  

this effect on the overall performance o f  the algorithm is negligible. Area, delay, and 

power overhead change by less than 3% on average across all the benchmarks and process 

technologies. There are two reasons for this observed behavior.

• First, the sensitization probability of a fanout gate usually exceeds that of its fanin 

gates. As a result, the number of cases where the fanin is processed before the fanout
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is less than 44.1% of the gates that are sized (24.5% of total gates) on average (for 

the benchmarks in Sec. 4.3.2).

• Second, fanin gates usually have a high sensitization probability only if they have 

significant fanout (for example, compare gate with G4 and G5). However, such 

gates are driven by gates with higher drive strength from the technology library. Such 

gates are relatively more immune to SEUs. This mitigates the perturbation effect of 

sizing them before their fanout. When such high drive strength gates are excluded, 

our experiments indicate that less than 12.3% of the gates that are sized (6.8% of 

total gates) fall into this category.

4.2.4 Design constraints

Sizing the transistors in a gate affects the three major design constraints: area, power 

consumption, and delay. These three constraints are integrated into the method U pdate- 

Coverage-C o n st r a in t s . Since the constraints are updated after each gate is sized, the 

algorithm terminates as soon as one of the constraints is violated. Area information is ob

tained from physical layout of the standard cell library. Area changes in discrete steps as 

(W /L)min increases. This is because in most standard cell libraries, gates of drive strength 

1 and 2, 3 and 4, etc. usually have the same cell area. Power changes continuously as 

the gate is sized. However, switching activity at each of the gates can be obtained dur

ing Fault-S imulate and can be used to estimate the increase in power after each gate 

is sized using a simple load model. If either area or power constraints are violated and 

Ra dia tio n-Ha r d e n  terminates, the reduction in the soft error rate will be maximized 

since the gates were processed in order of criticality from sensitizationQ .

Delay is the most difficult constraint to handle, since sizing changes not only the drive 

strength of a gate, but also the input and output capacitances. The effects of sizing a gate 

are thus not localized from a delay perspective, since all the gates in the transitive fanin and 

transitive fanout are impacted by the change in capacitance. The load-dependent nature of
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delay means that the problem of gate sizing for delay is AfP-complete [29]. Recomputing 

delay after each gate is sized may be computationally expensive, so it may be done only if 

the gate is on a critical path. However, as presented in our experimental results in Sec. 4.3.2, 

delay is minimally impacted by the sizing procedure proposed in this chapter. If the final 

delay exceeds specifications, techniques such as the one presented in [17] may be used to 

decrease the delay of the circuit. This is done by flagging the gates that have actually been 

sized for SEU immunity such that their sizes are not further reduced (i.e., these sizes serve 

as a lower bound so that SEU immunity is not compromised).

4.3 Experiments

In this section, we show the experiment results for four technologies using two worst-case 

deposited charges.

4.3.1 Choosing worst-case deposited charge

Upper bounds for the deposited charge used for gate sizing are determined as follows. The 

term linear energy transfer (LET) is used to describe the sensitivity of a process technology 

to SEUs. A particle with a LET of 1 MeV-cm2/m g deposits approximately 10 fC//jm of 

electron-hole pairs along its track [24,43]. The LET of very few ionizing particles in silicon 

is higher than 15 MeV cm2/mg [33,67], The LET of a particle is multiplied by the charge 

collection depth to obtain the total electron-hole pairs generated by a strike. For process 

technologies of 180nm and higher, the charge collection depth does not change significantly 

and is typically 2 microns in epitaxial (as well as bulk) substrates [34,43]. This gives an 

upper bound of 0.3pC for deposited charge in 180nm process technologies. For smaller 

feature sizes, the charge collection efficiency decreases primarily due to higher channel 

doping density and a decrease in active layer thickness, which reduces depletion width and 

channel fimneling [34,35]. In [32], an inverse linear relation between collected charge 

and doping density was determined empirically. For uniform technology scaling [55], the
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Table 4.2: Charges used for radiation hardening

Process 

technology (nm)

Doping 

density (cm-3)
Charge (pC)

180 5.9 • 1017 0.20, 0.30

130 5.6 • 1017 0.20, 0.30*

100 9.7 • 1017 0.12, 0.18

70 12.0 • 1017 0.10, 0.15

doping density increases by a factor of A (equals \/2) in successive process technologies. 

Accordingly, upper bounds of 0.21pC, 0.15pC, and 0.1 lpC can be derived for 130nm, 

lOOnm, and 70nm process technologies. Similarly, the doping density at 130nm was more 

than twice the doping density at 180nm for the SPICE libraries that were used for the 

experiments. This is consistent with fixed-voltage scaling [55] by A2 (equals 2) and can be 

used to derive upper bounds of 0.15pC, 0.08pC, and 0.04pC for 130nm, 1 OOnm, and 70nm 

process technologies respectively. In Sec. 4.3.2, we use the actual values of doping density 

to scale the base value of 0.30pC for the smaller process technologies.

4.3.2 Benchmark results

The SPICE libraries for four process technologies— 180nm, 130nm, lOOnm, and 70nm— 

were obtained from the Berkeley Predictive Technology Model [14]. The combinational 

benchmark circuits were chosen from the ISCAS85 and LGSynth91 suite [69], We used 

ra =  0.2ns and — 0.05ns in all our simulations [22], We built a technology library 

that comprised inverters, and 2-input and 3-input N A N D  and NOR gates for synthesis of the 

benchmarks. The charges used for each process technology are presented in Table 4.2. The 

charges were derived based on the discussion presented in Sec. 4.3.1. The doping densi

ties for the n-channel were obtained from the SPICE files and used to scale the worst-case
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deposited charge of 0.30pC for a 180nm technology.* Note that these values are only a 

guideline to determine the maximum charge for which radiation hardening is desired. For 

comparison, we also report results obtained using the lower charge to show how radiation 

hardening overhead increases with increasing charge deposition for each process technol

ogy-

Table 4.3 presents experimental results for 180nm and 130nm process technologies. 

Under the first major heading in Table 4.3, we provide details about the circuits that were 

chosen—name, number of primary inputs, number of primary outputs, and number of 

gates. Under the second major heading, the circuit function is reported. Under the third 

major heading, the number of gates that were targeted for sizing is reported. This remains 

constant across all process technologies, since logical masking as the criterion to determine 

coverage and the synthesized netlists remain the same. Under the fourth major heading, we 

report the area, power, and delay overhead when the gates in the circuit are sized to obtain 

90% coverage for a 180nm process technology. The charge used to simulate SEUs were 

0.2pC and 0.3pC respectively. The overhead is normalized w.r.t to the area, power, and 

delay of the original circuit after technology mapping and is reported as a percentage in 

all the cases. The area numbers are derived from the technology library, while power and 

delay are given by

Power = f ( W / L , C total) ,  (4.5)

Delay =  g (W /L , Ctotai) • (4.6)

where /  and g are obtained from extensive simulation and characterization of the library 

cells. It is clear that roughly an order of magnitude reduction in the soft error rate, i.e., 

90% coverage, for worst-case charge 0.3pC may be obtained with area, power, and delay 

overhead of 19.3%, 9.8%, and 1.2% on average. Under the fifth major heading, the re

sults for a 130nm process technology are reported. Similarly, for the worst-case charge

U h e  doping density for the 130nm process technology does not follow  the scaling trend. However, for

consistency, w e did not alter this and used 0.30pC as the worst-case charge for radiation hardening for the

130nm process technology.
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Table 4.3: Overhead for 90% coverage in 180nm and 130nm technologies

Name 

(Pis, POs, Gates)

Targeted 

Gates (%)

180nm Technology 130nm Technology

Q

(PC)

Overhead (%) Q

(PC)

Overhead (%)

Area Power D elay Area Power D elay

cu

(1 4 ,1 1 ,5 9 )
44.1

0.20 0.00 0.00 0.00 0.20 15.24 3.90 0.55

0.30 15.24 4.94 0.75 0.30 34.29 26.03 4.64

b9

(4 1 ,2 1 ,2 1 1 )
48.8

0.20 4.75 2.52 0.57 0.20 19.83 9.41 2.76

0.30 19.83 11.32 2.08 0.30 37.99 34.63 5.04

c432  

(3 6 ,7 , 320)
55.3

0.20 6.38 2.42 0.00 0.20 21.63 9.57 2.76

0.30 21.63 11.78 0.00 0.30 47.52 37.12 5.07

c880  

(6 0 ,2 6 ,5 1 2 )
60.7

0.20 3.58 1.40 0.00 0.20 21.12 7.32 1.06

0.30 21.12 9.39 0.00 0.30 48.69 35.59 4.46

c499

(4 1 ,3 2 ,6 5 0 )
66.1

0.20 10.33 2.69 0.72 0.20 20.06 8.79 3.21

0.30 20.16 11.04 2.95 0.30 51.76 35.60 5.29

c l3 5 5

(4 1 ,3 2 ,6 5 3 )
61.1

0.20 10.58 2.83 0.01 0.20 21.16 9.44 3.97

0.30 21.16 11.74 1.57 0.30 51.71 34.86 6.73

c l  908 

(33, 25, 699)
51.5

0.20 7.93 3.08 0.08 0.20 17.82 8.78 1.31

0.30 17.82 10.65 0.71 0.30 40.86 29.15 3.01

c2670  

(2 33 ,140 , 756)
51.3

0.20 0.31 0.09 0.00 0.20 15.03 2.51 0.72

0.30 15.26 3.38 0.80 0.30 39.49 24.98 7.53

c3540

(5 0 ,2 2 ,1 4 6 7 )
54.9

0.20 7.21 3.63 0.06 0.20 23.30 12.61 2.74

0.30 23.30 15.07 1.31 0.30 49.65 44.01 6.13

c5315 

(1 7 8 ,1 2 3 ,2 1 1 5 )
59.1

0.20 2.76 1.35 0.18 0.20 18.98 6.02 0.93

0.30 19.15 7.64 0.57 0.30 45.14 32.50 2.08

c7552  

(2 07 ,108 , 2534)
57.5

0.20 3.86 1.60 1.22 0.20 15.33 5.92 1.84

0.30 15.38 7.43 3.92 0.30 39.73 28.30 4.55

ilO

(257, 224, 2646) 39.8
0.20 4.17 1.70 0.38 0.20 17.18 6.01 0.74

0.30 17.25 7.07 1.04 0.30 35.94 22.72 3.01

c6288  

(3 2 ,3 2 ,4 5 0 7 ) 68.9
0.20 8.03 3.92 0.51 0.20 26.75 13.26 2.70

0.30 26.74 16.30 1.25 0.30 59.48 47.71 4.87

Average Overhead (%)
0.20 5.30 2.11 0.27 0.20 19.25 7.98 1.93

0.30 19.30 9.80 1.24 0.30 44.74 33.53 4.93
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Table 4.4: Overhead for 90% coverage in lOOnm and 70nm technologies

Name 

(Pis, POs, Gates)

Targeted 

Gates (%)

lOOnm Technology 70nm Technology

Q

(pC)

Overhead (%) Q

(pC)

Overhead (%)

Area Power D elay Area Power D elay

cu

(1 4 ,1 1 ,5 9 ) 44.1
0.12 4.76 1.84 0.00 0.10 18.10 9.04 1.44

0.18 21.90 17.49 3.28 0.15 40.00 35.46 6.41

b9

(4 1 ,2 1 ,2 1 1 ) 48.8
0.12 6.70 4.90 1.08 0.10 24.30 13.19 2.33

0.18 27.09 22.56 2.55 0.15 44.13 44.77 2.36

c432 

(3 6 ,7 , 320) 55.3
0.12 9.93 5.81 2.39 0.10 29.08 14.72 0.66

0.18 36.17 25.22 6.73 0.15 58.33 48.51 1.01

c880  

(60, 26, 512) 60.7
0.12 7.28 4.12 1.19 0.10 35.32 12.54 0.00

0.18 34.37 21.33 4.58 0.15 64.32 47.68 0.08

. c499  

(4 1 ,3 2 , 650) 66.1
0.12 11.63 6.24 2.66 0.10 35.41 11.37 2.49

0.18 43.13 23.05 8.49 0.15 62.79 45.89 3.48

c l3 5 5  

(4 1 ,3 2 , 653) 61.1
0.12 13.22 6.83 0.82 0.10 30.36 12.26 2.35

0.18 43.49 24.09 5.25 0.15 56.32 43.88 6.63

c l  908 

(3 3 ,2 5 ,6 9 9 ) 51.5
0.12 9.05 4.69 1.06 0.10 31.90 11.20 1.89

0.18 32.09 16.03 3.19 0.15 51.68 36.12 2.48

c2670  

(233 ,140 , 756) 51.3
0.12 1.84 0.60 0.00 0.10 27.68 6.11 2.41

0.18 25.08 13.34 5.00 0.15 51.30 33.51 10.40

c3540  

(5 0 ,2 2 ,1 4 6 7 ) 54.9
0.12 10.75 7.38 1.46 0.10 35.62 18.78 2.50

0.18 36.89 27.92 4.78 0.15 63.55 57.38 2.89

c5315

(1 7 8 ,1 2 3 ,2 1 1 5 ) 59.1
0.12 4.28 2.55 0.68 0.10 31.77 10.14 0.36

0.18 29.56 17.80 1.50 0.15 57.96 43.37 0.48

c7552  

(207 ,108 , 2534) 57.5
0.12 4.88 3.08 1.42 0.10 28.98 9.17 1.46

0.18 28.91 15.43 7.25 0.15 53.17 38.31 2.60

ilO

(257, 224, 2646) 39.8
0.12 5.68 3.60 0.53 0.10 23.68 8.97 0.82

0.18 24.19 14.71 8.18 0.15 43.36 29.07 6.13

c6288

(3 2 ,3 2 ,4 5 0 7 ) 68.9
0.12 12.90 8.21 1.56 0.10 43.29 19.87 2.68

0.18 45.66 29.64 5.09 0.15 77.74 62.85 3.39

Average Overhead (%)
0.12 7.74 4.65 1.19 0.10 30.71 12.19 1.70

0.18 33.07 20.88 5.14 0.15 56.29 44.05 3.98
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of 0.30pC, 44.7%, 33.5%, and 4.9% in area, power, and delay overhead are incurred on 

average. These results are also consistent with the expectation that process technologies 

with smaller feature sizes (130nm in this case) will have a higher susceptibility to SEUs 

in comparison to a process technology with a larger feature size (180nm in this case) for 

the same SEU profiles (i.e., same Q, ra, and Tp).  This is turn is consistent with the higher 

radiation hardening overhead required by the 130nm process technology.

Table 4.4 presents experimental results for lOOnm and 70nm process technologies. The 

table is organized like Table 4.3. Achieving 90% coverage for soft error rate reduction, 

for a worst-case charge of 0.18pC for lOOnm technology, has overhead of 33.1%, 20.9%, 

and 5.1% in area, power, and delay respectively. Similarly, a worst-case charge of 0.15pC 

for 70nm technology has overhead of 56.3%, 44.1%, and 4.0% in area, power, and delay 

respectively. It is interesting to note that delay is minimally impacted with less than a 

3.8% overhead for worst-case charge across the four technology nodes. This can be further 

reduced using the techniques suggested in Sec. 4.2.4.

Finally, the choice of the process-related parameters ra and Tp (0.2ns and 0.05ns) influ

ence the results that are obtained, since they determine the magnitude and severity of a SEU 

for a particular charge. In order to comprehend the effects of ra and Tp on SEU severity and 

overhead, Table 4.5 presents the average overhead for the four process technologies for a 

range of values of the process parameters ra and Tp and corresponding worst-case charges. 

It is evident from this table that as ra and Tp decrease, the average overhead required for 

radiation hardening by gate sizing increases. However, as explained in Chapter 2, device

level hardening techniques may be used to reduce the impact of r„ and Tp as well as the 

amount of deposited charge Q. The results presented in this table are thus only indica

tive o f the overhead that may be incurred if sizing were used based on currently available 

parameters.
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Table 4.5: Average hardening overhead for 90% coverage for varying ra and Tp

(Ta , Tp)

180nm Technology 130nm Technology

Q (pC)
Overhead (%)

Q(pC)
Overhead (%)

Area Power Delay Area Power Delay

(0.25ns, 0.063ns)
0.20 4.81 0.69 0.09 0.20 4.41 3.03 0.93

0.30 7.42 4.37 0.66 0.30 34.66 16.46 3.11

(0.20ns, 0.05ns)
0.20 5.30 2.11 0.27 0.20 19.25 7.98 1.93

0.30 19.30 9.80 1.24 0.30 44.74 33.53 4.93

(0.15ns, 0.038ns)
0.20 10.26 4.80 0.73 0.20 39.46 22.66 3.95

0.30 39.39 25.07 2.20 0.30 77.70 60.52 7.61

(Ta,  Tp)

lOOnm Technology 70nm Technology

Q(pC)
Overhead (%)

Q(pC)
Overhead (%)

Area Power Delay Area Power Delay

(0.25ns, 0.063ns)
0.12 5.31 1.88 0.54 0.10 4.99 3.98 0.53

0.18 12.98 9.49 2.44 0.15 23.37 19.02 1.99

(0.20ns, 0.05ns)
0.12 7.74 4.65 1.19 0.10 30.71 12.19 1.70

0.18 33.07 20.88 5.14 0.15 56.29 44.05 3.98

(0.15ns, 0.038ns)
0.12 26.67 11.90 3.23 0.10 43.36 33.31 3.62

0.18 53.87 41.28 9.85 0.15 89.34 76.92 7.16
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4.4 Conclusion

In this chapter, we described a rank-and-size technique to reduce the soft error of combi

national circuits. Taking advantage of the different sensitization probabilities of gates, we 

alter the sizes of the critical gates that have largest sensitization probabilities. The size was 

determined by the fast sizing techniques presented in Chapter 3. Sizing for robustness to 

soft errors determines the optimal transistor (gate) sizes that are required to dissipate SEUs 

locally at the site of the particle strike and the SEU is prevented from propagating along 

functionally sensitized paths and resulting in soft errors.

This rank-and-size technique is very efficient for sub-optimal results in radiation hard

ening design, where we separate the ranking phase from the sizing phase. After the rank

ing phase, the most critical gates are identified and can be treated using many sizing ap

proaches. One of them is the fast sizing technique presented in Chapter 3. Other approaches 

including SPICE, look-up tables, and discrete-library cells are also applicable. However, 

this techniques doesn’t consider the impact of sizing on other design constraints in reliabil

ity design. Simultaneous area-delay-power optimization for SEU robustness is discussed 

in the next chapter.
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Chapter 5 

Iterative and global optimization for 

SEU robustness

Rank-and-optimize heuristics usually minimize one design constraint at the expense of 

other design constraints. As shown in Chapter 4, the rank-and-size heuristics based on 

uniform transistor and gate sizing always resulted in an increase in the delay and power of 

the hardened design. This may be unacceptable, especially for high performance designs, 

where there is no room for compromise during optimization to achieve robustness to SEUs.

Better design space exploration and control over design overhead can be achieved 

through the use of global optimization approaches that allow simultaneous tradeoffs be

tween traditional objectives of area-delay-power and robustness to SEUs. The use of circuit 

optimization techniques based on geometric programming (GP) and generalized geomet

ric programming (GGP) can be traced back to the TILOS dissertation on optimum sizing 

for delay [25]. Such approaches have since been used with great success on problems in 

transistor and gate sizing, multi-Vt, and multi-Vbo optimization in literature [13]. In this 

chapter, a simple, highly accurate, and comprehensive model for the SEU robustness of a 

logic gate is developed. The model integrates factors such as transistor size W , supply volt

age Vbo, and threshold voltage Vt that are central to post-mapping transformations such 

as gate resizing, fanout optimization, resynthesis, and remapping. This model is integrated
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with power and performance constraints into a global optimization framework based on 

geometric programming (GP) for design optimization for robustness to SEUs. As a result, 

the design for SEUs ensures compatibility with global optimization flows.

To the best of our knowledge, this is the first work that integrates a SEU robustness 

model into GP-based global design optimization flows based on simultaneous dual-Voo 

and gate sizing techniques. Such SEU robustness driven design techniques will not only 

lessen the investment in SEU analysis and hardening strategies in the latter stages of the 

design process. They are advantageous over rank-and-optimize heuristics that, although 

effective, may not provide the best design alternatives to choose from. Experimental results 

for several logic circuits in the 70 nm process technology are presented to show that the 

proposed technique can be used to achieve global SEU robustness with minimal impact to 

overhead.

In Sec. 5.1, we describe an iterative optimization algorithm for minimal area design 

with SEU robustness constraints. In Sec. 5.2, we introduce geometric programming for 

low-power optimization with a posynomial SEU robustness constraint. Sec. 5.3 is a con

clusion.

5.1 Iterative optimization with sizing

We describe an iterative optimization technique to enable the design space exploration in 

SEU robustness design. The design parameter is only sizing in this case.

5.1.1 Optimization for minimum area

We formulate the problem of design optimization for minimum area using gate sizing -  

subject to performance constraints on delay Tspec at the primary outputs -  as follows. We 

term this AT>, the area-delay optimization problem.
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E Tl
Wi

i= 1

Subject to the following constraints

W^min5; Wi C Wmax i ~  1) 2, 71

$i +  Tj < T i j  e  fanin(i) and i =  1 , 2 , n (5.1)

T < Tspec i E primary outputs

where

1. Wj is the size of the zth gate,

2. is the delay of the ith gate given by

*  = + W W , )  V i  + C l) ,

3. C'out/i is the output capacitance of the unit scaled gate,

4. C-mj  is the input capacitance of the unit scaled gate,

5. Tj is the arrival time at the output of the ith gate,

6. TSpeC is a specified circuit delay,

7. is the resistance of the imit scaled gate calibrated for delay, and

8. Cl is the load capacitance if the i th gate is a primary output.

Here, W i  and Ti are the variables of *4X>. Since the objective as well as the delay constraints 

are posynomial functions of the variables, AT) is solved using GP-based approaches [13]. 

Note that although we refer to transistor sizes and use Wi in the formulation, we limit 

ourselves to symmetric gate sizing in this dissertation. Thus, scaling a single transistor 

through Wi is equivalent to scaling all transistors (nMOS and pMOS) in the gate by the 

same ratio. Note also that the minimum size constraint W ™ on each gate can vary. This
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is of use from a sizing for SEU robustness perspective and is explained in greater detail in 

Sec. 5.1.2. Wm^  remains fixed for all gates since this is a global constraint imposed by 

physical layout.

5.1.2 Proposed iterative algorithm

The minimum gate size W robUst for SEU robustness in Eqn. (3.26) is incorporated into the 

conventional AD  problem formulation by introducing an additional constraint at each gate 

of the form:

Wi > h{C tot^  z — 1,2,..., n (5.2)

where fy is a constant for each type of gate (inverter, 2-input nand, etc.) and C'totai,i is the 

total load capacitance at the output of the zth gate. C'totai,i is given by

CtotaM =  WiCout>i + Y ' .  f „  Cm jw 3 +  CL, (5.3)
fanout(z)

that is an affine function. Since 6  > 0, Eqn. (5.7) for SEU robustness does not have a 

posynomial form for direct integration into the GP optimization problem AT).

The following observation can however be leveraged to develop an iterative approach 

to solve problem AT) together with SEU robustness constraints. We term the iterative ap

proach A D S  for the area-delay-SEU optimization problem. For given values of transistor 

widths following a run of AD , C tota.\,i can be computed for each of the gates in the de

sign. Using this, new lower bounds on Wt can be computed for each gate as Wminti =  

These new values on VVm;rM modify the constraints for the next run to solve 

the optimization problem AD.

The pseudocode for the iterative approach is given in Fig. 5.1. The quantity e refers 

to a small increment that aids in termination of the iteration-based optimization flow. In 

the first iteration, we solve problem A D  with all Wmta)i set to 1 or an appropriate value 

determined by the library used for synthesis and the process technology. At the end of the 

first iteration, some gates do not satisfy the constraints on W,L for SEU robustness. On the
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W  -  Vector of gate sizes

for each gate i set Wm\n.t = 1; 

do

W  = Solve AD  

if

Set Wnrin,i =  ( î(Ctotal,i) ^ "F Wmin,i)/2 +  C 

until all Wi > ki(Ct 0

Figure 5.1: Solving problem A  V S

next iteration, Wm\nj. is increased for all those gates that did not satisfy the SEU constraints. 

This is repeated until all the SEU vulnerability constraints are satisfied. Note that W™ 

for each gate is increased in every iteration. Hence, Wminti approaches k i ( C t ota.\,i)~13 and 

ensures that the iterative approach to solve problem A V S  terminates after a finite number 

of iterations, either with a solution or by declaring infeasibility. The convergence of the 

iterative approach is guaranteed because the SEU robustness constraint is trivially satisfied 

as fVm[nj  of each gate becomes large enough. But the delay constraint may still not be 

satisfied and this still results in an infeasible solution.

5.1.3 Example of inverter chain

In order to illustrate the proposed iterative algorithm, we consider the example of a chain 

of 10 inverters and solve the A V S  optimization problem.

The basic A V  problem for the chain of inverters is set up as follows:

E 10
Wi

i=l

Sq <To

Si +  7j_i <  T{ i = 1 , 2 , 9

Wmin,i Wmax * =  0, 1, 9

T'j < Tspec

Subject to < (5.4)
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Figure 5.2: This figure illustrates the area versus delay curves for a chain of 10 inverters 

in 100 nm technology. At large values of Tspec, the area of the design optimized for SEU 

robustness is greater than that of the delay-optimized circuit. Also, for the same Tspec, the 

overhead for a worst case charge Qw- C of 0.1 pC is less than that for a Qw- C of 0.15 pC. 

As Tspec decreases, the delay constraints dominate the SEU robustness constraints and the 

curves converge in both graphs.

where Si equals RiCout)l +  (Ri/W i)C\n>(l+i) Wi+i. The SEU robustness constraints for the 

inverter chain are:

Wi > ki(C t o U h i ) ~ 0  i = 0,1,..., 9

where <
Ctotal,* Cout,iH/i T Cin î+l)H î+1  ̂ 0, 1, ..., 8

C*total,9 =  Cont,9 W 9  +  C l  

Fig. 5.2 illustrates the area versus delay curves for a chain of 10 inverters in lOOnm 

technology. The conventional area-delay curve is labeled the delay-optimized curve. The 

two other curves are obtained when the chain is optimized for SEU robustness with worst- 

case charges Qw- C of 0.1 pC and 0.15 pC respectively, r\ is fixed at 0.5 in both cases.

At large values of Tspec, the inverters are near the minimum sized inverter and there is 

an overhead penalty to achieving SEU robustness. Note also that for the same Tspec, the
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overhead for a Qw- C of 0.1 pC is less than the overhead for a Qw_c of 0.15pC. As Tspec is 

continuously reduced, all the inverters in the chain start increasing in size and one or more 

arrival time constraints in the optimization formulation begin to dominate the robustness 

constraints at one or more gates. Typically, since there is a gradual increase in inverter 

size from the primary inputs to the primary outputs, the delay constraints dominate the 

robustness constraints at the primary outputs and their immediate fanin. As Tspec decreases, 

the delay constraints dominate the SEU robustness constraints at all the gates in the chain 

and the robustness constraints are trivially satisfied. At this point, the three curves converge 

as seen in the figure. Since the overhead for a Qw_c of 0.15 pC is higher than the overhead 

for 0.1 pC, the curve for a Qw- C of 0.1 pC merges with the base area-delay curve earlier.

5.1.4 Results of iterative optimization

The geometric programming framework for circuit optimization was implemented using 

the optimization tool MOSEK [3]. The SPICE library for the lOOnm technology node 

was obtained from the Berkeley Predictive Technology Model [14]. The combinational 

benchmark circuits were chosen from the ISCAS85 and LGSynth91 suite [69]. We used 

ra =  0.2ns [22] and a Qw_c of 0.1 pC in all our simulations. We built a technology library 

that comprised inverters, and 2-input and 3-input nand and nor gates of different drive 

strengths for initial synthesis of the benchmarks. The optimization for SEU robustness was 

performed on these synthesized netlists. r) was set to 0.5, so Vmax (Umin) was 0.5Vdd for 

0 —» 1 (1 —> 0) SEU-induced transients.

Coverage: Sizing all the gates in a design is overkill for most applications, since the soft 

error rates of gates is asymmetric in its distribution [50]. In [76], we showed that a coverage 

metric given by

could be effectively used to select candidate gates gc for SEU robustness constraints. Here,

Coverage (%) =  100 (candidates gc)
(5.5)
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Table 5.1: SEU robustness overhead for 90% coverage and 0.1 pC Qw_c

Circuit 

(Pis, POs, Gates)
Function

pec 1.1 Tspec 1.25 Tspec

Base

area

Overhead

(%)

Base

area

Overhead

(%)

Base

area

Overhead

(%)

b9

(4 1 ,2 1 ,1 0 7 )
Logic 752 12.9 549 16.4 464 20.5

c880  

(6 0 ,2 6 , 554)

ALU and 

control
3460 27.1 2470 32.4 2267 36.9

c499  

(36, 7, 772)

Priority

decoder
6132 23.7 3565 33.0 3137 39.8

c l3 5 5  

(4 1 ,3 2 , 783)

Error

correcting
4816 24.4 3413 32.2 3149 37.6

c l9 0 8  

(3 3 ,2 5 ,9 0 6 )

Error

correcting
5171 26.8 3806 31.2 3627 33.1

c2670  

(2 3 3 ,1 4 0 , 1012)

ALU and 

control
5384 19.4 4407 21.3 4124 23.5

c3540  

(5 0 ,2 2 ,1 4 9 8 )

ALU and 

control
8485 30.5 6412 30.0 6056 32.5

ilO

(2 5 7 ,2 2 4 ,3 1 3 0 )
Logic 15981 18.9 13098 21.0 12580 22.2

Average overhead (%) — 23.0 — 27.2 — 30.8

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



59

Ps is the probability of sensitization, i.e., the probability that there exists one (or more) 

functionally sensitized paths from the gate to the primary outputs, flip-flops, or latches. In 

other words, the coverage metric leverages the well known observation from testing theory 

that fault detectability can vary by orders of magnitude across a design. An efficient paral

lel pattern fault simulator was implemented to identify and rank the candidate gates gc that 

contribute significantly to the soft error rate (as estimated through sensitization probabil

ity). When these candidate gates are sized to meet W robUs t constraints, the percentage of 

propagated SEUs over all the cycles is reduced (in %) by an amount that equals coverage 

for the worst-case parameters.

Results: The results for design optimization of eight logic circuits from the ISCAS85 and 

LGSynth91 suite [69] is presented in Table 5.1. Under the first major heading, details about 

the circuits that were chosen: name, number of primary inputs, number of primary outputs, 

and number of gates are provided. Under the second major heading, the circuit function is 

reported. Note that we chose circuits that were purely logic or a mixture o f logic and ALU 

for the experiments. Based on the above discussion, the results reported in this section 

targeted a coverage metric of 90% for SEU robustness.

Each of the next three major headings corresponds to the Tspec that was used for opti

mization. We chose the values for Tspec such that the overhead for SEU robustness is re

ported for a highly optimized design in the third column. The Tspec values are then relaxed 

by 10% and 25% from this optimum and the overhead for SEU robustness is reported in the 

fourth and fifth columns respectively. In all three cases, the overhead for SEU robustness 

is reported w.r.t the total area of the design optimized using the conventional area-delay 

problem formulation ( AD ) for that value of Tspec.

It is interesting to note that when the design is optimized for Tspec, a significant number 

of gates in the design have larger sizes in the base case. Hence, the overhead required 

to satisfy SEU robustness constraints is a smaller fraction of the area of the base AD- 

optimized design. As we relax Tspec, there is a decrease in the average size of the gates 

required to meet delay constraints. In the term ki(Ctotai,i)~~li at a 8ate in the design, smaller
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gates on average imply that ( C 'to ta i , « ) ~ /3 is larger on average across the design. Hence, 

Wrobusu that is the minimum size of a gate to meet SEU robustness constraints increases. 

This in turn results in a larger value for Wt in the optimized design, and is observed in the 

larger overhead w.r.t the base case for slower designs (larger Tspec).

A second observation is that though there is an increase in percentage overhead of 

slower designs when they are made robust, the slower robust design has a total area that is 

less than that required for the fast robust design. For example, the robust versions of the 

largest design ilO requires an area of 19008, 15855, and 15372 units to meet constraints 

of Tspec, 1-1 Tspec, and 1.25 Tspec respectively. The reason for this observed behavior is that 

delay optimization targets gates along the critical path and sizes them in a manner such that 

robustness constraints are satisfied trivially at the gates. However, along non-critical paths, 

the area of gates remains relatively unaffected. The number of critical paths increases as 

Tspec decreases and a larger fraction of gates satisfy robustness constraints trivially. Thus 

the percentage overhead required for SEU robustness in high speed designs, i.e., low Tspec 

designs is lesser than the percentage overhead required for SEU robustness in slow designs,

i.e., designs with high Tspec.

Finally, it is clear that the proposed algorithm provides the designer with several alter

natives to choose from. A significant advantage is that optimization for SEU robustness can 

be combined with optimization for area-delay-power globally across the design, leading to 

optimal or near-optimal designs.

5.2 Global optimization with sizing and dual-VoD

In this section, we introduce a global optimization technique based on geometric program

ming (GP) to achieve the best results in design space exploration [18]. The GP formulation 

requires that power, delay, and SEU robustness be expressible as posynomial functions of 

the design parameters, sizing and dual-Vbo-
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5.2.1 Geometric programming for minimum power

We formulate the problem of design optimization for minimum power using gate sizing 

and dual-VoD techniques -  subject to performance constraints on delay Tspec at the primary 

outputs -  as follows. We term this algorithm TV  for power-delay optimization.

where

1- -Pdyn.i and jPs ta t , i  are the dynamic and static power components of the zt h  gate,

2. a.SVr,i is the switching activity of the zth gate,

3. Wi is the size of the ith gate,

4. C'outi, is the output capacitance of the unit scaled gate,

5. Cinj  is the input capacitance of the unit scaled gate,

6. Vd d ,® is the supply voltage of the ith gate,

7. /leak,® is the leakage current of the unit scaled gate,

8. Si is the delay of the ith gate given by

where

E rl
P d y n  i +  P s ii—1 5

P 3yn,£ ^ s w ,i ( W ^ sC o u t,i “1“ J - z je f o f i)\ j \ /

(5.6)

P stat,? —  b k j/le a k .ip D D ,®

Subject to the following constraints

Wmin,i < W i<  wmaxI .
> 1 =  1,2 ,...,n

^D D jinm  — — b]DD,max J

Vdd,; >  Vddj j  €  fanout(z) and i =  1,2, .. . ,  n

Si +  Tj < T i j  €  fanin(i) and i =  1,2, .. . ,  n

Ti < Tspec i e  primary outputs

<5® -  RiCo^i +  (Ri/Wi) ( j T
' j  efanout(®)
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9. Ti is the arrival time at the output of the ith gate,

10. Tspec is a specified circuit delay,

11. Ri is the resistance of the unit scaled gate calibrated for delay, and

12. C l is the load capacitance if the ith gate is a primary output.

Here, W{ and Vdd,* are the variables of algorithm T V . The arrival times Tt are intermediate 

variables used to express delay constraints. The GP formulation requires that dynamic 

power, static power, and delay be expressible as posynomial functions in the variables of 

the GP [13], Other posynomial forms to model the gate delay and power dissipation are 

discussed in [58], Our multiple Vdd design obeys the constraint that gates operating at 

a low Vdd cannot drive gates operating at a higher Vdd without voltage level converting. 

Although we refer to transistor sizes and use Wt in the formulation, we limit ourselves to 

symmetric gate sizing in this dissertation. Thus, scaling a single transistor through W, is 

equivalent to scaling all transistors (nMOS and pMOS) in the gate by the same ratio.

Also, the solution of the above GP formulation results in the supply Vdd.i assuming 

continuous values over the range. Our implementation of T V  uses a heuristic approach 

based on branch-and-bound techniques to solve this GP problem to obtain discrete values 

for Vdd,? [12]. We fix a tolerance neighborhood, /i for acceptance as a low/high Vdd- 

Thus, [low Vdd, low Vdd +  lA  and [high Vdd — AV high Vdd] are the tolerance regions and 

(IowVdd +  A', highVDd — aO Is the forbidden region. First, we run the continuous valued 

T V  algorithm, to get Vdd values in the entire range. We then fix all the gates with VDd 

in the tolerance neighborhood to low/high Vdd- Of all the gates with VDd in the forbidden 

region, we choose the one with the lowest level (closest to the primary input) and fix its 

Vdd to the value(low/high) which minimizes the total power (objective function). This 

constitutes one step towards achieving discrete valued solution. In every step at least one 

gate is removed from the forbidden region. The algorithm halts when all the gates have 

been assigned low/high Vdd values.
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5.2.2 Posynomial SEU constraint

The SEU robustness constraints derived in Eqn. (3.27) of Sec. 3.4.1 is incorporated into 

the W  optimization framework to obtain the power-delay-SEU (V V S)  optimization al

gorithm as follows. For every gate in the design, consider an additional constraint of the 

form

< 1 * =  l ,2 , . . . ,n  (5.7)

where k% is a constant for each type of gate (inverter, 2-input nand, etc.), Udd,* is the supply 

voltage of the ith gate, and Ctotai.i *s the total capacitance at the output of the ith gate. 

CtotaM is given by

CtotaM =  WiCout.i + Cm jWj +  CL, (5.8)
z—'jGfo(z)

that is an affine function. Since ,3i > 0, Eqn. (5.7) for SEU robustness does not have a 

posynomial form for direct integration into the GP-based algorithm W .

The expression for Ctotai,* can be bounded using the well-known inequality that the 

arithmetic mean (AM) > geometric mean (GM). Let n  be the number of terms in Ctotai,i- 

For an internal gate, n  is |fo| +  1 and for a primary output, n is |fo| + 2 since there is an 

additional load term Cl- Since Ctotai,t has strictly positive terms, the AM >  GM inequality 

applied to the terms of C'totai,* gives

^ c 0u,, +  E ^ („ g . . ^ i  +  gL /  n  \  ^
n \  J J

Rearranging terms to recover Ctotai.t from Eqn. (5.9),

C ' t o t a l . i  > Mi, (5.10)

where

Mi = n ( w i C ^ i  • n jefo(l) Cinj Wj ■CL)  7 . (5.11)
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Since Ctotai,* ^  an<3 since k% and pi are positive,

h W - ' O ^ - ^ C ^  < t>H7‘(Vbw )-, - » « r '1, (5-12)

and the SEU robustness conditions in Eqn. (5.7) can be rewritten in the form

5  £  1- (543)

Since M% is a monomial, the AM > GM transformation allows the original SEU robust

ness constraints in terms of C’totai,?; to be re-expressed using the monomial M%. The SEU 

robustness constraints in the form kiW p 1 iypT),i)~‘2 ~l3 oM p 131 < 1 are posynomial. If these 

constraints are satisfied, it follows from Eqn. (5.13) that the original SEU robustness con

straints in Eqn. (5.7) are also satisfied. The posynomial constraints can be integrated into 

the basic T V  algorithm, and we term this algorithm T V S  for power-delay-SEU optimiza

tion.

An error is introduced by the AM > GM inequality. The gap between the AM and the 

GM depends on the distribution of the data points in the inequality. In the SEU constraints, 

the data points are the W, and W3 terms in CtotaM- Our simulations indicate that this 

approximation is highly accurate in practice since design optimization tends to size gates 

evenly across the design. As a result, the sizes W* and W 3 are clustered close enough to 

the average that over-optimization is minimal. The over-optimization error depends on the 

Tspec that we choose for the design. The average over-optimization error over all benchmark 

circuits for Tspec, 1.15Tspec and 1.3Tspec was 2.47%, 1.79% and 1.49% respectively. The 

error decreases as we go from a high performance to a low performance design. This is 

because for a high performance design gate sizes are distributed over a wider range and 

hence, AM > GM inequality gives a larger error. As we move towards lower performance 

designs, the gate sizes are more closely distributed and the error starts decreasing.

Fig. 5.3 shows the error distribution introduced by the AM > GM inequality in the size 

calculation. The error is estimated by the difference of the AM and GM for each node in the 

optimized circuits. The benchmark circuit is the largest design ilO optimized for 1.15Tspec. 

Only 4.3% of gates are over-sized by more than 10%. The average error size from this
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approximation is 1.79%. Note that the approximation does not degrade robustness because 

it always results in a larger size than necessary. This over-optimization imposes additional 

design costs in the robust design, which is measured by the average approximation error 

and not by the worst-case error.

2 5 0 0

2000

-2 1500

w
S  iooo

O

Gate size difference (%)

Figure 5.3: Error distribution introduced by the AM > GM inequality in robust size calcu

lation.

5.2.3 Results of geometric programming

The geometric programming framework for circuit optimization was implemented using 

the optimization tool MOSEK [3]. The SPICE library for the 70 nm technology node 

was obtained from the Berkeley predictive technology model [14], Twelve combinational 

benchmark circuits were chosen from the ISCAS85 and LGSynth91 suite [69]. We used 

ra =  0.05ns and worst-case charges of 15 fC and 20 fC [9,68] in all our simulations. We 

built a technology library that comprised inverters, and 2-input and 3-input nand and nor 

gates of different drive strengths for initial synthesis of the benchmarks. The optimiza

tion for SEU robustness was performed on these synthesized netlists. 77 was set to 0.5, so 

VAax — 0.5Vdd for 0 —> 1 (1 —> 0) SEU-induced transients.
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5.2.3.1 Benchmark cu

Before presenting the results of optimization on all benchmarks, we present a case study 

of the power versus delay and area versus delay curves for the benchmark cu in 70 nm 

technology in Fig. 5.4. The results of optimization in both V V  and V V S  using continuous 

values for Vdd are in solid lines. The results of optimization for discrete Vdd is presented in 

dashed lines. The conventional power-delay curve is labeled the V V  curve. The two V V S  

curves are obtained when cu is optimized for SEU robustness with worst-case charges Qw_c 

of 15 fC and 20 fC respectively.

At large values of Tspec, the gates in V V  are near the minimum size and there is a 

overhead penalty to achieving SEU robustness with V V S .  Both V V  and V V S  use sizing 

exclusively, and only low-Vdd assignments are made. Note also that for the same Tspec, 

the power/area overhead for a Qw- C of 15 fC is less than the power overhead for a Qw- C of 

20 fC. As Tgpec is continuously reduced, the gates start increasing in size and both V V  and 

V V S  begin high-Vdd assignments. There are jumps between the discrete and continuous 

versions of both V V  and V V S  in this range of Tspec in all three cases when mixed VDD 

assignments are made. This is because the continuous algorithm always returns a lower 

bound on the power by making Vdd assignments over the available range. In the same 

region, there are dips in the area delay curves because once high Vdd assignments are made 

to certain gates, there is less pressure on gate sizing to satisfy delay and SEU constraints, 

which implies that the total area starts reducing.

Note that in all three sets of curves, the jump in the power delay curve and corre

sponding dip in the area delay curve occur at the same Tspec. As Tspec is further reduced, 

one or more arrival time constraints in the optimization formulation begin to dominate the 

SEU robustness constraints at one or more gates. Over this range of Tspec, both W  and 

V V S  prefer high-Vdd assignments. Thereafter, both use sizing exclusively to meet the 

constraints. Further, the continuous and discrete versions of both V V  and V V S  converge 

since all supply voltages are set to high-Vdd values. On the far left, i.e., at very low Tspec, 

the delay constraints dominate the SEU robustness constraints at all the gates and the ro-
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Figure 5.4: This figure illustrates the power versus delay curves on the left and the area 

delay curves on the right for the benchmark circuit cu in 70 nm technology. The solid 

(dashed) curve corresponds to the continuous (discrete) version of V V  and V V S  in each 

case. For large Tspec, the power/area of the design optimized for SEU robustness by V V S  

is greater than that of the design optimized for power-delay by V V . For the same Tspec, the 

overhead for a worst case charge Qw- C of 15 fC is less than that for a Qw_c of 20 fC. As 

Tspec decreases, the delay constraints dominate the SEU robustness constraints and all the 

curves converge.

bustness constraints are trivially satisfied. At this point, the three curves converge as seen in 

the figure. Since the overhead for 20 fC Qw- C is higher than the overhead for 15 fC Qw- C, 

the curve for 15 fC Q w -c . converges with the base V V  curve earlier.

Another observation from Fig. 5.4 is that a fast design has larger power consumption 

but is in favor of SEU robustness. The overhead of robustness design denoted by the gap 

between the V V  curve and the V V S  curve is reduced as the design becomes faster. This 

is because Power-delay optimization (V V ) is a upper bound of Power-delay-SEU opti

mization (V V S). When all gates are sized large enough for a fast performace, the SEU 

constraint is trivially satisfied and these two optimizations yield the same results eventu

ally.
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Figure 5.5: Results of V V  and V V S  optimization for a 5-input xor tree, with and without 

dual-VDD, for the same Tspec (see Sec. 5.2.3 2).

5.2.3.2 5-input xor tree

In order to illustrate the simultaneous use of dual-VDo and gate sizing for robustness, a 5- 

input xor gate was synthesized using inverters and 2-input nand gates. It was then optimized 

using the V V  and V V S  algorithms. In Fig. 5.5, the Vdd assignments and sizes of the gates 

optimized for the same Tspec are presented. Sub-figures 5.5(a) and 5.5(c) were obtained us

ing the V V  and V V S  algorithm respectively. Sub-figures 5.5(a)yDD and 5.5(c)vDD contrast 

the high-Vdd assignments for the circuit, and sub-figures 5.5(a)^ and 5.5(c)-vy contrast the 

gate sizes using gray-scale colors. In order to illustrate the advantages of using dual-Vdd, 

especially to achieve SEU robustness, the V V  and V V S  algorithms were constrained to 

run with constant low-Vdd equals 1.0 V. The gate sizes required to achieve the same Tspec 

using V V  and V V S  are presented in sub-figures 5.5(b) and 5.5(d) respectively. Several 

observations can be made from the figures.

• For the same Tspec, optimization to meet SEU robustness constraints, i.e., algorithm 

V V S ,  is more aggressive in the use of high-VDD gates. This is also seen in Fig. 5.4 

where the jumps between the discrete and continuous curves that signify the use of 

mixed Vdd occur earlier in the V V S  curve.

• For the same Tspec, algorithm V V S  for SEU robustness uses sizing more aggressively 

than algorithm V V . This is seen by comparing gate sizes in sub-figure 5.5(a)iv with
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the gate sizes in sub-figure 5.5(c)w-

• Dual-Vdd optimization in V V  and V V S  plays an important role in meeting power, 

delay, and SEU robustness constraints. This is observed for V V  optimization by 

comparing sub-figure 5.5(a)w with 5.5(b), and for V V S  optimization by compar

ing sub-figure 5.5(c)w with 5.5(d). In sub-figures 5.5(a)M/ (5.5(c)w)> algorithm V V  

(V V S )  has degrees of freedom along the size and Vdd axes for optimization. How

ever, in sub-figures 5.5(b) and 5.5(d), V d d  was fixed at 1.0 V. Thus, in both 5.5(b) and 

5.5(d), the transistors have to be sized more aggressively in order to meet constraints. 

For example, between sub-figures 5.5(a)w and 5.5(b), gates {5,7,9,14,19,20,21} 

that are on the critical path were increased in size. This is offset when high-Vbo 

assignments can be made to gates {5,6,7,8,9} on the critical path (illustrated in 

sub-figure 5.5(a)yDD). Similarly, aggressive sizing of gates on the critical path in 

sub-figure 5.5(d) is avoided in the dual-Vdd case through high-Vdd assignments to 

these gates on the critical path (illustrated in sub-figure 5.5(c)yDD).

• From a power standpoint, the dual-V d d  circuit consumes less power consumption 

than the low-Vdd circuit. Note that this is always true for any value of Tspec. The 

proof is by contradiction, since the optimization algorithm would default to the low- 

Vdd implementation otherwise.

5.2.3.3 Optimization results

The results for design optimization of twelve logic circuits from the ISCAS85 and LGS- 

ynth91 suite [69] is presented in Fig. 5.6. Note that we chose circuits that were purely logic 

or a mixture of logic and control for the experiments.

The figure presents power and area overhead (in %) when the benchmarks are optimized 

using V V  and V V S  to meet a delay constraint of Tspec, 1.15 Tspec, and 1.3 Tspec on all out

puts using simultaneous dual-Vdd and gate sizing. The values for Tspec were selected such 

that the power and area overhead for SEU robustness is reported for a high performance
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Figure 5.6: This figure presents power and area overhead (in %) when the benchmarks are 

optimized to meet a delay constraint of Tspec, 1.15 Tspec, and 1.3 Tspec on all outputs using 

simultaneous dual-Vdd and gate sizing. The power and area overhead required for SEU 

robustness increases from high performance (delay = Tspec) to low performance (1.3 Tspec) 

designs (explained in Sec. 5.2.3.3).

design in the first row of the figure. The Tspec values are then relaxed by 15% and 30% from 

this optimum and the power and area overhead for soft error robustness are reported in the 

second and third rows of the figure respectively. In all three cases, the overhead for soft 

error robustness is reported w.r.t. the total power and area of the design optimized using 

the V V  algorithm for that value of Tspec. At Tspec, 1.15Tspec, and 1.3Tspec, the average 

power overhead for 15 fC Qw- C was 5.7%, 12%, and 20.6%; the average area overhead 

was 7.0 %, 10.6 %, and 28.2 %. Similarly, the average power overhead for 20 fC Qw_c was 

23.8%, 33.9%, and 55.0%; the average area overhead was 26.4%, 32.5%, and 53.2% 

respectively.

The power and area overhead required for SEU robustness increases from high per
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formance (delay = Tspec) to low performance (delay = 1.3Tspec) designs. This is be

cause when the design is optimized for Tspec, a significant number of gates in the de

sign have larger sizes and high VdD in the baseline case. Hence, the overhead required 

to satisfy SEU robustness constraints is a smaller fraction of the power and area of the 

baseline design. As we relax Tspec, there is a decrease in the average size of the gates 

and fewer gates use high UDD to meet delay constraints when V V  is run. In the term 

fyJ/fy~1(VDD)-2~/3o(C'totai,i)~/?1 at a gate in the design, smaller gates and low-UDD on aver

age implies that Wfy1 (UDD)~2“ '9°{CUAai,i)~!31 is larger on average across the design after 

V V  optimization. When V V S  is run, it has to increase the Ify and make more assignments 

to high-Vdd to meet SEU robustness requirements. This is observed in the larger power 

and area overhead w.r.t the baseline case for slow designs (large Tspec).

Finally, it is clear that the proposed algorithm provides the designer with several alterna

tives to choose from. A significant advantage is that V V S  optimization for SEU robustness 

combines optimization for delay and power globally across the design, leading to optimal 

or near-optimal designs.

Directed optimization: The global optimization technique described in this dissertation 

targets all the gates in the design, regardless of their contribution to the overall soft error 

rate of the logic circuit. This may be overkill for some applications, and it is possible to 

leverage the asymmetry in the soft error rates of gates to reduce the impact of the proposed 

technique. The asymmetry can be exposed by running complete soft error rate estimation, 

or by using cheaper fault simulation and analysis techniques [15,27,72], Both classes of 

approaches have been explored in literature, and the proposed technique can incorporate 

these metrics to selectively optimize a subset of the gates.

Optimization runtime: The maximum runtime for ilO, the largest circuit with 2950 gates, 

was 118 minutes (50 seconds) for discrete (continuous) optimization on a 2.4 GHz Opteron 

processor with 4 GB of memory. The maximum runtime usually occurs when the design is 

optimized for 1.15 Tspec, since there is extensive use of dual-Vdd optimization without sat

uration to exclusive use of low-Vdd or high-Vdd across the design. The discrete optimiza
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tion algorithm has a longer runtime since the branch-and-bound technique makes several 

iterations of the continuous optimization algorithm to discretize all Vdd assignments. Our 

optimization is essentially a mixed-integer geometric programming. The mixed-integer ge

ometric programming is in general very hard to solve, and all methods for solving them 

make some compromise in comparison to methods for solving the GP [12].

5.2.3.4 Comparison between single and dual-Vdd approaches

Table 5.2 shows the relative percentage overhead (normalized with respect to V V )  for 

V V S  using single and dual-Vd d  approaches for various Tspec values. Table 5.3 compares 

the actual area and power of single and dual-Vdd approaches. Observe that using single 

V d d  =  1.0 V we do not get feasible solutions for Tspec and 1.15Tspec (indicated by in the 

table). This means that in order to get higher performance either dual-Vd d  or Vd d  =  1.2 V 

has to be used. Using V d d  =  1.2 V gives us very low area and power overhead, but the 

actual power for Vd d  =  1-2V is greater than the power for dual-V d d , which is illustrated in 

Table 5.3. In Table 5.3, the total area of single V d d  =  1-2V is less than the total area using 

dual-Vdd approach. This is because we have optimized the design with total power as our 

objective function. As we go from a high performance to a low performance design, the 

power overhead increases (1.07, 1.12, 1.21) and the area overhead decreases (0.97, 0.93,

0.81) for V d d  =  1.2 V. This is because for a high performance design dual-V d d  assigns 

most of the gates V d d  =  1.2 V, hence is close to a single V d d  =  1.2V approach. However, 

for a low performance design, dual-Vd d  assigns most of the gates Vd d  =  1.0 V, and hence 

is close to a V d d  =  1-0V approach. The tradeoff between area and power translates the 

increasing trend in power to a decreasing trend in area.

5.2.3.5 Monte Carlo verification

To verify the robustness of the design after the proposed optimization techniques, a Monte 

Carlo simulation framework for soft error analysis was implemented. For each circuit, the 

charge used to simulate particle strikes was chosen from a uniform random distribution
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Table 5.2: Design overhead (%) for SEU Robustness

Charge = 20fC
Power Area

T-'■spec 1.15Tspec l-3Tspec T-'-spec 1.15Tspec l-3Tspec

Vdd -  1.0V - - 51.95 - - 69.52

dual-Vdd 23.80 33.90 55.00 26.40 32.50 53.20

Vdd = 1-2V 18.60 20.04 20.05 24.05 29.36 29.74

Charge = 15fC
Power Area

Tspec l-15T’spec 1.3T’spec Tspec 1.15Tspec 1.3T’spec

VDD -  1.0V - - 20.60 - - 29.44

dual-Vdd 5.70 12.00 20.60 7.00 10.60 28.20

Vdd = 1-2V 3.73i 4.87 4.85 5.00 7.03 7.23

Table 5.3: Comparison between single and dual-V d d  approaches (normalized by dual-V d d )

Charge = 20fC
Power Area

T-L spec l-15Tspec l-3Tspec Tspec 1. lSTljpce l-3TSpec

V d d  = 1-OV - - 1 - - 1.17

dual-VoD 1 1 1 1 1 1

CNT-“1IIQ 1.05 1.07 1.09 0.98 0.94 0.85

Charge = 15fC
Power Area

T s p e c i . i r>7sp(.c 1.3Tspec Ts p e c 1.15Tspec 1.3Tspec

Vdd — 1-OV - 1 -  . - 1.03

dual-VoD 1 i 1 l 1 1

VDD = 1-2V 1.07 1.12 1.21 0.97 0.93 0.81
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Table 5.4: Results for soft error rate reduction

Circuit

(Gates) POs

Errors observed
Reduction

E b a s e E o p t E b o th

x2 (59) 7 4449 11 182 24X

cu (70) 11 4222 0 160 27X

b9 (149) 21 2474 0 99 26X

c432 (271) 7 574 0 18 33X

c880 (616) 26 ■ .408 1 11 35X

1. Ebase reports errors observed in only the base PP-optimized design

2. Eopt reports errors observed in only the PP<S-optimized design

3. E b o th  reports errors observed in both designs

4. Reduction reports the reduction in error rate when gate sizing and dual-Vdd opti

mization are used.

over the interval [10,20] fC. The site for particle strikes and the input pattern were also 

randomly generated. For each strike, the original PP-optimized design and the T V S -  

optimized design are simulated with the same input pattern and site of strike. The outputs 

of both circuits are observed for propagated transients that deviate from 0 (Vdd) by 0.5Vdd 

at the primary outputs. Only the 5 smallest benchmark circuits were evaluated in this 

manner, since it takes of the order of 24 hours to simulate a circuit with 100,000 patterns.

Table 5.4 presents the observed errors at the primary outputs. It is clear from the table 

that the proposed technique provides significant reduction in the soft error rate (29X on 

average). The results in column Eopt are of particular interest, since they indicate that as 

circuits increase in size and depth, there is minimal amplification of SEU-induced transients 

in the optimized design. In other words, this implies gate sizing does not significantly im
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pact the electrical masking of designs to SEUs in the proposed optimization approach. As 

shown in the table, errors still exist in the robust design. This is induced by the approxima

tion used in the derivation of the compact model. In the compact model, the drain current 

is a function of the gate size and the output voltage that are first-order factors. Other factors 

such as the skew of input signals and the switching pattern of input signals also influence 

the robustness, but these were ignored in the modeling because of their second-order ef

fects.

5.3 Conclusion

In this chapter, two design optimization techniques were presented to conduct design space 

exploration in radiation hardening design. The first approach is an iterative optimization to 

minimize area with delay and SEU robustness constrains. The other approach is a global 

optimization using geometric programming. The geometric programming formulation re

quires that power, delay, and SEU robustness be expressible as posynomial functions of 

design parameters, sizing and dual-V d d - Our experimental results have asserted that the 

proposed global optimization technique is able to yield the best results as long as the op

timization problem can be formatted. Specifically, dual-Vdd technology supports a better 

design space exploration in reliability-driven design than single-Vdd technology.
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Chapter 6

Transient filter insertion for SEUs

Design parameters sizing and Vdd have been used in SEU reliability design in previous 

chapters. In this chapter, we explore another design parameter, transient filer insertion. 

Sec. 6.1 is an introduction. Section 6.2 describes the design of the tunable transient filer 

(TTF). Sec. 6.3 presents simulation and validation results for the basic TTF design. Sec. 6.4 

describes the global optimization framework that integrates TTF insertion with simultane

ous dual-VoD and gate sizing. Sec. 6.5 presents simulation results. Sec. 6.6 is a conclusion.

6.1 Introduction

This chapter describes a tunable transient filter (TTF) design for soft error rate reduction 

in combinational circuits. When inserted into combinational circuits before the primary 

outputs, TTFs suppress propagated transients induced by SEUs before they can be cap

tured in latches/flip-flops/primary outputs. TTFs are tunable since it is possible to change 

the maximum pulse width of the SEU-induced transient that a TTF can suppress. Since 

practical TTFs are implemented using only 6-14 transistors, their area and power costs 

are negligible in comparison to traditional fault avoidance and tolerance techniques. TTFs 

also (i) do not incur any overhead for error detection, correction, and recovery and (ii) can 

complement other techniques that enhance SEU robustness such as circuit optimization,
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silicon-on-insulator substrates, error detection, and correction hardware. TTFs are also ad

vantageous over techniques that require explicit redesign of the flip-flops and latches to 

tolerate specific transient widths [43,48], since TTFs can be customized to the characteris

tics of the transients to be suppressed.

The performance penalty of TTF insertion is proportional to the width of the maximum 

SEU-induced transient that they are designed to suppress at the primary outputs. Judicious 

use of TTFs on non-critical paths, i.e., paths with slack may reduce or nullify this penalty, 

making them an attractive cost-effective option to reduce the soft error rate of combina

tional circuits. Further, TTF insertion into combinational circuits can be combined with any 

of the circuit optimization techniques based on gate sizing and dual-Vdd techniques pro

posed in literature [15,21,23,27,39], This chapter describes a global optimization approach 

based on geometric programming for robust combinational circuit design. The proposed 

approach combines TTF insertion with gate sizing and dual-Vdd optimization -  subject to 

performance and power constraints -  to optimize combinational circuits for robustness to 

SEUs. SPICE-based Monte Carlo simulations of 5 benchmark circuits of 50-600 gates in 

the 70 nm process technology indicate 17-48X reduction for average power-area overheads 

of 35.2-35.4%. Further simulation results for 11 benchmark circuits at two performance 

points indicate the tradeoffs that can be achieved.

6.2 Tunable transient filter design (TTF)

The design of the TTF is motivated by the filtering effect of logic gates [5]. Logic gates have 

a non-zero inertial delay, and they suppress input pulses that are of smaller width than the 

inertial delay from passing unattenuated through the gate. The design of the TTF leverages 

this observation and is designed to eliminate an SEU-induced voltage transient altogether, 

or suppress it in magnitude and duration so that the latch/flip-flop/primary output is not 

affected by the transient.

Let A S E u  be the maximum width of the SEU-induced transient that the TTF is designed
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to suppress. By design, the TTF allows transients of duration larger than A s e u  to pass 

through unattenuated. In other words, the TTF can be thought of as a strong low-pass 

filter that blocks propagated SEU-induced voltage transients that are equivalent to high 

frequency noise inputs.

Fig. 6.1 illustrates the design of the proposed TTF using two inverters and two trans

mission gates. The two inverters are mandatory elements in the design of the TTF. One or 

more transmission gates, two in Fig. 6.1, function as the low pass filter in the TTF design. 

The strong filtering effect of the TTF is attributable to the use of the input signal N0 to 

drive the inputs to the two transmissions gates. The propagation delay through the series 

transmission gates subject to a load capacitance Cl is given by

where nTG is the number of serial transmission gates internal to the TTF and R eq is the 

effective on-resistance of a single transmission gate in series. By varying nTG, both the 

propagation delay and A s e u  can be varied to design TTFs capable of suppressing transients 

of different widths. It is thus possible to trade-off delay of the TTF for the capability to 

suppress larger SEU-induced transients.

Figure 6.1: TTF structure, where the transmission gates TGi and TG2 are driven by the 

input node N0.

A p r o p  ^ T G - ^ e q C L (6.1)
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6.3 TTF validation

TTFs were designed in the 70 nm  process technology using the Berkeley predictive tech

nology [14], and simulated using SPICE. The propagated SEU-induced voltage transients 

were modeled by trapezoidal waveforms of 15 ps rise and fall times at the inputs to the 

TTF. The width of a trapezoidal transient is defined at 0.5 Vdd-

Consider a 60 ps transient at the input N0 of the TTF shown in Fig. 6.1, when ASeu =  

60 ps. The waveforms of nodes from N0 to N4 in the filter are plotted in Fig. 6.2(a). It is 

clear from the waveform at node N4 that the SEU-induced transient was suppressed by the 

TTF. A similar result for suppression of a 1 —> 0 —»• 1 input to the TTF, i.e., a negative SEU- 

induced voltage transient input is also illustrated in Fig. 6.2(b). In our filter discussion, the 

signal is suppressed if its magnitude is less than 0.2 Vdd- In contrast, the signal is preserved 

if its magnitude is larger than 0.8 Vdd-

1.2 
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o 0.4

0.2
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- 0.2
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Figure 6.2: Waveforms at the nodes of the TTF subject to positive and negative transient 

inputs of 60 ps inputs. In both cases, the effect of the transient at the input to the TTF is 

filtered at the output N4 of the TTF.

When an input to the TTF has a width as large as 79 ps, the input is preserved at the 

output with its magnitude larger than 0.8VdD as shown in Fig. 6.3. The filter actually 

functions as a delay element, with Aprop =  89 ps. This desirable property ensures that 

normal switching activity by legitimate signals that have large durations is passed with
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>
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1
o>

0.2
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Figure 6.3: When the input has a duration of 79 ps, it is not suppressed but is only delayed 

by Aprop =  89 ps as illustrated by the waveform of N4.

minimum loss in quality instead of being eliminated or degraded by the TTF.

In Table 6.1, we present the simulation results of characterization of TTFs that differ in 

the number of transmission gates used to suppress transients. For each TTF, i.e., for each 

nTg in row 1) the propagation delay Aprop is reported in row 2; the maximum suppressed 

transient width Aseu is reported in row 3; the peak voltage of the propagated transient is 

reported in row 4. It is clear from these results that the input transients have been sup

pressed, since the magnitudes of the filtered transient is consistently less than 0.2I/DD. In 

row 5, we show the durations of signals that can pass through the TTF with the magnitude 

values in row 6  greater than 0 . 8 V d d -

It is evident from the table that there is a linear relationship between the propagation 

delay of the TTF and the duration of the transient that can be suppressed by the filter. For 

an individual filter, it is possible to determine the maximum width for propagated SEU- 

induced transients that can be suppressed safely, and the minimum width for signals that 

can be delivered without being degraded. The difference in these two values is called the 

transient margin that is on average 33% of the maximum transient width from Table 6.1, 

indicating the clean cut-off property of the TTF structures. Besides the transmission stages, 

the transistor sizes also affect the performance of a TTF, which can be utilized to finely tune
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Table 6.1: Performance of the TTFs when the number of transmission gates is varied

Transmission gates nTQ 1 2 3 4 5

Propagation Aprop (ps) 50 89 141 203 248

Transient Aseu (ps) 32 60 91 132 175

Filtered transient (V) 0.18 0.20 0.18 0.19 0.17

Signal duration (ps) 44 79 123 175 222

Filtered signal (V) 0.80 0.86 0.81 0.82 0.87

—  Input 
  TTF
-  -  - INVI 
  INV0.25

 Input
-  -  - INVI

0.4 0.4

0 .2. 0.2

0.15 
Time (ns)

0.2 0.25 0.15 
Time (ns)

0.2 0.25

Figure 6.4: The filtering effect of an inverter with different sizes.

the TTF to obtain desirable delay values and filtering effects.

A simple inverter does not have a clean cut-off property in comparison to a TTF. Fig. 6.4 

shows the filtering effect of an inverter with different sizes. Invertors with W /L  =  1 and 

W /L  =  0.25 cannot suppress a 60ps transient pulse. The inverter with W /L  =  1 cannot 

even suppress a 20ps transient pulse. An inverter with smaller sizes may have a stronger 

filtering ability but it may also introduce higher signal distortion. It is hence not as effective 

as a TTF.
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6.4 TTF insertion

The width of propagated SEU-induced transients in combinational logic circuits is of the 

order of lOOps [9,68]. This directly motivates the use of the TTF to reduce the soft error 

rate. The TTF suppresses all the transients of width less than a specified value originating 

in its transitive fanin cone. This chapter considers insertion of filters only at the primary 

outputs because they have large transitive fanin cones in comparison to internal nodes, and 

hence can suppress more number of transients than filters inserted at internal nodes. Several 

approaches to TTF insertion and the tradeoffs involved are discussed below.

(i) Brute-force TTF insertion followed by circuit optimization: The simplest approach 

to TTF insertion for SEU robustness would be to add TTFs at all the primary outputs. TTF 

insertion at all primary outputs potentially provides full coverage and requires minimum 

effort in soft error modeling and analysis. The primary challenge is the design of TTFs 

with a Aseu such that all transients that propagate to the primary outputs are suppressed. 

The major disadvantage of this approach is that the delay of the critical path is increased by 

Aprop. A potential solution to off-set the Aprop delay penalty would be to perform circuit 

optimization using sizing and dual-Vdd techniques. However, TTF insertion at all primary 

outputs followed by circuit optimization may return sub-optimal designs.

(ii) Selective TTF insertion followed by circuit optimization: Brute-force insertion of 

TTFs at all primary outputs can be replaced by selective TTF insertion, where TTFs are 

inserted only at those primary outputs that have sufficient slack. For instance, in a high 

speed design, it is not economical to pay a delay penalty of 100 ps by inserting TTFs on 

the critical paths. Depending on the available slack, selective TTF insertion will have 

negligible to zero delay penalty. Since TTFs are only inserted at some primary outputs, 

exposed gates, i.e., gates in the circuit that have propagation paths to primary outputs not 

protected by TTFs must be made robust. This is done by following selective TTF insertion 

with circuit optimization to meet delay and SEU robustness requirements at the exposed 

gates.
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(iii) Simultaneous TTF insertion and circuit optimization for SEU robustness: Even if 

selective TTF insertion is adopted, a Aprop of the order of 100 ps may be too high a penalty 

to pay for SEU robustness. Whereas pure circuit optimization techniques may be used in 

such circumstances, this may result in large area and power overhead as well.

A middle-ground approach that combines selective TTF insertion of TTFs with smaller 

AproP (of the order of 50 ps) with circuit optimization is proposed to get the best of both ap

proaches. In such approach, the task of suppressing an SEU-induced transient is shared be

tween TTF insertion and circuit optimization based on gate sizing and dual-UDd techniques. 

Sizing and Vdd assignments at the gates are used to partially suppress SEU-induced tran

sients at the site of the strike. This partial suppression allows the use of a TTF with Aprop 

of 50 ps and A s e u  of 32 ps (from Table 6.1), because this is an acceptable Aprop penalty 

for most circuits. The optimization formulation that is described in the remainder of this 

section describes how two sets of SEU robustness constraints can be specified at gates to 

realize simultaneous TTF insertion, gate sizing, and dual-Vdd optimization for SEU ro

bustness in a GP framework.

6.4.1 Relaxed SEU robustness constraints

Recall from Sec. 5.2, algorithm V V S  determines globally optimal assignments for size 

and supply voltage for all the gates of the design. However, the power and area overhead 

of the robust design may be very high in comparison to the base design, especially if the 

performance constraint is not demanding because the base PP-optimized design will use 

minimum-sized gates. Such gates will be sized significantly by algorithm V V S , resulting 

in large overhead. In contrast, inserting TTFs on such paths with high slack can reduce this 

overhead, and is described below.

When all primary outputs in the transitive fanout cone of gate i, denoted by tfo-cone(z), 

are protected by TTFs, the SEU robustness constraints can be relaxed at i and the sizing 

and Vdd assignments to gate i can be made in a less aggressive manner to attain robustness 

to SEUs. Upon relaxation, the new SEU robustness constraints for gate i are defined such
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that the Vdd and size W  limit the duration and not the peak of the SEU-induced voltage 

transient to less than a specific value determined by the Aseu values for the TTFs. Such 

transients of width less than or equal to A Se u  are then eliminated by the TTFs that are 

present on every propagation path from the gate to the primary outputs.

The relaxed constraints for SEU robustness can be derived as follows. When a SEU 

occurs at a gate, it follows from the principle of charge conservation that a part of the 

deposited charge is dissipated by the drain current and that the rest of the charge is tem

porarily stored in the node capacitance Cout. For a given worst case charge Qw- C, charge 

conservation yields

where W Iunit(t) is the drain current through the transistors dissipating the deposited charge. 

Since / unit(i) is a non-linear function that depends on the region of operation of the transis

tors, the above equation has no closed-form solutions. Flowever, a simplifying assumption 

can be made as follows. Let A be the duration of SEU-induced transient about Vdd- Let 

£QW- C (( < 1) be the fraction of Qw- C that is dissipated by the saturated drain current 

^unit.sat during time period A. Then, we obtain

Rearranging terms, a constraint on the duration of the SEU-induced transient of the form 

A < A* can be derived.

For given Q w -c  and A* ( A s e u  for the TTF), it is possible to calibrate the above equation for 

each gate in the technology library using SPICE simulations. Note that Junit,Sat through the 

unit transistor is roughly proportional to VqD and that this can used to simplify the above 

expression for calibration. The following closed-form SEU robustness constraints can be 

derived for each gate i:

(6.2)

(Qw-c foD ' l'V/funit,satA "E Qout^DD- (6.3)

(6.5)
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The parameters k", 6 2  and /?3 are obtained by data fitting the simulation results obtained 

from SPICE for type of logic gate in the technology library. The parameters /3‘2 (/33) were in 

the interval [1.8 ,2.1] ([0.3 ,0.6]) in our simulations. The load capacitance term Cont,i can 

be replaced by the monomial term Mi, as described above in Eqn. (5.11), to obtain relaxed 

TTF-compatible SEU robustness constraints of the form

In the next sub-section, we describe how these relaxed SEU robustness constraints are 

integrated into algorithm V V S  to realize global optimization for SEU robustness based on 

simultaneous TTF insertion, sizing, and dual-Vdd techniques.

6.4.2 Circuit optimization with filter insertion

TTF insertion and optimization is incorporated into algorithm V V S  by introducing a new 

variable tj into the formulation for each primary output in the circuit. This filter variable tj 

takes on values in the continuous interval ( 1 , / m a x }  such that (i) the filter is not inserted 

for tj — 1 and (ii) the filter is inserted when tj = /max • For /max ~  104, algorithm 

V V S  returns values for tj in this continuous interval. This value is discretized to 1 or /max 

using a greedy assignment approach. Introducing the filter variables produces two SEU 

robustness constraints for each gate in the circuit.

The first constraint is obtained by scaling the original SEU robustness constraints in 

Eqn. (5.13) by t j 1 to obtain

is the total number of gates. The term t j 1 is multiplied to the original SEU constraints so 

that these constraints dominate the size and Vdd assignments when no TTF is inserted at 

the j th output (tj — 1), and they can be discarded (trivially satisfied) when a filter is added 

to the j th output (tj — / m a x )-

(6 .6)

t f k ' i W r ^ V v ^ - ^ M ^  < i ) 1 1’2’ - ’n I (6.7)
I j  € tfo-cone(Z) I

where tfo-cone(i) refers to all primary outputs in the transitive fanout cone of gate i and n
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The second SEU robustness constraint is the relaxed SEU robustness constraint given 

by Eqn. (6.6). Eqn. (6.6) dominates the constraint in Eqn. (6.7) when all the primary outputs 

in the transitive fanout cone of gate i are protected by TTFs. This is because having TTFs 

at all the primary outputs in the transitive fanout of gate i forces all tj to £max for the 

constraints in Eqn. (6.7). As a result, the SEU robustness constraints in Eqn. (6.7) are 

trivially satisfied and the constraints in Eqn. (6.6) dominate.

Note that the delay constraints in algorithm V V S  must also be modified to incorpo

rate the propagation delay of the TTF given by Aprop. This is done by adding the term 

(U/tuAx) Aprop to the arrival time of the ith primary output.

6.5 Experimental results

The simulation results described in this section begin with an introduction of TTF calibra

tion to eliminate propagated transients for a specific robustness charge Qw_c in Sec. 6.5.1. 

Sec. 6.5.2 presents results for validation of the robustness models given by Eqns. (5.13) 

and (6.6). The results of circuit optimization using TTF insertion in combination with 

simultaneous gate sizing and dual-Vdd optimization is described in Sec. 6.5.3.

6.5.1 TTF design and calibration

TTFs are calibrated using the setup shown in Fig. 6.5. SEUs that cause 0  —> 1 and 1 —> 0  

transients are injected at the output of the first inverter in a chain of three inverters. The 

TTF with the single transmission gate in the second column of Table 6.1, with a Aprop of 

5 0  ps and a A s e u  of 3 2  ps, is then calibrated to suppress these propagated transients at N 4 .

6.5.2 Model validation

Fig. 6.6 presents the results of simulations that were performed to validate the robustness 

models given by Eqns. (5.13) and (6.6). Simulations were performed on 2-input nand gates 

over a range of load capacitance and two supply voltages (1.0 V and 1.2 V). In all cases,
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Figure 6.5: Calibration setup for TTF design.
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Figure 6.6: This figure illustrates the accuracy of the compact robustness models given by 

Eqns. (5.13) and (6.6) for a 2-input nand gate for a dual-Vdd technology, 

the gate size required to (i) limit the peak of the SEU-induced voltage transient to 0 .5 V d D 

and (ii) suppress SEU-induced transients to less than A s e u  of 3 2  ps was determined using 

the compact models as well as using SPICE simulations. The minimum and maximum 

load capacitances chosen for model validation include fanout-of-1 to fanout-of-4 circuits 

with gate sizes ranging from 2 to 10 units. From the figure, it is clear that optimizing 

for transient width suppression for TTFs requires less overhead at both values of Vdd in 

comparison to optimizing for transient magnitude suppression. The maximum error in size 

for SEU robustness determined using the models was 0 .5  times the size of the unit-scaled 

2-input nand gate. Similar results were observed for the other logic gates that were used 

for synthesis of the benchmarks.
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6.5.3 Circuit optimization

This section presents results for TTF insertion combined with circuit optimization based on 

sizing and dual-VbD techniques for SEU robustness. The geometric programming frame

work for circuit optimization was implemented using the MOSEK software [3]. The SPICE 

library for the 70 nm technology node was obtained from the Berkeley predictive technol

ogy model [14]. Eleven combinational benchmark circuits, which were purely logic or a 

mixture of logic and control, were chosen from the ISCAS85 and LGSynth91 suite [69]. 

We used r0 =  50 ps and a SEU robustness charge of 20 fC in all our simulations. We built 

a technology library that comprised inverters, and 2-input and 3-input nand and nor gates 

of different drive strengths for initial synthesis of the benchmarks. The optimization for 

SEU robustness was performed on these synthesized netlists.
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Figure 6.7: This figure illustrates the results of TTF insertion in V V S .  FFT insertion is 

able to reduce the design cost for SET robustness.

Benchmark cu results: Fig. 6.7 gives the results of TTF insertion in SEU robustness 

design. TTF insertion is able to reduce the design cost for SET robustness as shown by the 

cost curves. The design cost of TTF insertion for SEUs spans the cost of V V S  (no TTF 

insertion) and V V . In this example, sizing and Vdd are continuous variables but the filter 

insertion is denoted as binary variables, i.e., 0 indicating filter insertion and 1 indicating 

no filter insertion. The mixture of binary variables and continuous variables in TTF-based

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



89

optimization yields discontinuities in the cost curve. These discontinuities occur when the 

number of inserted filters is highly sensitive to the delay constraint, i.e., a little tighter delay 

will dramatically reduce the number of inserted filters. In this scenario, a sharp rise in the 

cost for achieving SEU robustness will appear in the cost curve.

Validation using Monte Carlo runs: In order to estimate the reduction in soft error rate 

achieved using the proposed optimization techniques, a Monte Carlo simulation framework 

for soft error analysis was implemented. For each circuit, the charge used to simulate 

particle strikes was chosen from a uniform random distribution over the interval [10,20] fC. 

The site for particle strikes and the input pattern were also randomly generated. For each 

strike, the original 'PP-optimized design and the PP<S-optimized design with inserted 

TTFs are simulated with the same input pattern and site of strike. The outputs of both 

circuits are observed for propagated transients that deviate from 0 (Vdd) by t/Vdd ((1 — 

^)Fdd) at the primary outputs. Only the 5 smallest benchmark circuits were evaluated 

in this manner, since it takes of the order of 24 hours to simulate a circuit with 100,000 

patterns.

Table 6.2 presents the observed errors at the primary outputs. It is clear from the table 

that the proposed technique provides significant reduction in the soft error rate, 30X on 

average. The results in column Eopt are of particular interest, since they indicate that as 

circuits increase in size and depth, there is minimal amplification of SEU-induced transients 

in the optimized design. In other words, this implies gate sizing does not significantly 

impact the sensitivity of designs to SEUs in the proposed optimization approach.

Design overhead for SEU robustness: Tables 6.3 and 6.4 present power overhead (in %) 

when the benchmarks are optimized using algorithm W S  without and with TTF insertion 

respectively. Designs are optimized for a delay constraint of r spcc, 1.15 Tspec, and 1.3 Tspec 

on all outputs. In all cases, the overhead is reported with respect to the total power of the 

design optimized using the V V  algorithm under a same delay constraint.

The value of Tspec for each benchmark was set to Ami„ 4- 0.1(Amax — Amjn), where 

Amin and Amax are the minimum and maximum delays for the design. The Tspec values

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



90

Table 6.2: Results for soft error rate reduction by TTF insertion

Circuit

(Gates)

TTFs

(POs)

Errors observed
Reduction

E b a se E o Pt E b o th

x2 (59) 2(7) 5692 22 214 25X

cu (70) 5(11) 4261 0 175 25X

b9 (149) 10(21) 2145 0 137 17X

c432 (271) 3(7) 569 1 11 48X

c880 (616) 18(26) 398 0 12 34X

1. Ebase * “ports errors observed in only the base TT-optimized design

2. Eopt reports errors observed in only the PI><S-optimized design that incorporates 

TTFs on some primary outputs

3. Eboth I sports errors observed in both designs

4. Column 6 reports the reduction in error rate when TTF insertion, gate sizing, and 

dual-VoD optimization are used.

are then relaxed by 15% and 30% from this optimum to obtain results for 1.15Tspec and 

l-3Tspec.

In Table 6.4, the first column is the name of the circuit and the second column reports 

the primary outputs of the circuit. The results of optimization for TTF insertion and simul

taneous dual-VQD and gate sizing — number of TTFs inserted and power overhead — are 

reported for a 20 fC Q rob- The average power overhead for SEU robustness at Tspec and 

1.15 Tspec, and 1.3 Tspec was 22.4 %, 31.5 %, and 31.9 % respectively.

The maximum runtime for the largest benchmark c7552 with 2919 gates was approx

imately 200 minutes on a 2.4 GHz Opteron processor with 4 GB of memory. The large 

runtime can be attributed to the branch-and-bound technique to discretize Vdd and the

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



91

Table 6.3: Power overhead (in %) for SEU robustness at Tspec, 1.15Tspec, and 1.3Tspec 

without TTF insertion

Circuit Pis, POs, Gates T-L spec 1.15Tspec 1.3Tspec

x2 10, 7, 59 25 39 48.8

cu 14, 11,70 18.4 43 49

b9 41,21, 149 20.6 33.1 40.1

c432 36, 7, 271 23 31.2 60

c880 60, 26,616 30.2 47.5 60.2

c499 41,32, 650 19.3 27.9 57.1

cl355 41,32, 653 17.3 24.6 50.5

c2670 233, 140, 756 33.1 35 38

c3540 50, 22, 1467 24.2 41 59.8

c5315 178, 123,2115 33.3 45 59.2

c7552 207, 108, 2919 35.5 47.5 54.6

Average 25.4 37.7 52.5
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Table 6.4: Power overhead (in %) for SEU robustness at Tspec, 1.15 Tspec, and 1.3 Tspec with 

TTF insertion

Circuit POs
T 1.15 Tspec 1-3 Tspec

No. TTFs Power No. TTFs Power No. TTFs Power

x2 7 1 25 2 38.2 3 48.8

cu 11 1 18.4 2 43 5 40

b9 21 7 19.6 10 26.8 12 31.3

c432 7 3 23 3 31.2 3 60

c880 26 17 24.8 18 38.7 22 55.5

c499 32 0 19.3 0 27.9 0 57.1

cl355 32 0 17.3 0 24.6 0 50.5

c2670 140 129 22.1 130 20.2 130 20.2

c3540 22 19 24.2 22 31.1 22 29.8

C5315 123 107 29 107 28 107 20.2

c7552 108 67 23.1 77 27 86 24.8

Average — 22.4 — 30.6 — 39.8
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greedy assignment approach to discretize TTF variables.

There are several observations that can be made from the results. First, the number of 

TTFs that are inserted decreases (or remains constant) from 1.3Tspec to Tspec in all cases. 

This is because there is more slack available at 1.3 Tspec.

Second, the power and area overhead required for SEU robustness increases from high 

performance (delay = Tspec) to low performance (delay = L15Tspec) designs. This is be

cause when the design is optimized for Tspec, a significant number of gates in the design 

have larger sizes and high VDD in the base case. Hence, the overhead required to satisfy 

SEU robustness constraints is a smaller fraction of the power and area of the baseline de

sign. As we relax Tspec, there is a decrease in the average size of the gates and fewer gates 

use high VDD to meet delay constraints when W  is run. When V V S  is run, it has to 

increase the Wt and make more assignments to high-VbD to meet SEU robustness require

ments. Even if a TTF is added, the SEU robustness constraints are only relaxed, but not 

completely removed.

Thirdly, some benchmark circuits like c l355 have balanced path delays and thus TTF 

insertion is abrupt, i.e., no TTFs are inserted at Tspec and TTFs are inserted at all the primary' 

outputs for 1.15Tspec. This points to a critical Tspec below which no TTFs are inserted. This 

is the case for benchmark circuit c499, where no TTFs are inserted at both performance 

points considered in this chapter. Benchmark circuits c499 and c l355 have almost equal 

slacks on all the outputs. Thus, the greedy filter insertion algorithm either causes filters 

to be inserted on all the outputs or on none of the outputs, depending on whether a filter 

is inserted on the first output processed by the algorithm or not. Filter insertion on all the 

outputs drives the solution into infeasibility.

Last, this is observed in the higher power overhead with respect to the baseline case 

for slow designs at 1.15Tspec and 1.3Tspec. Indeed, the search space for design with TTF 

insertion is a super-set of the search space for design without TTF insertion. Thus, the 

overhead for optimization with TTF insertion is always less than or equal to overhead for 

optimization without TTF insertion as shown in Table 6.4.
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6.6 Conclusion

There is significant interest in low-cost solutions for soft error rate reduction in combina

tional circuits. This chapter described TTFs to suppress SEU-induced transients in combi

national circuits. In combination with circuit optimization based on gate sizing and dual- 

Vdd techniques, TTF insertion is an attractive option to achieve significant reduction in the 

soft error rate at modest cost. An area of future research is to investigate selective opti

mization of the most vulnerable gates to tradeoff overhead for SEU robustness at very fine 

granularity.

The TTF insertion and optimization is formulated as a geometric program for achieving 

robustness to single-event upsets in conjunction with sizing, dual-Vdd techniques of gates. 

The use of TTFs at primary outputs helps to reduce the area and power overhead required 

for achieving robustness to SEUs by relaxing the SEU robustness constraints for sizing 

and Vdd assignments. The propagation delay of the filter can be adjusted depending on 

the availability of slack along paths in the circuit. The soft error rate reduction achieved 

using the proposed optimization algorithm varies from 17X-48X for different benchmark 

circuits.
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Chapter 7

Conclusions and future work

7.1 Conclusions

Motivated by simulation results that SEU robustness can be improved at the gate-level, this 

dissertation describes several approaches based on gate sizing and multi-VDd optimization 

as well as SEU filter insertion to realize radiation-hardened combinational circuits.

Design techniques at the gate-level based on gate sizing and multi-Vdd have been 

widely used to reduce or tradeoff area, delay, and power consumption in combinational 

circuits. We apply these techniques in a systematic manner to improve SEU robustness. 

Several circuit models with different accuracy and efficiency have been developed to de

scribe the complex phenomenon of SEUs, so that SEU robustness can be treated just like 

area, delay, and power in design optimization. Combining those models together with 

different optimization techniques from heuristics to global optimizations, we are able to 

improve SEU robustness through gate-level design.

7.1.1 Rank-and-size optimization

The first gate-level approach to improve SEU robustness is based on rank-and-size opti

mization. Gates are ranked according to their contributions to the soft error failure rate 

and then sized in decreasing order of their sensitivity to increase SEU robustness. The re-

95
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quired gate size is computed using a numerical analysis technique, which is more accurate 

than other simplified models. The heuristic rank-and-size approach is applicable to cir

cuits designed with discrete size libraries and to general current models for particle strikes. 

The efficiency of this approach is substantiated by experimental results for several bench

mark circuits and process technologies. The proposed technique has an average overhead 

of 38.3%, 27.1%, and 3.8% in area, power, and delay for worst-case SEUs across four 

process technologies. Since the proposed approach has significantly less overhead than 

approaches based on fault detection and tolerance, and since it also does not require any 

runtime support in hardware, it is an attractive option to reduce the soft error failure rate 

with minimal impact to performance.

7.1.2 Global circuit optimization

Rank-and-size heuristics usually minimize a design constraint (SEU robustness in this case) 

at the expense of other design constraints, such as area, power and delay. This may be unac

ceptable, especially for high performance designs, where there is no room for compromise 

during optimization to achieve robustness to SEUs. Better design space exploration and 

control over design overhead can be achieved through the use of global optimization ap

proaches that allow simultaneous tradeoffs between objectives of area, power, delay and 

SEU robustness.

We have integrated a new SEU robustness model into a global design optimization flow 

based on geometric programming (GP). Such SEU robustness driven design techniques will 

not only reduce the investment on SEU analysis and but also lessen hardening strategies in 

the latter stages of the design process. They are advantageous over rank-and-size heuristics 

for more flexible design space exploration.

GP is a nonlinear, nonconvex optimization problem that can be transformed into a non

linear, convex problem. Therefore, a local optimum for GP is also a global optimum. The 

standard form of GP is minimizing a posynomial objective subject to posynomial upper 

bound inequality constraints and monomial equality constraints.
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Initial simulation results indicate that a higher supply Vdd can mitigate the SEU tran

sient by increasing the drain current and by storing more charge at the node capacitor. We 

have utilized size W  and multi-VbD simultaneously to improve circuit robustness.

7.1.3 Transient filter design

The overhead of using gate sizing and multi-Vdd to improve SEU robustness dependents 

on the injected current parameters, i.e., the worst charge Q, ra and ti6. Another approach 

that can minimize the costs on area and power is to insert a transient filter just before the 

primary output. The transient filter is able to eliminate the voltage transient or attenuate 

its strength so that the latch/flip-flop is not affected by the propagated SEU transients. The 

primary disadvantage of such approach is the delay penalty incurred by the filter. The 

proposed tunable transient filter has a strong capability to attenuate SEU transients with a 

minimum penalty on delay.

From simulation, we have observed that filter insertion and transition design parameters 

(sizing and V d d ) complement each other in handling transients of different widths. Filtering 

is more suitable for a narrow transient pulse; sizing and dual Vdd is more efficient for a 

wider one. We have substantiated that a better solution to improve the robustness to SEUs 

is a mixture of filter insertion, gate sizing, and multi-Vdd-

7.1.4 Summary

Rank-size-optimization is very flexible in supporting any noise models and is a fast design 

technique. Its main drawback is the limitation in design space exploration. Design for 

SEU robustness based on this technique will always result in a delay penalty, which may 

not be acceptable for high performance design. Geometric optimization allows full design 

trade-offs in robustness design. It is able to meet tight design constraints with minimal 

design overhead. But this technique needs specific noise models and its computational cost 

could be 10X higher than rank-and-size optimization, especially if  mixed-integer geometric
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optimization is involved.

In the future, as the soft error failure rate of logic circuits becomes unacceptably high 

even for mainstream applications, optimizing designs for SEU robustness will become crit

ical Since the proposed techniques have significantly less overhead than approaches based 

on fault detection and tolerance, and since they also don’t require any runtime support in 

hardy are, they are attractive options to increase robustness to SEUs with minimal impact 

to pe formance.

7.2 Future work

Internal and external noise sources, the accelerated aging of devices, and the variability of 

primary design parameters have brought reliability concerns to the forefront. The disserta

tion work has developed effective charge-based noise models to describe transient effects 

in circuits. Charge-based models are more accurate than voltage-based noise models in 

describing noises induced by finite energy perturbation. One key reliability threat, single- 

event upsets, is thoroughly studied in the dissertation. The approach in the dissertation to 

improve circuit robustness to single-event upsets is expected to be applicable to other noise 

sources, such as power supply noise, crosstalk, and thermal noise.

We have extensively investigated simultaneous tradeoffs in the design space between 

area, timing, power, and reliability for combinational circuits. The general charge-based 

noise models allow the conventional design parameters, such as gate size, threshold volt

age, and supply voltage to be used to improve circuit reliability. Based on the models, we 

have developed various solutions to successfully meet power-performance constraints for 

reliability-driven design optimization. The solutions provide low overhead and compati

bility with standard design flows as well as complement other fault avoidance/ tolerance 

techniques.

In future work, we propose to tackle three major sources of failures in the CMOS tech

nology: transient faults induced by temporal environment conditions, manufacturing de
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fects due to parameter variations, and wear-out due to the weakening of transistors, we 

propose to develop novel reliability-aware design platforms to cohesively analyze timing, 

power, and reliability of computing systems. The platform comprises noise models, pro

cess variability models, statistical analysis, and convex optimization methods to improve 

design reliability with power and performance constraints. It will allow designers to iden

tify key design constraints, evaluate important design tradeoffs, and adaptively make design 

decisions. Future computing systems built with post-CMOS technologies are widely ac

knowledged to be inherently unreliable. The system must work in the presence of defects 

and imperfect components. The justification of different fault tolerance and avoidance tech

niques will heavily rely on accurate reliability evaluation. We propose to investigate design 

paradigms at all levels of abstraction to handle both manufacturing defects and dynamic 

failures of emerging nanometer-scale devices. This work on reliability-aware CMOS de

sign serves as an excellent foundation to launch further research in this exciting new area.
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